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Digital Investigative Techniques

Practical Exercise in Groups:

What kind of digital investigative techniques do 
you know or/and use within your 

investigations? 

Highlight the benefits, problems and all related 
aspects!
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Digital Techniques:

• Margin comparison

• Gains comparison

• Business figures at all

• Cost structures compared – eg

employees visa turnover

• Special different business database-

crosschecks of databases
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Other / New Digital Techniques:

• Visualization of business figures

• Technical check tools / for failure 

detection out of high volume data 

bases – Monetary Unit Sampling

• Summarised Risk Audit (SRP) based 

on the principle of  a

„Time Series Analyses“
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Examples for Other / New Techniques :

Definition MUS – Monetary Unit Sampling:

MUS

Monetary Unit Sampling, also known as probability proportional-to-size 

(PPS) or dollar unit sampling (DUS), is a statistical sampling method 

used to determine if the account balances or monetary amounts in a 

population contain any misstatements. Each individual dollar (i.e. 

monetary unit) in the population is considered a sampling unit, thus 

account balances or amounts in the population with a higher value have 

a proportionately higher chance of being selected.
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Examples for Other / New Techniques:

Definition SRP Summarized Risk Audit

SRP = Time Series Analysis 

Any metric that is measured over regular time intervals 

forms a time series. Analysis of time series is commercially 

importance because of industrial need and relevance 

especially w.r.t forecasting (demand, sales, supply etc).
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Examples for Other / New Techniques:

SRP Summarized Risk Audit

Case example

• Hotel with restaurant

• Outside area

• Christmas celebrations

• New year celebrations

• Additional participation on different 

markets
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Examples for Other / New Techniques:

SRP Summarized Risk Audit

Invoice database out of hotel software
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Examples for Other / New Techniques:

SRP Summarized Risk Audit

Invoice database out of hotel software

Import in summarized risk audit tool
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Examples for Other / New Techniques:

SRP Summarized Risk Audit

Invoice database out of hotel software

Import in summarized risk audit tool
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Examples for Other / New Techniques:

SRP Summarized Risk Audit

Indicators

• Reduced turnover on weekends

• Usually busiest time for hotels in 

tourist areas

Restaurant evaluation:
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Examples for Other / New techniques:

SRP Summarized Risk Audit

Restaurant Data
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Examples for Other / New techniques:

SRP Summarized Risk Audit

Evaluation based on time series analysis
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Possible crimes/offences

• Tax Fraud by Sales Supression

• ML by taxing illegal gained money
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Examples for Other / New Techniques :

Visualization of data

Visualization is often excel based or other 

software / a tool to visualize different figures / 

data sources in relation to each other in 

various diagrams
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Examples for Other / New Techniques :

Visualization of data – Bookkeeping Data
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Examples for Other / New Techniques :

Visualization of data – problems?

• 420.000 data sets?

• How to explore?

• Where to start?

• Searching?

• What kind of parameters?

• Where are the indicators?
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Examples for Other / New Techniques :

Visualization of data – example

• Restaurant

• Outside area

• Christmas celebration

• New year celebrations

• Additional participation on different markets

• No remarkable changes in business (same 

size, … employees, … suppliers….)
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Examples for Other / New techniques :

Visualization of data

• Edit data
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Examples for Other / New Techniques :

Visualization of data

Edited data – visualized
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Examples for Other / New Techniques :

Visualization of data – account selection
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Examples for Other / New Techniques :

Visualization of data – example

Indicators for problems

• Summertime  

- reduced turnover compared with other 

years

• Christmastime

- reduced turnover – usually the busiest 

time of a year for restaurants
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Examples for Other / New Techniques :

Visualization

• Any expenditures

• Turnover

• Any other account like input VAT – output 

VAT

• Almost everything could be visualized

• …………………..
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Examples for Visualization of data:

Structure of clients (suppliers) of a trading-

company



Suppliers - months of activities
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Examples for Visualization of data:

Indicators for ML 

- steadily changing or exchanging suppliers

- Procurement of suppliers is like shown here 

almost impossible – finding, contacting, 

starting doing business…….



Ralf Oberle,Finanzamt Freiburg-Stadt

Examples for banking data:

Bank statement of an import company 
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Indicators for ML:

- Money in and out almost same amount

- No money for payment of other costs 

available

- ………
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Digital technique Benfords Law

- Possibility to check if a database is build 

naturally or manipulated by humans

- This “Law” is focused on the “relative rate” 

of figures at the beginning of numbers
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