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Virtual Currency Seizures

FOR IMMEDIATE RELEASE Monday, November 7, 2022

U.S. Attorney Announces Historic $3.36 Billion Cryptocurrency
Seizure And Conviction In Connection With Silk Road Dark Web
Fraud

FOR IMMEDIATE RELEASE Tuesday, February 8, 2022

Two Arrested for Alleged Conspiracy to Launder $4.5 Billion in Stolen Cryptocurrency

FOR IMMEDIATE RELEASE Friday, January 6, 2023

Ohio Man Pleads Guilty for Unlawfully Stealing Over 7712 Seized
Bitcoin Subject to Forfeiture in Brother’s Pending Criminal Case

FOR IMMEDIATE RELEASE Thursday, February 13, 2020

Ohio Resident Charged with Operating Darknet-Based Bitcoin “Mixer,” which Laundered
Over $300 Million




Agenda

Seizing Centralized vs Decentralized VC
Ways to Store VC
Ways to Seize VC
Forensics TEAMS

Seizure Best Practices
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: Questions to Ask

What am | seizing? What Blockchain is it on?
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What Kind of wallets do
Targets Utilize? Is the crypto Centralized or Decentralized?
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Centralized vs Decentralized

Decentralized
Bitcoin

Ethereum

Centralized
USDT (Tether)
XRP

BNB Binance Coin

Centhralized vs. decentralized blockchain
Decentralized

INFORMATION FLOW To and from center Multiple routes
DECISION-MAKING Usually hierarchical Democratic
CONTROL Central entity Software code
oo Simpler decision-making, Immutability, transparency,
o less expensive hardware, more control member-owned
ShkiA Single point of failure, trust issues, Anonymity for criminals,
T data silos more expensive hardware, user conflict
EXAMPLES Binance, Coinbase Bitcoin, Ethereum
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coinbase

W . Electrum W o Coinbase Wallet W
. l.
: ' Trezor v e Ledger v . Metahlask v

Storage Matters

Decentralized

Bitcoin ( What if its on an Exchange)

Ethereum

-rl v+ | Coinomi v CO” Bitcoin Core v . Exodus wallet W
Trezor Model T Advanced... v I Trust Wallet v coinbase Coinbase v
= ok T

Centralized —"
Cryptocurrency wallet ap... v A7 v h KeepKey w
U S DT (Teth e r) . Myceliurm v e ner - Blockehain.com v = Zengo W
XR P = Armory v = BTCwalet v = Guards v
B N B B | nance COI N =  Edge v = DCENT Biometric Crypto.. v = Atomic Walet v
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Storage vs Seed Phrase

My Trezowr

wWwWrite dowwnrn the mmemonic phrase imn order, amnd
kKeep it im the secure locations. Tihe mnermomnic
Pphrase camn be used o recower the wallet. Do

MNOT screaenshot or send the pphrase to others.
- oroan ]
~heaocrooll - Sieon
N
Conosr
e CXTTMEES EXTSTEES ErT
T i i )
rezor Mode! T Advanced.. v Trust Wallet v coinbase Coinbase v
Cryptocurrency walletap.. v FAQs W ’~ KeepKey v
Mycelium v wamsan o Blockchain.com v = Zengo v
= Armory v = BTCwallst v = Guards v
= Edge v =  D'CENT Biometric Crypto.. v = AtomicWallet v
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Seizures

A Seed Phrase Only works
with the same software that
was used to create the

) o) W wallets

Bitcoin Bitcoin  breadwallet  Bither MultiBit HD  Armory
Core Wallet

® O w0 ©

Electrum  mSIGNA Hive Mycelium BitGo Green
Address
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What are Ways to find where VC is being stored
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Purchases

H. Amazon.com
|"l'tpE-Z.-'.-".-'-'~'-u'-.'-.'.='|I'I' 20N, 0m - CF:.'F‘IZ:IIZ“I.IF'E'"H:‘:-'-I' srgwars-w_ ..

Cryptocurrency Hardware Wallet

R

Model One - The Original Cryptocurrency Hardware Wallet, Bitcoin Security, Store & Manage Qver 7000

Coins & Tokens, Easy-to-Use Interface, Quick & Simple Setup ...
30-day returns

AMazon.com
httpa://www.amazon.com » Magnetic-GPS-Tracker-Box...

Magnetic GPS Tracker Box - Under Vehicle ...

Magnetic GPS Tracker Box - Under Vehicle Waterproof Case, Great

Waterproof Hide A Key Strong Magnet Hol
Rating: 4.3 - 15 reviews - 515

- In stock
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Search Warrants

Mt vale QIS SHLIM  VALLET e 01

iCloud Google Drive
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Search Warrants
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Forensics TEAM

Common locations for locating Seed Phrases: ° _ e
».a
. . .ﬂ. Your wallet generation seed is:
¢ ScreenShOtS/PhOtOS/TeXt flles Stored In: s Py hood cool drip tornado shoe try awkward snow account
o Emails accounts (sent/drafts) b W

o Photo apps (Apple Photos, Google Photos)

o Messaging apps (iMessage, WhatsApp, Options
Signal etc)

o Desktop/documents folders CAll llow v uLtc rcaver Yo WaRot |n case of GomAISr AR

o Cloud storage (Google docs, iCloud) WARNING:

» Never disclose your seed.
e Password keepers (LastPass, Keepass etc) ’
Back Next
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Wallet analysis and exploitation

The transaction description field frequently contains great evidence
(usernames and other notes etc):

® 00 >) Electrum 1.8.1 - /Users/electrum/electrum.dat
._@ Send Receive Contacts Console |

Description

f 2013-08-12 23:20 Invoice

" 2013-07-01 15:00 | Donation +0.01

o’ 2013-07-01 14:09 | Reddit tipper +9.01

»” 2013-06-08 11:31 | fund btctip -9.1501

«” 2013-06-06 21:48 | fund blockchain.info wallet -9.1001

%" 2013-06-06 21:08 | Fund btctip account -2.1001

w" 2013-05-29 01:38 | Chargeback -0.26033527

" 2013-05-29 01:04 | 9flats -1.32751005

" 2013-05-19 20:26 | Fund Bitstamp account 3 BTC -3.0005

" 2013-05-16 13:45 | NameCheap 25 USD fund account -0.2196

" 2013-05-10 03:05 | Bitstamp +5.99

" 2013-01-14 20:32 | Reward +0.52




Example of text file Containing Private Keys

DEPARTMENT OF THE
TREASURY

e {7 IRs:Cl

[ ) B electrum-private-keys-wallet.csv v

ddress,private key
.bclth5dqqt7p3d8rtdhcnkq51550a9367t3q68nh1 p2wpkh L3aNpSllGGHuaJeRQYDYZGpnchwoZSkthtKLthLcXTnGEokdU

ULLqUUILRHLqLULLWqUJYQPOLCPVPLIJthqALLUyL,PLWPRH LJUnUﬂerRALHVULLqVVIJIUOULUJqDVch*dIIPNVJPRQROHLFQ

bcladmkgsm625rzda®4y58d31tspu721m9shgxu4se, p2wpkh : KwxBKW33PYszdvPDKSZUS7dKEtHtaxtVIHTujA8wTcHsktP71iKDh
bclngefoe42935mxw271tr192k5]8xvq0n68ky75,p2wpkh L15P41KM4EUyzBWqTDPEXtAM014MAdPq13N9KJqGXmengGDkSV

ERENE PN = = = W - T o B 1o T TR PN TR TRV TW P WS Ny 1Y lahis A s Coa V1 AddFarrIAM~D

bc1gmhb5dqqt7p3d8rtdhcnkq515s0a9j67t3q68nhl, p2wpkh:L3aNpS11GGHuajeR9YDYZ6pnfqcwoZSkhTptKLhgKLcXTnGEokdU

Public Key: bc1gmh5dqqt7p3d8rtdhcnkq515s0a9j67t3q68nhl
Script Type: p2wpkh
Private Key: L3aNpS11GGHuajeR9YDYZ6pnfqcwoZSkhTptKLhgKLcXTnGEokdU

VLALULJUYLCAUOY / LARLALYULASUINIC/ZLIT]I I I2Y TG40V, MEWLHRI c DNALJVUVAJLTIYVO LG LI FAOU LLALIYOLYAr CriNU L L L IUICINNINY L1y L |
bc1q2y4@72552h4zdyu22ualk55vqa4wtpran@Suh p2wpkh quaGBGGwaTFTAthquSqylbngSdeJLBDXOXTDQCSaYXthg
bclgd4ul84arwt2cunyfe62n5fsjoxrkhgdpkxajtw3, p2wpkh:L3K5eWx08SSb4ZeBZZPubHwoX8kSiZTZgxXCOHtPAtjaGp6LS3fl
bclagk3jncvmmsawcuSijpimfmv24xfamh2n@nsw3juh, p2wpkh:L3BoFdnrzgeGyxuQfvSUa6DlveMraH1ZWGoMKzBtQtx7gBZKBGTt
bclaxebyn3yfkwassshhbvpwe96uxkyemz2d77rctn, p2wpkh : L3nRRVDPh67U398CPa2d8F rnmLmwDptUErFSbqlDbNIpWcuSulNi
bclqijc2gg4dwd2hSveahd7hmunf@cSpavecsvvadtrc, p2wpkh :KzbvFAWNn4yKYHcZePA15hgHf UWdSayPwewPkEPKksoWmpyucx1LYL
bclghyzian/t82ttfyvtegpomlqOvowlsw3y94yku6, p2wpkh:1.3c0zsKzzXSvzGB2dwpLWtjVVU4XVSuWzrLHiyncAZNNMGNSSWut
bcla9h0yju24r816qc58087 rfsyeffghkael51h8p0, p2wpkh: L5XgGCbY6ww2nWAdESL1EaihTr7ni3UGWVS9drGrXglwDCAt TWww

bclqjz4grréeghpmraxva/q28dvo4dxgn7p@aafds/j..p2wpkh:L5bjXGhnRKcffvoSuj4VsHiwK4vEmEcp2i57nnRC3AXAwWQC3W/VE
bclg40ebkbcucmk3sjxazn81lfjifalnzveg75ad8nku, p2wpkh:KyacH155XCzXGT1Z2IU6iKHCNpaXNiwvps6 fFKcI8XNo9cfPJQ4TN
bclaghpeije7qyf7phurziwi9wlmenmj lmtasd8kxcqu,p2wpkh:L17i]7CXV2w3zRZBtDCfdG2ecjaKaDtFZrsB6LXejUwlaZM6Rzel
bclga3khs6tymdcku7e2qnyc7ajlakk5q9rflufd4ms, p2wpkh :KwFe7QYfwDiSEYAKzLEwSXE72ZwnbxxNVm7tF3Km3Vaf5Q1DFDAv
bclq4atjldj286kSpgghkhfcawetynijdha5q8dgzfm, p2wpkh:KzS6HanGxnpG9QdbHWC8gRpTLAanERAfmsEWV2fdYE]jlficApmhkF
bclgsjlyaaxsysfhn7isx06vt8n7msquhx9uvff4pl, p2wpkh :KxQmTtUFYerCrsYKVYUo2toYKjceF64P36je63ipeVV6EePMNmt3
bclqleefr342fft54wxcji4sda8v/pzvusstttxs54j,p2wpkh:KyhxYAgn7YP5wF76mecVnba8R85puwadwWMhT ifKUmu7 idXoA93M3
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Online Research

. AT
To restore your wallet from its seed phrase, T ————
create a new wallet, select the type, choose I n |,
already have a seed” and proceed to input your
seed phrase.

Heir

lﬂ Read the Docs
https:/felectrum.readthedocs.io » latest » fag

Frequently Asked Questions — Electrum 3.3 documentation



| The Truth About Seizures

e Most all virtual currency seizures will require the cooperation of the subject
e Every seizure is different and it is difficult to establish repeatable processes
e Each seizures will likely require working with many of the following:

Private Keys

Electrum, Metamask, etc ( No KYC WALLETS)

Many different smartphone wallet applications , Computers
Alt coins ( Gas Fees)

o O O O

Determining which private keys, seed keys, and master keys go with which
wallet (Electrum, Metamask, Bitcoin Core, or other alt coins etc) will require
experimentation
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Things to Know

Working with “keys” notes:

e \When restoring a wallet from "keys”, be aware subjects will frequently create
“fake” wallet accounts with a small amount of crypto and then hide the real
balance in another wallet account

e Depending on the timeframe (i.e. before 2019), don't forget to check historical
balances including:

o Bitcoin Cash (BCH, August 2017) = STOCK SPLIT

Note

Don't forget to take screenshots or screen video captures of the process for
evidentiary and memo purposes.
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Seizure Best Practices

. . | NON | Electrum 4.4.3 - wallet [standard]
® Copy and paSte the receiving ~ History . Receive | ®M Addresses |

address to avoid manual
transcription issues

e 2 people should independently
verify the receiving address

e Start with a small test transaction
(0.01 BTC)

Pay to | bclgmh5dqqt7p3d8rtdhcnkq515s0a9j67t3g68nhl|

Description

Amount mBTC Max

Clear Save

Balance: 0.mBTC
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Seizure Process

Use the “Max” transaction fee, but verify it is reasonable

® @® Electrum 4.4.3 - wallet [standard]

~ History * Receive | =M Addresses ( Channels

Pay to bclgmh5dgqt7p3d8rtdhcnkg515s0a9j67t3g68nhl]|
Description
Amount mBTC Max

Clear Save Pay...

Start with a Test Transaction!!! Enough to Pay fees

Balance: 0.mBTC (m] &= 9




= Rrs:Cl

_w

Do a Test Transaction

e After sending the Test transaction, use a public blockexplorer to monitor the
transaction status, (blockchair.com; Blockchain.com; Blockexplorer.com)

e Blocks clear *on average* every 10 min, but not always in practice
o QObserved many 20 to 40+ minutes blocks during seizures

e One Test Transaction is Confirmed on Blockexplorer and you Check wallet
where VC was sent, than conduct the seizure of full amount. (Repeat Steps)

TransaCtlon 451ee4a3a025524f10e2247b078ac5a62ad524434036ed4154307cd47daldd32 & SneonfiTiied

First seen Just now 17,422

ETA In ~10 minutes 335

Features
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Setup of Wallets

What are things to think about when Transferring the BTC to GOV
WALLETS?
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Setup of Wallets

Wallets with no KYC
‘¥ « Electrum

_;:‘;_::'.f?:‘: * MetaMask
|  Wasabi
« Edge

#
Amoaent ko be sent; 002 BTC (547,79 USE) Shaw inputs and outputs V: ;

Mining Fee: 1 salftyie | W 3T4bytes = 000000374 ETC | s o | (M B fees pnanually

. Edit Lacktime
Few target: ‘Within 25 blocks ! ETa w

w*| Use change addredses
Use maultiple change addresses

Cancel Preview QK XC a I l e S
Batch unconflirmed ransacions

Spard anly confirmed mains
'f Enable outgut value rounding
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Seizing Centralized VC

Circle Confirms Freezing $100K in USDC at Law
Enforcement's RequeSt Tether welcomes inquiries from law

enforcement agencies about its policies
and procedures. Please contact Tether

at inforequests@tether.to.

In my experience, Circle (USDC), Tether (USDT) and
Binance freeze funds for 7 days without a legal order

If you can show probable cause of a crime.
After 7 days have passed, legal order is required.
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Summary

Every seizure is different. It requires severe research of target habits,

and research into the VC.
Social Media and Purchasing Habits can be crucial to identify how VC is

stored
Seizures frequently require assistance from the subject to recover the

VC, and a Team
Experimenting yourself with buying Crypto has been vital for me to

learn this process
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