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Focus

1. Process of Investigations

2. Types of Cryptocurrency Investigations

3. How do we Identify and Work VC Investigations

4. How to Request information from VC Exchanges

5. Search Warrants



Basic Criminal Process in USA



Types of Cases

Money Laundering







Examples of IRS-CI Crypto Cases
Xdedic (RDP); FAFSA (aka Operation College Crook, hack of Dept of Ed’s student aid system)

Mt. GOX(1st major crypto theft)

Silk Road I (1st Dark web Marketplace); Silk Road II; Alphabay; Silk Road related - Largest seizure of crypto 
($1B)

OneCoin; BitConnect and Bitclub Network (Largest Investment Fraud cases – ICO/Ponzi Schemes 
$4B/$2B/$700M)

Welcome To Video and Dark Scandals (1st and 2nd dark web crypto –CHILD EXPLOITATION CASE

Kunal Kalra; (1st Crypto Kiosk/ATM Operator case); HeroCoin

North Korean Exchange Hack and Largest Ever Seizure of Terrorist Organizations Crypto Accounts

Helix & Bitcoin Fog (1st and 2nd Bitcoin Mixer/Tumbling Service cases)

Silk Road Hacker James Zhong- IRS-CI seized 50,676 Bitcoin or 3.36 Billion



How to we Identify Crypto Currency Cases

1. Fincen

2. VC Exchanges Share Information

3. Victim Reports of Fraud

4. Cryptocurrency Conferences

5. Social Media

6. Informants

7. Undercover Operations

8.  Captured Data Sets (Silk Road)



The Question is ?

3JPXzy7rfDNjGG4EBFpkKbDtAnbyzQjMFB

How do we get from a cryptocurrency 
wallet address to an Arrest?



Primary way is EXCHANGES to Establish ATTRIBUTION

Coinbase 
Wallet Address

Fundamental

We do not know who 
this wallet address 

belongs to 

Darknet Market



Exchanges



Money Laundering Investigation

GEMINI

HOPS



Gemini Exchange

Pandemic- Shutdown
• Borders
• Cruise Ships
• Air Line travel
• Financial Institutions

Question Was:
How are narcotics traffickers moving their illicit Proceeds?

Excerpt from Gemini exchange Subpoena Response- Tyler Thacker Account



How to request information from Exchanges

https://app.kodexglobal.com/binance/signup
Investigations@binance.com



What do Exchanges Request?

ON-CHAIN Info

• Wallet Addresses

• Transaction Hashes

OFF CHAIN INFO

• Name and DOB

• Email Addresses

• Cell Phone #



List of Exchanges and Contacts



Unofficial Request

Official Letterhead 
Request• Binance

• Kucoin

• Coinbase



Official Subpoena Request



Things to request from Exchange?
1. Name of Person
2. Address
3.    Information on Electronics Used 
4.     DOB
5.     Identification Documents
6.     Passport 
7. Social Security Number
8. Bank Accounts
9. IP Addresses
10. Email Addresses
11. Telephone Numbers

12.  Photographs
13. History of Transactions
14. Communications with Client



Example Exchange Return



Account Balance



Bank Accounts



Email Address/ IP Address / Devices Used to Access



Transaction IDS 



Log Ins/ Activity



Search Warrants 

USB Drives & Micro SD 
Card ($>3B USD)

Icloud search Warrants Seed Phrase



Social Media



What do you do When you Don’t have an Exchange



Search Seized Records



Seized Darknet Markets









Summary

1. Exchanges can make or break an investigation

2. Search Warrants, Social Media, Purchasing Habits of 
Target is Crucial to investigations

3. We are always looking for when the target made a 
mistake

4. Datasets can be crucial and provide history



Muchas Gracias 

Stacey.Perez@ci.irs.gov


