
Silk Road

Pandemic- Shutdown
• Borders
• Cruise Ships
• Air Line travel
• Financial Institutions

 The first darknet marketplace 
that operated like EBAY, where 
Vendors sold illegal items that 

included:
 Illegal drugs of all varieties, fake 

documents, hacking services, and 
much more

 In operation from 2011- 2013
 Silk Road was Shutdown by law 

Enforcement in 2013



Payments to Silk Road 

Pandemic- Shutdown
• Borders
• Cruise Ships
• Air Line travel
• Financial Institutions

 Virtual Currency is not illegal in 
the United States, but it is often 
used to conduct illegal 
transactions

 Bitcoin was the only form of 
Payment accepted on Silk Road

 Silk Road collected Bitcoin as 
payment from Buyers for illegal 
items and was responsible for 
paying the Vendors 



Vendors on Silk Road

Pandemic- Shutdown
• Borders
• Cruise Ships
• Air Line travel
• Financial Institutions

The Auto-Withdraw option stated: To help obscure (conceal) your withdrawals, you 
must enter three withdrawal addresses. Your withdrawals will then be made in 3 random 
sized chunks to the three addresses with a small random delay between them. 
How are narcotics traffickers moving their illicit Proceeds?

 Did not provide their real names, 
addresses, and actual information on 
Silk Road

 Vendors had to provide their Bitcoin 
wallet Information in order to get paid 
for the goods and services sold on Silk 
Road



WELCOME TO MIAMI 

•  Search for Bitcoin ATMS in your 
Area

www.coinatmtrader.com 

http://www.coinatmtrader.com/


Silk Road Hacker 

Pandemic- Shutdown
• Borders
• Cruise Ships
• Air Line travel
• Financial Institutions

Question Was:
How are narcotics traffickers moving their illicit Proceeds?

In September 2012, 50,000 BTC was stolen from Silk 
Road and sent to 11 different deposit addresses.



Silk Road Hacker Jimmy Zhong

Pandemic- Shutdown
• Borders
• Cruise Ships
• Air Line travel
• Financial Institutions

Question Was:
How are narcotics traffickers moving their illicit Proceeds?



Silk Road Hacker Jimmy Zhong

Pandemic- Shutdown
• Borders
• Cruise Ships
• Air Line travel
• Financial Institutions

Question Was:
How are narcotics traffickers moving their illicit Proceeds?

• Zhong Made up Vendor 
Accounts on Silk Road

• Would than Deposit 200 – 
2000 Bitcoin into Vendor 
Accounts

• Tricked Silk Road into 
paying out more Bitcoin 
than they should have 



Silk Road Hacker Jimmy Zhong

Pandemic- Shutdown
• Borders
• Cruise Ships
• Air Line travel
• Financial Institutions

Question Was:
How are narcotics traffickers moving their illicit Proceeds?



Silk Road Hacker Jimmy Zhong

Pandemic- Shutdown
• Borders
• Cruise Ships
• Air Line travel
• Financial Institutions

Question Was:
How are narcotics traffickers moving their illicit Proceeds?

Centralized 
Exchange$800



Jimmy Zhong 911 Call

Pandemic- Shutdown
• Borders
• Cruise Ships
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• Financial Institutions

Question Was:
How are narcotics traffickers moving their illicit Proceeds?



Silk Road Hacker Jimmy Zhong

Pandemic- Shutdown
• Borders
• Cruise Ships
• Air Line travel
• Financial Institutions

Question Was:
How are narcotics traffickers moving their illicit Proceeds?



Search Warrants

Floor safe embedded in 
concert hidden under 
tile in a basement.



Search Warrants

USB Drives & Micro 
SD Card ($>3B BTC)



Sentenced to Wire Fraud



THANK YOU!
Questions?
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