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International Cooperation, Scenario Final Exercise

PART II

In addition to what you already know from PART I, you learn / obtain the following information: 

· As a result of your requests for assistance / information abroad, you obtained banking records from information from Italy, the US, the BVI and Lebanon. You also obtained subscriber info for the Google account daboss@gmail.com.  You analyze said information and note the following:

· Banking records account #444190 in the name of MIPIACEKR with Banco BPM Bahamas:

· The account holder is MIPIACEKR and the authorized person for the account is Isabella SOMBRERO 

· The account “daboss@gmail.com:

· The name of the customer is “ Al Capone” and the IP address used to create the account and that was last used to log on the account is “123.456.789”

· Banking records account # 456789 in the name of KARUPPED CO with VP Bank (BVI) Ltd
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· The account holder is KARUPPED CO and the authorized person for the account is Tom BORDER
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· In addition to the funds received from BUYMYCAR NBC’s account, there are funds received from account #123456 in the name of SCRAPYARDCO with Scotia Bank in Canada

· There are many transfers from this account to account #987654 with the Bank of Bahamas

· About 85% of the funds received from BUYMYCAR NBC’s account and SCRAPYARDCO’s Scotia Bank account are transferred to account #987654 with the Bank of Bahamas

· [bookmark: _Hlk160611048]You looked up online phone number 518-444-3254 and you learn that it is associated with a cell phone for which the carrier is the American company “AT&T Mobility, LLC”.  

· You find out that KARUPPED CO is incorporated in the British Virgin Islands.

· You executed a search warrant at the place of business of BUYMYCAR. Among other things, you seized paper copies of:

· Bills of lading and dock receipts which pertains to the purchase and sale of cars, freight forwarding as well as customs forms for the import of cars in the US. 

· [bookmark: _Hlk160610912][bookmark: _Hlk160615205]Email communications between Scrapyardco@gmail.com and Buymycarcanco@gmails.com. They include, inter alia,  invoices from SCRAPYARD CO to BUYMYCAR. daboss@gmail.com is cc’d on one of those emails.

· [bookmark: _Hlk160610936][bookmark: _Hlk160616267]Email communications between Buymycarcanco@gmails.com and CJones@kry4you.com about transporting cars from Montreal (Qué) Canada, to Miami (FL) USA. Many of the emails include invoices from K-RY4U to BUYMYCAR and identify the cars transported by their VINs.

· [bookmark: _Hlk160610953]Email communications between Buymycarcanco@gmails.com and facilit8@hotmail.com pertaining to freight forwarding and customs clearance. 

· The books and records for BUYMYCAR.

· Police inform you that SCRAPYARD CO, alter/deface Vehicle Identification numbers (VINs) for BUYMYCAR and that they are involved in Mexican organized crime. 

· You looked up AT&T Mobility, LLC and learned that their National Compliance Centre is located in North Palm Beach, Florida, USA.  

· You analyzed the documents seized at the place of business of BUYMYCAR. Based on those documents and the VINs used to identify vehicles, you were able to make a list of vehicles/VINs you believe have been purchased and sold by BUYMYCAR, as well as exported to the US during the period under investigation. However, you do not have a complete picture based on this information.  Although it seems that BUYMYCAR under reported to the CRA the value of the cars sold, you were able to trace most of them. However, there are about 50 vehicles for which you are unable to say whether they were actually exported to the USA.

· [bookmark: _Hlk160611170]You looked up IP address 123.456.789 on MaxMind.com and found out that this IP address is registered with Verizon in the USA.

QUESTIONS:

Based on the facts provided so far:

1. If ILUVKR’s account had not been with Bank of Beirut in Lebanon, but rather with CCEI BANK BENIN in Benin, how would you have obtained the banking records?    
2. What information/assistance will you seek?
3. To which country?
4. Which “instrument” can you use to obtain that information
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