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By Presidential Decree No. 1 (DP No. 1), the President of Calista ordered a National and International
Call for Tenders for Public Works to construct a new nuclear power plant to supply the country with energy
— Public Tender No. 1 “Calista Nuclear Power Plant”.

DP No. 1 delegated the tendering process to the Ministry of Energy, strongly recommending that it should
place the contract urgently in order to tackle the higher levels of demand expected in the near future.

% Previously, a Law passed by the Congress of Calista had declared an Energy Emergency in the
country.

The Minister for Energy of Calista made provisions to establish a Special Technical Committee to draw
up Tender Specifications and conduct the subsequent analysis of bids and their classification.

The Technical Committee was established under the Nuclear Energy Secretariat.
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% The undertaking “A Inc.” is a firm of Arcadian origin, a large multinational undertaking engaged in the
construction of major infrastructure works.

» Arcadia:
v |s a common law country;
v Provides for criminal liability for legal persons in respect of acts of corruption;

v Does not have a bilateral co-operation agreement with Calista, but both countries are States Party to the
UNCAC, UNTOC, OECD and FATF.

% The undertaking “B Corp.”, is a firm originating in Broadlands, and is recognised worldwide as the
leading manufacturer of nuclear reactors.
» Broadlands:

v Itis common knowledge that, over recent years, Broadlands has implemented a revolutionary energy policy,
constructing 10 new nuclear plants whose reactors were all supplied by “B Corp.”;

v There are suspicions that “B Corp.” was one of the major donors to the current government’s presidential
campaign;

v Has a bilateral co-operation agreement with Calista, but its constitution precludes the extradition of nationals;

v s also Party to the UNCAC, UNTOC, OECD and FATF,;

v Provides for administrative liability for legal persons in respect of acts of corruption.

s The boards of “A Inc.” and “B Corp.” set up a Joint Venture to bid jointly for future projects. As a result,

“A&B1 SA” was incorporated in Calista with equal shareholdings, to bid for Public Tender No. 1 “Calista
Nuclear Power Plant”.
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A number of consortia submitted bids for Public Tender No. 1 “Calista Nuclear Power Plant” and, after
opening the envelopes on the technical bid (envelope 1), the consortia forming undertakings “A&B1 SA”,
XX SA, YY SRL and ZZ SA were preselected.

When opening the financial bid (envelope 2), the proposal submitted by “A&B71 SA” ranked second (its
price was +25% higher than that tendered by ZZ SA). However, ZZ SA’s bid provided for a longer
implementation schedule.

Following a verbal instruction from the Minister for Energy of Calista, the members of the Special
Technical Committee recommended that the contract should be awarded to A&B1 SA. The Committee’s
opinion was based on:

a. the suitability of the undertakings in the consortium;
b. adequate compliance with the technical specifications;
c. implementation schedules shorter than those in the ZZ SA bid.

Based on the report by the Special Technical Committee the Nuclear Energy Secretary forwarded a
Draft Resolution to award the contract to the consortium “A&B71 SA” to the Minister for consideration.

In view of the Nuclear Energy Secretary’s approval and, in particular, DP No. 1 and the Emergency

Law, the Minister for Energy of Calista awarded Public Tender No. 1 “Calista Nuclear Power Plant” to
“A&B1 SA”.

The contract was for the sum of USD 100 million on a “turnkey basis” for a period of 2 years.
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% In the year the works began, the press in Calista began reporting that the work by “A&B71 SA” was taking
longer than estimated (longer even than the schedule proposed by ZZ SA) and that there was a serious
danger that increased demand would outstrip supply.

» “A&B1 SA” and the Ministry of Energy, represented by the Secretary for Nuclear Energy, signed an
addendum to the contract extending the schedule by 12 months and increasing the contract by 15% for
“greater unforeseen expenditure”.

% At the same time, reports in the press in Green Islands, picked up by some local media, stated that,
despite being a small country with limited trade, “A&B2 IBC”, an undertaking commercially associated
with “A&B1 SA”, was building a luxury international hotel.

% Local media questioned the delays to executing the works and the reasons for extending the contract when

it would appear that the contractor was investing money and resources in other businesses in another
jurisdiction.
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s Prompted by these reports, a person asking to be identified only as “WB” said he was employed by
“A&B1 SA” and that his bosses (COO and CFO) had ordered him to transfer funds associated with the

“Calista Nuclear Power Plant” project as follows:

1. 70 million to expenditure on the construction, engineering and assembly of the plant;
2. 20 millionto“A&B2 IBC”, a subsidiary of the undertaking incorporated in Green Islands;

3. 5 million to 20 other undertakings — he did not know which services/works they were providing,
but they were apparently suppliers or subcontractors to “A&B1 SA”, and included
“Servicios SRL” (Services Ltd), “Articulos SRL” (Articles Ltd) and “Estudios SA”
(Studies Inc.), in the form of multiple cheques for small sums payable by order from the
account of “A&B1 SA”;

4. 5 million to parent companies of A Inc. and B Corp. in Arcadia and Broadlands, for use of
machinery, reactors, patents and trademarks.

»  “WB” further stated that his attention was drawn to payments made to “Servicios SRL”, “Articulos SRL”
and “Estudios SA” because he understood that the services and inputs invoiced for by them were, in fact,
provided by “A&B1 SA” itself.

% He added that A&B7 SA had no clear policy on the selection of suppliers.
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% Based on the background and the disclosures:

(1) Are there grounds for initiating a criminal investigation?

(2) What charge(s) could be brought?

(3) Which jurisdiction(s) would have competence to bring proceedings?

(4) For what acts and offences?

(5) Who could be the subject(s) of proceedings brought in Calista?

(6) Would it be more efficient to take action against natural persons, legal persons or both in parallel?

(7) Which other people would we be interested in meeting? Do you think we could meet intermediaries who
may have participated in corrupt activities and/or money laundering and/or tax evasion?

(8) If you were the Public Prosecutor of Calista, which measures would you take to investigate this matter?
What would your case strategy be?
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» The Trade Register rapidly complied with the order and:

v Forwarded the articles of incorporation of “A&B71 SA”, and the list of its directors,
trustees and members of its supervisory board.

++ But it stated that it does not have a list of shareholders or their identities.

v It forwarded the registered addresses of the administrative headquarters and plant.

v “Alnc.” and “B Corp.” are foreign companies, hence under the simplified regime
to promote investment in Calista, information was sent only on the founding
partners, share capital, records of registration in their countries of origin and data on
the designated representative in the country.

< It added that, since Arcadia and Broadlands were not subject to special tax
regimes, were not regarded as unco-operative for fiscal transparency purposes,
or as being deficient in terms of AML/CFT, there was no requirement for them
to declare activities, or to supply a current list of partners, end beneficiaries or

financial statements.
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» The Trade Register rapidly complied with the order and:

v Forwarded the articles of incorporation of “Servicios SRL”, “Articulos SRL” and
“Estudios SA”, noting that:

% They were incorporated around the date of the award of Public Tender No. 1
“Calista Nuclear Power Plant”;

% The names of the “Partners and Managers” were the same for all three
companies (Pablo, Pedro and Norberto);

% The three companies had the same registered address;

% The three companies had given powers of attorney to a person named Juan
Gomez, Tax ID No. XX-XXXXXXXX-XX.
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The Tax Agency also quickly reported as follows:
“A&B1SA” is registered in the Large Taxpayer category.

It is entered on the social security registers and has 350 direct employees, and over 500 indirect
employees.

An administrative process for a determination was opened on grounds of certain fiscal inconsistencies.
For instance:
v errors in recording transactions;
v the use of supporting documents from undertakings that did not have the capacity to provide the
services purchased, or that were unrelated to the commercial activity in question;
v these included “Servicios SRL”, “Articulos SRL” and “Estudios SA”.

During that administrative process, “A&B1 SA” quickly accepted the administrative claim and agreed to a
payment plan to fully clear the outstanding tax.

As a result of a Voluntary Declaration or “fiscal disclosure” programme, the Tax Agency did not take the
matter to court.
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» The Tax Agency also quickly reported as follows:

v Inrelation to “Servicios SRL”, “Articulos SRL” and “Estudios SA’"

they are taxpayers registered in the lowest tax categories;

they are not registered in the social security system;

they have no recorded trading histories;

their “Partners and Managers” were Pablo, Pedro and Norberto, none of whom are
registered taxpayers and none of whom currently have any economic activities registered in the
social security system;

The three companies have granted powers of attorney to Juan Gémez, Tax ID
No. XX-XXXXXXXX-XX;

The companies recorded invoices for USD 5 million associated with services and products
that they did not have the capacity to supply.
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» The Office of the Comptroller General sent copies of its audit report, which gave an account
of:

v A “defective internal oversight system” within the Ministry of Energy in respect of the Public
Tender No. 1 “Calista Nuclear Power Plant” Project and highlighted issues concerning:
a. overlooked challenges from bidders,
b. certification of completed works,
c. delays to delivery schedules,
d. invoices paid without certification of delivery or progress,
e. missing documents,
f. asingle order for payment to settle several invoices, etc.

v The Ministry of Energy justified all the administrative irregularities on grounds of the Energy
Emergency (Law of Congress) and Urgency (DP No. 1).

v The report emphasised that the Verbal Instruction that the Minister for Energy of Calista

gave the Special Technical Committee was not based on any rule that was capable of
justifying it.
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Calista’s PPO is part of a Regional Network of Prosecutors Specialized in Economic
Crimes,

This Network allows the direct exchange of information, experiences and good practices
between homologous authorities of different countries of the Region,

The Network holds annual meetings that promote mutual understanding and trust between
its points of contact,

Through this Network, the CALISTA Prosecutor was able to know that:
Prosecutors from the DELTA country launched an investigation involving companies
“‘Alnc.”and “B Corp.”, for tax fraud, corruption and money laundering maneuvers in
that country;
These companies operated in DELTA through a subsidiary established in that
country and other associated companies;
Fund flow patterns were identified for: a) profits to parent companies, b) payments to
local suppliers, c) referrals to related companies in GREEN ISLANDS
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In response to the AML request under the UNCAC, the Central Authority (CA) of Arcadia granted the
measures requested by the CA of Calista and supplied the following information:

Detailed information on the incorporation, founding partners and members of the “Board” and
“Management” of “A Inc.”.

On grounds of suspicions of corruption in Calista, the Department of Justice of Arcadia brought
proceedings and came to a Deferred Prosecution Agreement (DPA) with “A Inc.”, for the crime of
transnational bribery.

Economic sanctions were imposed, and “A Inc.” adopted a new compliance model, appointed an auditor
and returned the proceeds of the crime.

This agreement made it possible to bring charges against the members of the “Board” and the
“Management” of “A Inc.” who were directly associated with the contracts in Calista.

v The members of the “Board” and the “Management” of “A Inc.” made plea agreements.
v The lessons to be drawn from these processes are:

% “A Inc.” obtained higher profit margins than usual through business in Calista;
% The parent company earned dividends generated by its subsidiary in Calista as well as fees for
rights to use trademarks and patents, but a share of those had been transferred to “A&B 2 IBC”,
% Despite Calista being a risky jurisdiction, the parent company in Arcadia had no knowledge of
what was happening because it had no system for overseeing internal compliance rules in its

subsidiaries.
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» Broadlands did not reply promptly to the repeated AML requests from the CA of Calista,
but, after pressure was brought to bear within the scope of the UNCAC and the OECD, it
eventually supplied the following information:

v Detailed information on the incorporation, founding partners and members of the “Board”
and the “Management” of “B Corp.”.

v The administrative authorities of Broadlands took note of the proceedings brought in Calista
and imposed a sanction on “B Corp.”.

v No physical persons were involved.
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» Inresponse to an initial generic AML request, the CA of Green Islands reported that:
v The country does not have a central register of bank accounts;
v The country does not have a central register of commercial companies;

v Notwithstanding, the country noted that it had requested reports from the main financial
entities, which said that:

a. Neither the Minister for Energy of Calista, nor the Secretary for Nuclear Energy,
nor the President of Calista were registered as customers;

b. The members of the Special Technical Committee for Public Tender No. 1 “Calista
Nuclear Power Plant” were not registered as clients.
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The FIU of Calista reported that, through the Informal Contact and Information Exchange Network, it
had obtained the following financial intelligence from the FIU of Green Islands:

In recent years, “A&B2 IBC” recorded payments from an associated company in Calista, “A&B1 SA”, for
USD 20 million.

There were reports of several suspicious transactions associated with the construction of a luxury
international hotel.

The SARs triggered investigations into money laundering, and there were suspicions that “A&B2 IBC”
could be the vehicle for laundering funds from several countries, including Calista.

“A&B2 IBC” was paying funds unassociated with the hotel business into accounts belonging to a
conglomerate of companies incorporated in other off-shore jurisdictions, some of which were presumed
to have an association with the Minister for Energy of Calista.

They called this conglomerate “Holding ME”.
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» On the basis of the information provided by the FIU of Green Islands, the CA of Calista sent another AML
request to the CA of Green Islands, this time containing more precise data, and received the following in
response:

v Afull list of the payments made by “A&B2 IBC” to the member companies of Holding ME, including
details of banks, accounts, dates of transactions and amounts involved.

v The following information was received regarding the fact that one of the companies that was part of
Holding ME — “ME1” is incorporated in Green Islands:

a. The founding partners and members of the board are known suppliers of legal and
accountancy services.

b. “ME1” has a bank account with Green Banking in Green Islands.

c. The Minister for Energy of Calista is on the list of signatories for the ME1 bank account as a
person authorised to make transactions, make payments and withdraw funds.

d. There are several cross transactions between the undertakings that make up Holding ME, but
the bulk of them involve the ME1 bank account held with Green Banking, and total
USD 15 million.

e. There was an initial cluster of movements in several transactions for between USD 500 000 and
USD 1.5 million, ending over 1 year ago, and, in the last 2 months, a further six transactions
were recorded for between USD 500 000 and USD 600 000.

f. There were transfers to Neighbouring Country Subsidiary, a subsidiary of Green Banking.
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» The Ministry of Energy of Calista responded to the information request (Production Order) but sent only
photocopies of administrative documents.

v The forwarded documentation included the following:

SNSSS
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Tender Specifications;
Call for Tenders and publications of notices;
Circulars clarifying the Tender Specifications;
Challenges on grounds of:
* limited time to submit bids,
» special conditions that precluded innovative engineering solutions;
Technical bids submitted by all participants;
Financial bids submitted by all participants;
Opening of the tender envelopes;
The technical report of the Special Technical Committee, drafted before the contract award;
The note recommending approval from the Secretary for Nuclear Energy to his superior;
The act awarding the contract signed by the Minister for Energy and the contract with “A&B1
SA”,
Certificates of progress;
Payment Orders;
Special Execution Report drafted by the Special Technical Committee in which it reports

substantial delays and sets out reasons for extending and increasing the contract;
Addendum to the contract.
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» It was very difficult to find technical specialists with sufficient suitability and experience in this type of project and who
did not present some type of link with the co-contracting companies.

» Based on repeated designations and objections, the selection process for the consultation experts team took longer
than expected.

» However, when the study was concluded, its results showed:
% Delays in the execution of the works and the higher costs assumed were the product of an “obvious planning
error’ in the stage of preparing the technical proposal;

% That a market value could NOT be established for this type of project, which made it difficult to determine the
reasonableness of the price paid to "A&BT1 SA“

% "A&B1 SA"'s accounting showed deficiencies in the registration of the work carried out by various
companies; among them, “Servicios SRL”, “Articulos SRL” and “Estudios SA”, which concluded with a
claim from the TA;

< "A&B2" would be the assignee of patent rights of technology used in the CALISTA NUCLEAR ENERGY

PLANT, but an objective parameter could not be determined to calculate the reasonableness of the
"royalties or fees" paid by "A&B1" to "A&B2"
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“A&B1 SA”

» Staff attended the head office to conduct searches for open sources matching the information held on the
Trade Register and by the Tax Administration.

% A huge number of accountancy documents and technical reports were found, enough to fill two lorries.
s Digital copies were made of the undertaking’s servers, management and accounting systems.

% The documentation included:

List of permanent staff and contract workers;

List of registered suppliers associated with the construction of the Nuclear Energy Plant (these
did not include “Servicios SRL”, “Articulos SRL” or “Estudios SA”);

Details of all the stages, works, contracts, expenditure, etc. associated with the construction of
the Nuclear Energy Plant;

Contracts and payment orders in respect of suppliers (always the same representative: “Juan
Gomez”),

Copies of an international contract in which “B Corp.” assigns free of charge to “A&B2 IBC” its
rights to use the patents for the reactors used at the Calista Nuclear Power Plant;

v Inthe CFO’s diary, there was a contact named Juan Gémez, tel. 00 111-2233.

N S SN ASS

% There are no delivery notes or certificates of services provided by the undertakings represented by “Juan
Goémez”.
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“Servicios SRL”, “Articulos SRL” “Estudios SA”

Staff attended the head office to conduct searches for open sources matching the information held on the
Trade Register and by the Tax Administration.

All these undertakings operated from a single office where there was only one desk, one chair and one
CPU.

Among the items found were invoice stubs from “Servicios SRL”, “Articulos SRL” and “Estudios SA”
and invoices for services in the name of Juan Gémez (Tax ID No. XX-XXXXXXXX-XX).

: Suprbay is one of the messaging fora
The telephone bill was for tel. No. 00 111-2233. ¢ Suprbay that *Pirate Bay’ users use most to
J A ¢ communicate with each other
11(001.

qa,)"
Found an exercise book bearing a post-it reading: ‘ “Nuclear u

: . . The Dlrate %ap
The CPU was fairly modern and had a virtual machine installed.

The cybersecurity specialists at the Public Prosecutor's Office found that the
PCB was connected to the Internet through proxy filters and a secure VPN,
and had Tor installed.

Security + anonymity on the Internet
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» The specialists managed to access the VPN permissions to enter the TOR browser installed on the computer
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» PPO’s open source cryptoasset research tools ( )
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UFECI Criptoactivos

Specialized Prosecutor's
Unit in Cybercrime

+«Volver a Procuraciéon General

' En esta seccién encontraran los links a herramientas gratuitas de investigacion en materia de criptoactivos.

e

Institucional
Areas de la UFECI

WALLETEXPLORER - fferramienta gratuita de andlisis de trasacciones Bitcoin e identificacién de direcciones.

Resoluciones BLOCKCHAIR - Herranienta gratuita de analisis de transacciones Bitcoin -entre otros criptoactivos- y andlisis de bloques.

Recursos

BLOCKSTREAM - Herfamienta gratuita de andlisis de transacciones Bitcoin e identificacion de posibles particularidades de las operaciones.

Guias y Protocolos de actuacion

ETHERSCAN - Herranfienta gratuita de andlisis de transacciones Ethereum.

Solicitudes a Empresas Extranjel \

Formularios y Modelos
Herramientas de Investigacion

WHOIS

Criptoactivos
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» PPO’s open source cryptoasset research tools ( )
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» Commercial crypto asset research tools

l, il
<y -
Darknet Market
/
O Exchange Ethereum Cluster Ethereum Cluster

ELLIPTIC
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Pablo, Pedro and Norberto

» These were made using the data held by the Tax Administration and on the Trade Register.

When questioned, these persons all stated as follows:

v

v

N SN S S S

<

DN

They have not heard of “A&B1 SA”, nor do they know what it is; in fact, they were recruited to collect
money for an accountant named José, whom they had met because they often went to the same bar.
They believe they signed documents on behalf of “Servicios SRL”, “Articulos SRL” and “Estudios SA”,
but do not remember what they were.

José was the person who arranged for them to sign the documents, but they did not read them because
José told them they were just a formality and had to be signed so they could start work and start earning.
At no point did they know they were partners or managers of any undertaking, and they said they did not
have enough training to hold posts of that nature.

José met them in the same bar once or twice a week and gave them cheques to take to the bank to cash.
Usually the cheques were for small amounts. They were never for more than $3 000/5 000.

They would collect the money and hand it to José each time they met in the bar. It never struck them as
odd.

They were paid fortnightly, but were not given any type of receipt or pay slip. They asked about it once and
José told them that he was already taking the steps required to employ them formally. But they continued
to act for him because they needed the money to survive.

On one occasion, José told them that he had to sort their work out with his boss Juan, whom they did not
know.

The frequency of their work varied, sometimes it was 2 or 3 days a week, others just 1.

This was all more than a year ago, although in recent months José had again asked them to do some odd
jobs, but this time for bigger cheques. PRACTICAL EXERCISE: “CALISTA” | 29
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“A&B1 SA”

When questioned, the persons concerned all stated as follows:

No one could fail to be aware of the technical quality and leadership of “B Corp.” in the field of reactors or
the fact that, in partnership with “A Inc.”, they were almost unbeatable; the technical proposal offered by
“A&B1 SA” was an innovation in the energy sector.

The price was set by the technical teams from both parent companies using international guidelines.

The schedules for the execution of the works by “A&B1 SA” were ambitious, but they were confident in
their abilities, so had no doubts that they could meet them.

Certification of progress in the work was a matter for the Secretariat for Nuclear Energy, the body
responsible for signing off payments.

They were unaware of the existence of a Verbal Instruction from the Minister for Energy.

For this project, they recruited a large number of engineers, architects, accountants, business
administrators, workers and employees.

Although they also recruited over 100 suppliers and subcontractors, “senior management” was not familiar
with all the details.

They had not heard of the undertakings “Servicios SRL”, “Articulos SRL” or “Estudios SA” and did not
know what services they provided.

The process of selecting suppliers was straightforward. They simply asked for guide prices and sometimes
recruited on the basis of recommendations. Procurement was the responsibility of the COO and payments
the responsibility of the CFO.

The payments to their parent companies and to “A&B 2 IBC” were wholly unremarkable and in line with

their business relationships.
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Special Technical Committee

» For the most part, the majority invoked their right to remain silent.

» On the advice of his lawyer, one of them stated that:

v

v

He was recruited at the time of Public Tender No. 1 “Calista Nuclear Power Plant” to draft the
Specifications because of his extensive track record in energy matters.

He has had a long career as an engineer, and his experience includes work at “B Corp.”. When
the opportunity to return to his home country arose, he was contacted through colleagues (he
does not remember who) to work on the project.

No one could fail to be aware of the technical quality and leadership of “B Corp.” in the field of
reactors or the fact that, in partnership with “A Inc.”, they were almost unbeatable; the technical
proposal offered by “A&B1” was an innovation in the energy sector.

He could offer no opinion on the price because that was outside his field of knowledge.

He believed that the schedules for executing the works set out in “A&B171’s” proposal were too
ambitious.

He does not know how “A&B1” executed the works because the progress certificates were
controlled by the department responsible for signing off payments.

In any event, he said that they followed the Verbal Instruction of the Minister to preselect
“A&B1”, in order to comply with the President's request to address the energy crisis.

He denied taking part in any kind of agreement with the undertaking “A&B1”.
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» As a general rule, all the policy officials gave a similar pattern of responses, emphasising in particular that:

v

All action they took was duly justified by the Emergency Law promulgated by Congress and the
Decree establishing the urgent nature of the tendering process;

The Public Prosecutor was unaware of the true nature of the situation, and they had a duty to
comply with the Law as well as a duty to the public in view of the impending crisis;

Everything could be attributed to opportunity, merit and appropriateness, all of which were
outside the control of the courts;

The solutions implemented were the best available given the energy situation;

There was no question among the specialists who had been recruited that the technical quality
of the bid by “A&B1” was the best and the only one that could tackle the emergency situation;

The entire tendering process and the controls on execution took place in an entirely normal and
lawful fashion;

The delays in the execution of the works were a result of unexpected factors that were
impossible to predict;

They had no association with A Inc., B Corp., A&B1 or A&B2 and received no payment or
consideration associated with this matter.
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Juan Gomez

» Juan Goémez attended the Public Prosecutor’s Office and asked if he could give a statement as an
“insider witness”, as he had information for the investigation.

He was contacted by someone (“NN”) on behalf of the Secretary for Nuclear Energy;

He did not know about the underlying business;

He is an accountant and has an office engaged in incorporating shell companies to deal with
invoicing for any clients who may need his services;

At the request of “NN”, he set up the companies “Servicios SRL”, “Articulos SRL” and
“Estudios SA” , naming Pablo, Pedro and Norberto as the responsible persons;

His cousin José was the person who contacted Pablo, Pedro and Norberto;

When instructed, he would raise fake invoices for “Servicios SRL”, “Articulos SRL” and
“Estudios SA” against “A&B1”;

In exchange, he would receive bearer cheques for small sums in order not to raise suspicion;

He received the instructions for raising invoices and cashing cheques by telephone from a
person identified as the CFO;

The cheques were cashed by Pablo, Pedro and Norberto as the responsible persons of
“Servicios SRL”, “Articulos SRL” and “Estudios SA”, who gave the cash to José, who in turn
delivered it to him (Juan Gémez); A =

After deductions, he would buy Bitcoins via Ripio 7? ?o

and would then transfer them to various Bitcoin addresses; - =)

v He received the instructions including dates, amounts and the addresses to which the Bitcoin
transfers should be made from a user “Nuclear W”, via the platform “Suprbay”.
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(1) When to begin?
s Be quick, begin as soon as possible. Look for the most streamlined ways of obtaining
information.

(2) What to look for and where?
% Be creative. Don’t confine yourself to traditional information in registers, banks or credit cards.
Check out services (water, electricity, gas, security, medical services, etc.), travel records,
customs, insurance, etc.

(3) Who can help me?
% Be knowledgeable about the role of Tax Administrations, FIUs, know what information they
handle, how they can share it, ask “how | can use it?” and BE ABLE TO UNDERSTAND IT.

(4) Whom should | investigate?
% Cast your net wide. Don’t focus solely on the persons under investigation. Extend the scope of
the investigation to close relatives and gradually broaden it further. Having too many objectives
at the outset is unproductive.

(5) How do | investigate?
% Be methodical. Have the capacity to classify, analyse and draw conclusions from the information
you receive. Often we can use that information to open new areas of investigation.
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(6) Anticipate
% Before requesting information formally, look for information that is openly available or on social
networks.

Google
3

060
06 0©
000

(7) Start with the basics
% Tax returns, statements of income and assets (for officials). Compare them with those from a

couple of years previously to see how they change.

(8) Be cautious
% For example, if | want to approach a gated community, a building, an exclusive club, an
expensive school/university, etc. to enquire whether someone is a member, is involved, is a
customer, etc., | may run the risk of the target finding out he/she is under investigation. Ask
broad questions.

(9) Take advantage of IT
% Ask for geolocation data to see areas of movement at the weekend (for example), use analysis
software and data cross-checking.
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Minister for Energy of Calista

Using information from social security records/Register of Persons/open sources, we worked out who was
in his family group:

% Husband: Minister, net annual income from post $1 500 000 + benefits
Wife: member of the national parliament, net annual income from post $1 200 000
Son (1): age 27, student at a public university, no registered employment, no property or assets in his name
Daughter (2): age 24, student at a public university, no registered employment, no property or assets in her name
Daughter (3): age 21, student at a public university, no registered employment, no property or assets in her name

X/ X/
0‘0 0‘0

X/
0‘0

X/
0‘0

The couple have a (large) family home in an expensive area in the suburbs of the capital but have lived in
the same house for 20 years.

Two mid-range cars are registered to the family, both more than 5 years old.

The couple travel in official ministerial or congressional vehicles.

Monthly expenditure and consumption are as would be expected for the family group.

They have visited other countries. Many of the visits fell within the scope of their work commitments.

Other visits involved the full family group (presumably holidays). Two trips to Europe and more frequent
trips to a neighbouring country through private ports.
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Minister for Energy of Calista
> Analysis of children’s social media @

Daughter (2)
'@l Pinterest

000 “My place in the world, <I,Vly
family’s paradise!!! {Q:

From a house in an exclusive
- Deach resortin the

| Neighbouring Country
registered in the name of a
constituent undertaking of
Holding ME

“First spin in Dad’s pressie!!!”

This is a top-of-the-range car registered in the
name of the Minister’s secretary

facebook

Son (1)

“Today’s family outing. Time to relax!"
The vessel registration was for a luxury yacht registered in Green Islands in the name of
the undertaking Holding ME and with a home port in the Neighbouring Country oo\ c71cAL EXERCISE: “CALISTA” | 40
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