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CURRENT TRENDS

1)Romance Scam/ Fraud
2) Email Compromise

3) Identity Fraud

4) Real Property Fraud



1) Romance Scam

Romance scam involves perpetrators expressing false
romantic intentions toward victims, to gain and then take
advantage of their trust and affection in order to access

their cash, bank accounts and credit cards. F& % E
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Promises of Gifts and Money

The Scammers will send photos of gifts such as clothing,

jewelry, perfumes, accessories and money to the victims.
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Romance Scam/Fraud in Trinidad and Tobago
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2) EMAIL COMPROMISE

CHANGE PAYMENT

@ METHOD
Social N . Change in 84
.oaa . Email account MESSAGE payment
En.grlmte.ermg compromised @ INTERCEPTED instructions CREp)y
actics E0IT capr
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Cyber Attacker i _ Intercepting emails that Transaction to be
Unknowingly install contain an invoice or a processed
malware onto computer payment instruction

Transaction to be processed with the funds going to a bank account of a
cybercriminal person/group instead of the intended and rightful beneficiary.
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Loan Application Using Stolen Identities

Online bankin Disbursement of
Stolen Personal Fake Documents g

N Cash withdrawal
Data loan applications funds




4) Real Property Fraud
TYPOLOGY - REAL PROPERTY

Attorney conducts searches
& identifies anomalies in
deed titles.

Fraudulent deed
registered at RGD

Fraudster
Subject X purported to be
the property owner.

Copy of fraudulent deed
given to vicim

Fraudulent deed given to
attorney to conduct searches

Victim pays $75,000.00
downpayment.




CHALLENGES

e Covid 19

* Human Resources

- Employee Engagement

- Recruitment of staff

- Additional accommodation

e Limited IT infrastructure

e Lack of Feedback
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Thank yov for your attention




