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Financial investigations?

IT’S ALL ABOUT THE MONEY!
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Basic Wire Transfer
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Basic Wire Transfer

Multiple Intermediaries
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LAW ENFORCEMENT & BANK 
COLLABORATION

• WHO TO SERVE & WITH WHAT (MLATS; EGMONT; INTERPOL; 

SUBPOENAS)

• WHO IN THE US? (FED, CHIPS)

• EACH BANK IS DIFFERENT

• BANK SAR FILING

• ASSET SEIZURE ORDERS



Restricted Use - À usage restreint

What…is a Cryptocurrency?

• Cryptocurrency (or Cryptoasset) are a type of virtual currency or alternative currency

designed to work as a medium of exchange within certain communities.

• A cryptocurrency uses cryptography to secure transactions, control the creation of 

additional units, and verify the transfer of assets.

• Cryptocurrencies mainly use decentralised control

- No single point of contact

- No regulatory body 

• The decentralised control of each cryptocurrency works through distrubuted ledger

technology, typically a blockchain, that serves as a public financial transaction 

database.
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What…is a Cryptocurrency?

• Over 10,000 available

• Different uses

• Different features

• Total market capitalisation and tranding volume is enormous
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May 8th 2021
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July 26th 2021
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July 19th 2023
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CRYPTOCURRENCY 

RATES LIVE

https://coinmarketcap.com/

https://coinmarketcap.com/
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TRANSACTIONS

• In simple terms the transfer of bitcoin from one address to another.  More precisely a transaction is a signed date structure

expressing a transfer of value.  Transactions are transmitted over the bitcoin network, controlled by miners, and included in 

blocks, made permanent on the blockchain.

• Each transaction has two sides, inputs and outputs.  

• The inputs show the amount being sent and what sender addressed are involved.  

• The outputs show the amount of bitcoin being credited and the recipients address.

• Importantly the inputs and outputs do not necessarily add up to the same amount. 

• This is because there is a fee to pay for including a transaction in a block.  As outlined computational power and energy is 

consumed when a block is mined.  The fee provides some compensation for those carrying out the mining activity.
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MINING

• In the previous slide we have looked at the concept of a blockchain.  This is the public ledger of all transactions which

everyone in the Bitcoin network accepts as the authoritative record of ownership.

• How though can everyone agree on this record without having to trust anyone else? 

• How can the record withstand attack from dishonest or malicious parties? 

• Bitcoin looks to solve this by creating what is essentially a lottery in which the winner gets to include transactions in the

ledger (blockchain).

• Importantly though the financial incentives of this process encourages honest behaviour from the participants.

• There is a cost to entering the lottery as generating the winning numbers is a random process which requires computer 

processing power.  Generating this power costs the participants in electricity expended.
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MINING

ICELAND WILL USE MORE ELECTRICITY MINING 

BITCOINS THAN POWERING IST HOMES IN 2018



Restricted Use - À usage restreint

MINING

• The winner of the lottery gets to mint a number of new bitcoins and claim the transaction fees (coinbase transaction) for

the ledger entry they have created (a block).  

• However they cannot claim this reward until a timelock has passed.

• In the meantime if any node rejects any of the transactions in the ledger entry (block) because the rules have not been 

followed the winner loses their reward.

• As a result of dishonest behaviour has serious economic costs for participants.  Further to this the ongoing success of the

network provides participants with the opportunity of long term rewards through th asset appreciating in value.

• Dishonest behaviour would have a high risk of undermining the value of the asset and reducing the long term 

opportunities through loss of confidence in the protocol.

• Participants are called miners, the lottery process is called mining and the concept behind it is proof of work.  Miners

can also be nodes on the network.
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In a PoS system, validators, 

also known as "forgers" or 

"stakers," are chosen to 

create new blocks and 

validate transactions 

based on the amount of 

cryptocurrency they hold 

and are willing to "stake" 

as collateral. The more 

cryptocurrency a 

participant is willing to 

lock up as collateral, the 

higher the chances they 

have to be chosen as the 

next validator to create a 

new block.
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Public key vs Private key!

A public key allows you to receive 

cryptocurrency transactions.

It's a cryptographic code that's paired 

to a private key. 

While anyone can send transactions to the 

public key, you need the private key to 

“unlock” them and prove that you are the 

owner of the cryptocurrency received in the 

transaction.
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Custodial vs non-custodial wallets!

A custodial wallet is a wallet in 

which a third party (usually a crypto 

exchange) is responsible for 

managing your private keys.

Instead of having custodial access to 

your funds, a service provider gets 

complete control of your money. 

Users rely on custodial wallets 

because managing private keys is 

not an easy task.

Custodial wallet Non-custodial wallet
A non-custodial wallet is a wallet in which you 

are responsible for storing and managing your 

private keys.

Instead of third parties like crypto exchanges 

having custodial access, you have full control 

over your digital assets.
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https://zebpay.com/

Founded in India in 2014, Zebpay is a pioneering cryptocurrency exchange platform, with headquarters in Singapore

and growing global popularity. The company has a steady user base of more than 5 million people - significant user 

segments are based in India, Australia, and Singapore.
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Why do people use it?

• Spend it:

In 2010, 10.000 bitcoins were used to buy 2 pizza’s

• Value determined

• No bank needed

• No 3rd party needed

• Darkweb market places



Restricted Use - À usage restreint

Why do people use it?
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How does it work?

Indicators:

• Mobile Apps

• Browser history

• Hardware wallets

• ToR Browser
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How does it work?

Hardware wallets:

• Keep Key

• Ledger

• Nano

• Trezor
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How does it work?

Mobile wallets
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How does it work?

Mobile wallets
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How does it work?

Paper wallets

• QR codes

• Private key or

• Public key
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How does it work?

Recovery seeds

• 12, 18 or 24 random words
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How does it work?
Recovery seeds

The wallet.dat file 

contains your private 

keys, public keys, scripts 

(which correspond to 

addresses), key 

metadata (e.g. labels), 

and the transactions 

related to your wallet. If 

you have an HD wallet, 

it also includes the HD 

seed and the derivation 

paths for each private 

key. 
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How does it work?

Receipts

• ATM receipts:

• How much deposited

• The type of crypto

• Destination
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Cryptocurrency and illicit finances

Typology 1

CATMs (Cryptocurrency ATMs):

• Mostly cash only

• Independent Supermarkets

• Takeaways

• Gas stations

• AML controls?
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//coinatmradar.com

Cryptocurrency and illicit finances

Typology 1

CATMs (Cryptocurrency ATMs):
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//coinatmradar.com

Cryptocurrency and illicit finances

Typology 1

CATMs (Cryptocurrency ATMs):
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//coinatmradar.com

Cryptocurrency and illicit finances

Typology 1

CATMs (Cryptocurrency ATMs):
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Cryptocurrency and illicit finances
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//coinatmradar.com

Cryptocurrency and illicit finances

Typology 1
CATMs (Cryptocurrency ATMs):
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Cryptocurrency and illicit finances
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Cryptocurrency and illicit finances

Typology 2

Peer to peer exchange

• Worldwide Brokers – contact via websites

• Buy or Sell

• Range of payment methods:
• Bank transfer

• Amazon gift cards

• Cash
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https://paxful.com
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Typology 3:
Cryptocards:

Cryptocurrency and illicit finances
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Cryptocurrency and illicit finances

Typology 3:

Cryptocards:
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Cryptocurrency and illicit finances

Typology 3:

Cryptocards:

Advanced Cash Limited is a licensed payment service provider authorized by 

the Belize Financial Services Commission (FSC), licenses MT 000107/97, PPS 

000107/98.
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https://www.satoshitango.com/global
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Cryptocurrency and illicit finances

Typology 4:

Cryptocards:

Virtual credit cards - Prepaid Visa and Masterсard (ezzocard.com)

https://ezzocard.com/
https://ezzocard.com/
https://ezzocard.com/
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Cryptocurrency and illicit finances

Typology 4:

Binance (debit) Card

What can you do with a Binance Card?

The Binance Card is a Visa Card that you can use for payments worldwide, both online and at 

physical locations. This is a debit card, which means that you can only spend to the extent that your 

balance is sufficient. The card is released through the world's largest crypto trading platform: 

Binance. They have their own cryptocurrency, namely the Binance Coin (abbreviation: BNB).

Cashback:

The main advantage of the Binance Card is the cashback you get when you make payments with the 

card. The cashback depends on the amount of BNB (Binance's cryptocoin) you have in your account.

Do you already have Bitcoin (BTC), Ethereum (ETH) or another crypto at Binance? Then it is also

possible to pay directly from your pay-wallet. You do pay a small surcharge.
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LET’S BREAK 
OUT!
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All groups: What item(s) would be of interest to your investigation?

Why are they interesting?

Take a closer look at the crime scene photos!
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LET’S BREAK 
OUT!
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Group 1 & 2: You’ve got 50.000.000,00 INR in cash, the profits of you selling narcotics.

How would you launder your dirty money, using crypto’s?

Group 3 & 4: You’ve got 50.000.000,00 INR dirty money in a Swiss bank account, the results of tax

crimes.
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Benefits to criminals

• Accounts can’t be frozen if identified

• Exchanges without KYC (know your customer)

• Limited law enforcement skillset

• Decentralised nature avoids reporting mechanisms

• Bitcoin ATM’s and smurfing
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Benefits to criminals

• Pseudo-anonymous nature of crypto

• Easy to carry and store

• Availability of additional layers of anonymity mixer/coinjoin

• Privacy coins

• Easy to move internationally

• Bitcoin traders – no central party
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https://youtu.be/aRds5RvexYg

Bitcoin mixing - Coinjoin

A (highly-simplified) view of what happens on a bitcoin mixer: enabling its

users to break the link to the source of their bitcoins.

Used efficiently bitcoin mixing or “coinjoins” can break the audit trail and make it very

difficult to attribute ownership of the assets.  There is however a caveat to this, the user must 

kno how to safeguard their privacy at each step of the process.
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FORENSIC TOOLS
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Argentina: the pro-crypto country makes 

contracts made with Bitcoin legal.

22 December 2023

Bitcoin and the economic future of Argentina

The introduction of Bitcoin into contracts in Argentina is not only a novelty, but also a sign of a broader 

change in the country’s economic approach.

President Milei sees Bitcoin as a key tool to address economic challenges, opposing traditional financial 

institutions.

The decision to incorporate Bitcoin into contracts is seen as a step towards increased use of 

cryptocurrencies in the Argentine economy.

Conclusion: a promising future for Argentina as a pro-crypto country

In conclusion, Argentina is emerging as a leader in the adoption of cryptocurrencies. The decision to include 

Bitcoin in contracts is a significant step towards a more digital and decentralized economy.

With these innovative policies, Argentina could not only stabilize its economy but also set an example for 

other countries in the world of cryptocurrency.

https://cryptonomist.ch/categoria/criptovalute/
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Appendix to the company's annual accounts.

UNDER THE BUS LTD
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PRIVATE WALLETS COMPANY WALLETS
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± 3,3 mln $

4 transactions

± 139 mln $

503 transactions
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CONTACTED BY 
LAWERS

• 30-11-2023

• MISTER MISTERY

• CASE IN GIFT 

WRAPPING.

• 30 MIO € (REALIZED) 

CAPITAL GAINS

• INCOME TAX

• 10 MIO € TAXES
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OBTAINED INTEL
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OBTAINED INTEL



Restricted Use - À usage restreint

CHAINALYSIS
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CHAINALYSIS
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MISTER MISTERY
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CHAINALYSIS
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PROBLEM AREAS

1. Completeness of the data

2. Correctness of the data

3. How do we treat these capital gains?

PRUDENT PERSON RULE

MISCELLANEOUS INCOME

PROFESSIONAL INCOME

EXEMPTED

33% INCOME TAX

50% INCOME TAX
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E. Completeness of the data (USDC)

8. Client emphasizes not to have accounts with Coinbase or 

Binance. However, a total amount of 400,052 USDC was sent to 

these Exchangers for the investment in shares of 3 biotech 

startups...
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PAID TAXES: 14.000.000,00 €
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https://metasleuth.io/
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https://bloxy.info/
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LET’S BREAK 
OUT!
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Group 1 & 2: 12e77269f92ce650e5278fe45fddd203358e7e5b9d156a51d79348db77e340f9

Try to figure out what is going on!

Group 3 & 4: bc1qv5vvk3v3fjny629nsl65qhhvsxcshwc2av05n5
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FORENSIC TOOLS

BLOCKCHAIN ANALYSIS SOFTWARE
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A stablecoin is a class of cryptocurrencies that attemt to offer price

stability and are backed by a reserve asset.

Stablecoin has gained attraction as they attempt to offer the best of both worlds.  The instant processing and

security or privacy of payments of cryptocurrencies, and the volatility-free stable valuation of fiat currencies!

There are 2 types of stablecoins:

- Fiat collateralized stalbe coins maintain a fiat currency reserve (USDT, USDC)

- Crypto-collateralized stable coins are backed by other cryptocurrencies (DAI/ETH)
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Decentralized finance (or "DeFi") is a financial ecosystem based on blockchain

technology. It lets users buy and sell assets and financial services as a form of 

investment or financing without middlemen.

Decentralized Finance

https://www.santander.com/en/stories/blockchain-security-and-transparency-at-the-service-of-banking
https://www.santander.com/en/stories/the-post-covid-19-world-next-steps-for-the-financial-services-industry
https://www.santander.com/en/stories/whats-an-investment-fund
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DeFi uses blockchain, which connects users without a central server and can transfer 

data and assets securely, under the users' own watch. Transactions are regulated under 

"smart contracts", computer programs that also use blockchain and run automatically 

when the parameters the parties set in advance are met.

They use blockchain to store and transfer digital assets and smart contracts to make sure 

the parties keep their end of the bargain.

Decentralized Finance

https://www.santander.com/en/stories/smart-contracts
https://www.santander.com/en/stories/what-is-digital-banking
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Staking stands for: storing crypto coins in a wallet for a 

fixed period of time. By staking you earn a kind of 

interest that you get deposited in your wallet. The 

reward you earn from betting cryptocurrency depends 

on the length of time you hold it. The longer the betting 

time, the higher the return.It is similar to a fixed deposit 

in the traditional banking system that is rewarded at the 

end of the period with a defined interest rate, as 

stipulated in the contract.

Decentralized Finance

What applications are there within DeFi?

Staking
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Lending stands for (temporarily) lending your 

cryptocurrencies to a platform. This platform then 

grants loans to companies or private individuals, 

without the intervention of intermediaries. At the same 

time, the DeFi lending protocol makes it possible for 

anyone in the world, anywhere, to earn interest from 

crypto they lend.

Decentralized Finance

What applications are there within DeFi?

Lending
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DECENTRALIZED FINANCE
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WHAT IS A 
NFT?
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NFT’S EXPLAINED

NFT stands for ‘non-fungible token’.

A NFT is a digital asset that links ownership to unique physical or digital objects!

Art Real estate

Music

Gaming
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NFT’S EXPLAINED

NFTs are sold online, via cryptocurrencies, and are the digital proof of ownership of an item.

NFTs are recorded on the blockchain, which ensures that the asset is unique.

The blockchain technology ensures that the NFT cannot be changed or falsified.  The registration on 

the blockchain is tied to a digital wallet.  Theis crypto wallet contains a digital key with which you can

prove that the NFT is your property.

NFT-projecten: Bored Ape Yacht Club, Meebits, 

Mutant Ape Yacht Club, RTFKT Clone X, Azuki
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NFT’S EXPLAINED

Smart contracts:

A smart contract is a piece of a code with which

certain information is stored on the blockchain.

Smart contract are supported by multiple blockchains

like, Ethereum, Solana, Tezos, Binance Smart Chain, etc.
Voor NFT smart contracten wordt een ERC-721 of 

ERC 115 contract gebruikt.

A smart contract regulates 2 actions:

- Verifying ownership;

- Ensure that it is possible to tranfer the NFT.

The smart contract ensures that the transaction is only executed when the

predefined conditions are met and verified.
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NFT PLATFORMS

Artists can offer NFTs for sale on these platforms/markets.

Buyers can then search the platform and buy the item of their choice.

This is usually done by bidding!

OpenSea has processed more than 10 billion dollar in transactions since its launch in 2017.

https://cointelegraph.com/news/opensea-extends-nft-dominance-with-10b-in-cumulative-volume
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NFT APPLICATIONS

Financial documents:

Bills, invoices, warranty cards, etc.

Identity verification:

For verifying identity or representing birth certificates, medical records, licenses, certificates, etc.

Tickets:

Concerts, parking garage, etc.

Fashion world:

Verify ownership of luxury items to reduce counterfeiting.
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https://cryptorealestate.cc/



Restricted Use - À usage restreint



Restricted Use - À usage restreint



Restricted Use - À usage restreint



Restricted Use - À usage restreint



Restricted Use - À usage restreint

CRIMINAL ABUSE OF NFTS
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VULNERABILITIES

NFTs are currently NOT bound by laws and regulations!
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VULNERABILITIES

Many NFT platforms do 

not perform KYC/AML 

checks!
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VULNERABILITIES

Shifting large amounts

of money in a 

borderless, partly

anonymous market!
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VULNERABILITIES

The most expensive

NFTs are exchanged

between a small number

of wallets!

Ability to add/create

value to something

trivial!



Restricted Use - À usage restreint



Restricted Use - À usage restreint

WASH TRADING

A wash trader would buy and sell their own 

NFT so that it will show inflated volume and 

interest and possibly a price increase. (The 

wash trader controls both the buy and sell 

prices so they can buy it at a higher price 

from themselves.) This behavior can be 

repeated over and over.

As a result, outsiders seeing this increased activity might 

consider buying the NFT at an inflated price. Once the 

NFT is sold to an outsider, the NFT creator pockets the 

difference. 



Restricted Use - À usage restreint

NOTHING HAS CHANGED

Buy a NFT (or create a NFT)Dirty/illicit money Convert into crypto

Artificially inflate 

prices by planted 

counterparty who 

buys at a higher price
Create an account 

WITH KYC and a 

verified bank account

Convert into fiat money Buy your own NFT 

back!
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ONLINE GAMBLING
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ONLINE GAMBLING

http://zed.run
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NFTS AND ENFORCEMENT CHALLENGES

NFT marketplaces/platforms:

- Important source of information

- 269 platforms, 2.460.000 wallets, 10.275.000.000 $, 

231.000.000.000 $

- Even in colder prevailing market conditions, still high 

trading volume?!

- Where to go to? (USA, HK, ?, …)

- GDPR?

- Legal powers of tax administrations/law enforcement?

NFTs & follow the money:

- Payment methods (debit/credit card, Paypal, crypto’s)

- Payment via cryptocards, the investigators nightmare?!

(eg  advcash.gi) 

- Responsability/accountability of the

platforms/marketplaces!?

No information, no taxation (investigation)!Mission impossible?
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‘The Metaverse’ usually refers to a virtual world in which people can come into contact with each other 
online.  It is a network of virtual 3D spaces in which users can perform all kinds of activities via an 
avatar, a digital doppelganger.
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Which

companies 

are active

in the

Metaverse?
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In the context of advertising and marketing, the metaverse can be defined as an enduring, 3D 

and virtual space where users can spend their time and be targeted with branded content and 

sales promotion tactics. The closest analogy these days would be social media, where users log 

in, interact with their friends, family, and peer network — and in the course of these 

interactions, they come across brands, ads, sponsored content, and calls for conversion. Over 

time, social media has evolved with direct-to-customer stores where you can pay for products 

online and have them shipped to your address. Likewise, the metaverse may have 3D "stores" 

where you can not only watch ads, but also try out products and make purchasing decisions.

Advertising and Marketing
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The banks are also exploring the Metaverse: JP 
Morgan opens a lounge in Decentraland.
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Ariana Grande 
gives a music 
concert in the 

Metaverse of the 
video game 

Fortnite!

27,7 million viewers

> 20 million USD revenues
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ARGENTINA AND THE METAVERSE
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LAW ENFORCEMENT AND THE METAVERSE
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LAW ENFORCEMENT AND THE METAVERSE
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LAW ENFORCEMENT AND THE METAVERSE
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LAW ENFORCEMENT AND THE METAVERSE

IDENTITY THEFT

As the virtual representation of users in the metaverse becomes more realistic and permanent, this provides 

opportunities to convincingly copy user appearance (so called deepfakes).

With more advanced ways to interact with the system by using different sensors, eye tracking, face tracking and 

haptics for instance, there will be far more detailed biometric information about individual users. That information 

will allow criminals to even more convincingly impersonate and steal someone’s identity. Moreover, this information 

may be used to manipulate users in a far more nuanced, but far more effective way than is possible at present on 

the internet

AI can be used to process what you are looking at, how you feel, or how you interact with people, and can this be 

used to influence people, This is, of course, an issue on the internet in general already, but metaverse applications, 

because of the significant increase in the amount of valuable biometric information it can gather, will present 

vastly more problems in this regard.
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LAW ENFORCEMENT AND THE METAVERSE

IDENTITY THEFT

A person’s identity is defined by more than the appearance or avatar the user has. A user generates data through 

interactions with the platform. That data may become so detailed it may feel like a very accurate representation of 

the user’s identity.

Criminals have already been selling digital fingerprints on the dark web, which imitates the user’s device’s 

characteristics and behaviour

This makes a very strong identification, or know your customer (KYC), procedure very important for metaverse 

platforms, in order to prevent identity theft and provide trust between users, as well as provide law enforcement 

with the means to investigate crimes committed on the platform.

The question will be how the platforms handle this kind of data, in what ways is it processed and stored, and what 

safeguards are implemented to prevent the harvesting of this information by third parties. It will remain to be seen 

how well the implementation of these platforms conform to the GDPR.

Criminals may also impersonate brands as well as people.
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LAW ENFORCEMENT AND THE METAVERSE

HARASSEMENT AND (CHILD) ABUSE AND EXPLOITATION

Harassment on the internet is already a significant issue, with as many as 58% of girls in an international 2020 Plan 

International survey having experienced online harassment.

In 2007, one avatar in Second Life allegedly raped another. A number of internet bloggers dismissed the simulated 

attack as nothing more than digital fiction, but police in Belgium opened an investigation against the perpetrator

Within 90 seconds after joining Meta’s venues girls are being sexual haressed!

TERRORISM

With more immersive technology and related generated data at their disposal, it will become easier for terrorists to 

select and target vulnerable people and tailor their messages to their biases. That will enable them to more 

effectively target their propaganda and recruit people.
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LAW ENFORCEMENT AND THE METAVERSE

TERRORISM

As an increasingly accurate and complete digital twin of reality becomes available, this may provide real-time 

information on planned targets.

The metaverse may allow users to create a virtual world as they envision the world should be, enabling them to 

create a virtual Caliphate or white supremacist state for example.

For context, Nazi gas chambers have already been reported in Roblox.

AND SO ON…
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Typology of crimes in the Metaverse.
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Typology of crimes in the Metaverse.
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Hyper realistic Metaverse.

https://www.youtube.com/watch?v=MVYrJJNdrEg
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CRYPTO

KURT.CAESTECKER@MINFIN.FED.BE


