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Financial investigations?

IT’S ALL ABOUT THE MONEY!



Hot news!

17,38 %

Journalists from De Tijd, Knack and Le Soir were part of the journalists researching the 
documents. Belgium appeared 365 times in the 2,100 leaked documents. The four major 
Belgian banks, ING, KBC, Belfius and BNP Paribas Fortis, were featured. In one case, 
half a billion dollars was transferred in one go from a Belgian bank account to a letterbox 
company in the British Virgin Islands.  ING Belgium in particular turned out to be a pivot 
in the suspicious cash flows through its correspondent banking services and former branch 
office in Geneva. The bank appeared to be involved in almost half of the reports in which 
Belgium occurs. 

Belgium appeared 365 times in the 2,100 leaked 
documents. 



Basic Wire Transfer

Originating 
Bank

Beneficiary 
Bank

Intermediary 
Bank

Originator Beneficiary



Basic Wire Transfer
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Basic Wire Transfer

Multiple 
Institutions



Criminal Funds Flow



TXN Date Base Amount Originator Name
Originator 
Account ID

Originator 
Address 
Street

Originator 
Address 

City

Originator 
Country 

Code

Originator's Bank 
Name

Beneficiary 
Name

Beneficiary 
Account ID

Beneficiary's Bank 
Name

Bank to Bank 
Instructions

TRXN_EXCTN_DTTRXN_BASE_AM SCND_ORIG_NM SCND_ORIG_ACCT_IDSCND_ORIG_ADDR_STRT_LINE2_TXSCND_ORIG_ADDR_CITY_NMSCND_ORIG_ADDR_CNTRY_CDORIG_NM SCND_BENEF_NMSCND_BENEF_ACCT_IDBENEF_NM BANK_TO_BANK

15-Jun-07 $29,973.02 Chester Chan 12345 Suite 4 Chen BldgBEIJING CN BANK OF CHINA Bad Guy 74310753794 BANK INDONESIA FOR LIVING COST
29-Oct-10 $100,950.00 Desert Heat 21296-00 PO Box 89 SANAA YE UNITED ARAB BANK Bad Guy 1001565223 COOPERATIVE BANK Consulting Fee
18-May-09 $10,000.00 Bad Guy ad67898 7th Avenue, #456LAGOS NG ECOBANK NIGERIA NewCo Ltd sdrea JPMORGAN CHASE Invoice 23423425
1-Sep-10 $69,001.94 Bad Guy 12345678 7th Avenue, #456SHARJAH AE UNITED ARAB BANK Bobs Boats HY98036 UBS BANK Electronic Goods
1-Oct-10 $100,950.00 Bad Guy 876543456 7th Avenue, #456SHARJAH AE UNITED ARAB BANK Bobs Boats HY98036 UBS BANK Trade Goods

30-Aug-10 $1,400,000.00 DW82902652543 Bad Guy 6 Maple Ave CALGARY CA TD BANK Bobs Boats LB20005600 BANK AUDI S.A.L Investments
30-Jan-13 $40,000.00 Muhammad Ali 678946 21 Safari WayKANO NG FIDELITY BANK ABC Corp 053-05533 HSBC HONG KONG B/O Jessie James 



Hot news!

In one case, half a billion dollars was transferred 
in one go from a Belgian bank account to a 
letterbox company in the British Virgin Islands.

500,000,000.00 $



LAW ENFORCEMENT & BANK 
COLLABORATION

• WHO TO SERVE & WITH WHAT (MLATS; EGMONT; INTERPOL; 

SUBPOENAS)

• WHO IN THE US? (FED, CHIPS)

• EACH BANK IS DIFFERENT

• BANK SAR FILING

• ASSET SEIZURE ORDERS



What…is a Cryptocurrency?

• Cryptocurrency (or Cryptoasset) are a type of virtual currency or alternative currency
designed to work as a medium of exchange within certain communities.

• A cryptocurrency uses cryptography to secure transactions, control the creation of 
additional units, and verify the transfer of assets.

• Cryptocurrencies mainly use decentralised control
- No single point of contact
- No regulatory body 

• The decentralised control of each cryptocurrency works through distrubuted ledger
technology, typically a blockchain, that serves as a public financial transaction 
database.



What…is a Cryptocurrency?

• Over 9,000 available

• Different uses

• Different features

• Total market capitalisation and tranding volume is enormous



What…is a Cryptocurrency?
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FATF Definition of Virtual 
currencies/Cryptocurrencies

Financial Action Task Force definition:

“Virtual currency is a digital representation of value that can be digitally traded and functions as:
(1) A medium of exchange; and/or
(2) A unit of account; and/or
(3) A store of value, bud does not have legal tender status (i.e., when tendered to a creditor, is a valid and legal offer of 

payment) in any jurisdiction.  It is not issued nor guaranteed by any jurisdiction, and fulfils the above functions only by
agreement within the communtity of users of the virtual currency”

Key Points:
• Decentralized – No central agency to approach for information on users
• Peer to Peer – controlled by the invested community
• Issued through providing resources to the network – This helps to verify transactions and provide security.
• Value is based on supply & demand, the economic policy or desire to invest in the technology on offer.

In its most recent updat to the guidance the FATF also defined some cryptocurrencies are “virtual assest” which they defined as:
“A virtual asset is a digital representation of value that can be digitally traded, or transferred, and can be used for payment or 
investment purposes.  Virtual assets do not include digital representations of fiat currencies, securities and other financial assets 
that are already coverd elswhere in the FATF Recommomendations.”



Where… did they come from?
A brief hisory

• 1992 – Cypherpunks

• A cypherpunk is any activist advocating widespread use of strong 
cryptography and privacy-anhancing technologies as a route to
social and political change.

• “Privacy is necessary for an open society in the electronic age… We 
are defending our privacy with cryptography…and with electronic
money”.

(Eric Hughes, ‘A Cypherpunk Manifesto, 1993)



Where… did they come from?

Electronic money:

1) Conventient

2) Untraceable

3) Liberated from the oversight of governments and banks



How does a normal card payment work?

• I present my debit card at the hotel to pay my bill.
• The card reader communicates with the hotels bank via a merchant

acquirer.
• The hotel’s bank communicates with my bank via another merchant

acquirer.
• My bank pays the hotel’s bank via the second merchant acquirer.
• The hotel’s bank confirms receipt of payment via the origanl

merchant acquirer.
• Payment is approved by the hotel card reader.
• The transaction involves the hotel, two banks, and two merchant

acquirer services.
• Fees are extracted by each bank and merchant acquirer and often

the retailer.  

1
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How does a Bitcoin transaction operate?

• I present the app on my phone or other device to the retailer.
• The retailer’s Bitcoin app checks my Bitcoin wallet via the blockchain.
• The Bitcoin is transferred from my wallet to the retailer’s wallet via 

the blockchain.
• The transaction is recorded publicly on the blockchain.
• The transaction involves me, the retailer and the Blockchain.
• No fees are extracted therefore, no one profits other than the

retailer.

1
2
3

1



TRANSACTIONS
• In simple terms the transfer of bitcoin from one address to another.  More precisely a transaction is a signed date structure

expressing a transfer of value.  Transactions are transmitted over the bitcoin network, controlled by miners, and included in 
blocks, made permanent on the blockchain.

• Each transaction has two sides, inputs and outputs.  
• The inputs show the amount being sent and what sender addressed are involved.  
• The outputs show the amount of bitcoin being credited and the recipients address.

• Importantly the inputs and outputs do not necessarily add up to the same amount. 
• This is because there is a fee to pay for including a transaction in a block.  As outlined computational power and energy is 

consumed when a block is mined.  The fee provides some compensation for those carrying out the mining activity.



MINING

• In the previous slide we have looked at the concept of a blockchain.  This is the public ledger of all transactions which
everyone in the Bitcoin network accepts as the authoritative record of ownership.

• How though can everyone agree on this record without having to trust anyone else? 
• How can the record withstand attack from dishonest or malicious parties? 

• Bitcoin looks to solve this by creating what is essentially a lottery in which the winner gets to include transactions in the
ledger (blockchain).

• Importantly though the financial incentives of this process encourages honest behaviour from the participants.

• There is a cost to entering the lottery as generating the winning numbers is a random process which requires computer 
processing power.  Generating this power costs the participants in electricity expended.



MINING

ICELAND WILL USE MORE ELECTRICITY MINING 
BITCOINS THAN POWERING IST HOMES IN 2018



MINING

The University of 
Cambridge's online 

tool estimates 
Bitcoin's annual 

electricity 
consumption is more 

than The 
Netherlands, United 
Arab Emirates and 

Argentina



MINING

• The winner of the lottery gets to mint a number of new bitcoins and claim the transaction fees (coinbase transaction) for
the ledger entry they have created (a block).  

• However they cannot claim this reward until a timelock has passed.
• In the meantime if any node rejects any of the transactions in the ledger entry (block) because the rules have not been 

followed the winner loses their reward.

• As a result of dishonest behaviour has serious economic costs for participants.  Further to this the ongoing success of the
network provides participants with the opportunity of long term rewards through th asset appreciating in value.

• Dishonest behaviour would have a high risk of undermining the value of the asset and reducing the long term 
opportunities through loss of confidence in the protocol.

• Participants are called miners, the lottery process is called mining and the concept behind it is proof of work.  Miners
can also be nodes on the network.



PROOF OF WORK EXPLAINED



Blockchain hashing?!



Blockchain hashing?!



Why do people use it?

• Spend it:
In 2010, 10.000 bitcoins were used to buy 2 pizza’s
• Value determined
• No bank needed
• No 3rd party needed

• Darkweb market places



Why do people use it?



How does it work?

Indicators:

• Mobile Apps

• Browser history

• Hardware wallets

• ToR Browser



How does it work?

Hardware wallets:

• Keep Key

• Ledger

• Nano

• Trezor



How does it work?
Mobile wallets



How does it work?

Mobile wallets



How does it work?

Paper wallets

• QR codes
• Private key or
• Public key



How does it work?

Recovery seeds

• 12, 18 or 24 random words



How does it work?
Recovery seeds

• www.privatekeys.pw
• www.privatekeys.space







How does it work?
People horrified by story of man who lost 
password to $220m worth of bitcoin: ‘Panic 
inducing to read’
Hundreds of people are commiserating with a man who has lost his 
password for accessing his 7,002 bitcoin, worth about $220m, and has 
just two attempts left before he is locked out forever.
Speaking to The New York Times, Stefan Thomas, a German programmer 
living in California, revealed that he was gifted the bitcoin, which has 
fluctuated in value over the years before recently surging, as a reward 
for making an animated video about bitcoin in 2011.
According to Thomas, he lost the password to his IronKey, an encrypted 
hard drive that holds the keys to his digital wallet, the same year.
Since then, Thomas told the outlet he has tried eight variations of his 
commonly used passwords in an attempt to gain access to his IronKey.
Unfortunately, his chances are running out, as IronKey only allows users 
10 attempts before it “seizes up and encrypts its contents forever,” The 
Times notes.

Bitcoin is also unable to help, as 
it does not store passwords, but 
rather grants individuals who 
buy bitcoin a private key to 
their digital wallet - which only 
they have access to.



How does it work?

Receipts

• ATM receipts:
• How much deposited
• The type of crypto
• Destination



Cryptocurrency and illicit finances

Typology 1

Prepaid cards:

• Exchange crypto for fiat currency
• Load fiat currency onto card
• Spend fiat currency using card, or withdraw cash at ATM



Cryptocurrency and illicit finances

Typology 2

CATMs (Cryptocurrency ATMs):

• Mostly cash only

• Independent Supermarkets
• Takeaways
• Gas stations

• AML controls?



//coinatmradar.com

Cryptocurrency and illicit finances
Typology 2

CATMs (Cryptocurrency ATMs):



//coinatmradar.com

Cryptocurrency and illicit finances
Typology 2
CATMs (Cryptocurrency ATMs):
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Cryptocurrency and illicit finances
Typology 2
CATMs (Cryptocurrency ATMs):
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Cryptocurrency and illicit finances
Typology 2
CATMs (Cryptocurrency ATMs):
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Cryptocurrency and illicit finances
Typology 2
CATMs (Cryptocurrency ATMs):
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Cryptocurrency and illicit finances
Typology 2
CATMs (Cryptocurrency ATMs):



//coinatmradar.com

Cryptocurrency and illicit finances
CATMs (Cryptocurrency ATMs)



KSMS

Kenrail
Towers



//coinatmradar.com

Cryptocurrency and illicit finances



//coinatmradar.com

Cryptocurrency and illicit finances
Typology 2
CATMs (Cryptocurrency ATMs)

In the vicinity of an investigator’s home.



//coinatmradar.com

Cryptocurrency and illicit finances
Typology 2
CATMs (Cryptocurrency ATMs)

In the vicinity of an investigator’s home.



Cryptocurrency and illicit finances



Cryptocurrency and illicit finances



Cryptocurrency and illicit finances



Cryptocurrency and illicit finances
Typology 3
Peer to peer exchange

• Worldwide Brokers – contact via websites
• Buy or Sell

• Range of payment methods:
• Bank transfer
• Amazon gift cards
• Cash



Typology 4:
Cryptocards:

Cryptocurrency and illicit finances



Cryptocurrency and illicit finances

Typology 4:
Cryptocards:



Cryptocurrency and illicit finances

Typology 4:
Cryptocards:

Advanced Cash Limited is a licensed payment service provider authorized by 
the Belize Financial Services Commission (FSC), licenses MT 000107/97, PPS 
000107/98.



Cryptocurrency and illicit finances

Typology 4:
Cryptocards:

Virtual credit cards - Prepaid Visa and Masterсard (ezzocard.com)



Cryptocurrency and illicit finances

Typology 4:
Binance (debit) Card

What can you do with a Binance Card?

The Binance Card is a Visa Card that you can use for payments worldwide, both online and at 
physical locations. This is a debit card, which means that you can only spend to the extent that your 
balance is sufficient. The card is released through the world's largest crypto trading platform: 
Binance. They have their own cryptocurrency, namely the Binance Coin (abbreviation: BNB).

Cashback:

The main advantage of the Binance Card is the cashback you get when you make payments with the 
card. The cashback depends on the amount of BNB (Binance's cryptocoin) you have in your account.

Do you already have Bitcoin (BTC), Ethereum (ETH) or another crypto at Binance? Then it is also
possible to pay directly from your pay-wallet. You do pay a small surcharge.



LET’S BREAK 
OUT!



Group 1 & 2: You’ve got 5.000.000,00 EUROS in cash, the profits of you selling narcotics.

How would you launder your dirty money, using crypto’s?

Group 3 & 4: You’ve got 5.000.000,00 EUROS dirty money in a Swiss bank account, the
results of tax crimes.




