
Investigative Challenges in the Use of Informants and 
Undercover Operations



Overview of Informants and Undercover Operations in Financial 
Investigations

• Informants: Individuals with insider knowledge of 
financial crimes, transactions, or individuals involved.

• Undercover Operations: Covert activities by a law 
enforcement officer or an authorized operative aimed 
at gathering evidence, tracing funds, and identifying key 
individuals.

• Importance: Informants and undercover operations 
help uncover hidden financial networks, expose money 
laundering, and identify financial criminals.



Case 1: Hawala Agent 

Input from the informant about Hawala 
Agent in Kolkata 

Identification of the spot and individual. 
Kept under monitoring for few days

Action taken on the hawala agent. Huge 
amounts of cash and evidences of 

hawala transaction from Bangladesh. 

Input from the informant that gold is 
smuggled from Bangladesh

Identification of the various spot and 
individuals. 

Search action taken but the 
information was inaccurate. Resulted 

in failure of the investigation.

Case 2: Jewellery 
Businessman 



Challenges Faced in the Use of Informants

Ensuring informant credibility 
and reliability.

Overcoming confidentiality 
and trust concerns.

Navigating complex financial 
transactions and structures.

Protecting informant identities 
while obtaining admissible 

evidence.



Recommendations for successful Financial Investigations 
using informants

Reliability and Credibility 
of Informants.

• Vetting process
• Corroborating 

Information
• Understanding 

Motivation and 
incentives

• Past performance 
and Track Record

• Assessment, 
Monitoring and 
Documentation

Overcoming 
confidentiality and 

trust concerns.

• Clear and 
Transparent 
Communication

• Active Listening and 
Building Rapport

• Fulfilling Promises 
and Commitments

Navigate complex 
financial transactions 

and structures

• Specialized Training 
and Expertise

• Collaboration with 
Financial Experts

• Multi-Informant 
Approach

Protecting informant 
identities 

• Confidentiality 
Agreements

• Use of Code Names
• Secure 

Communication 
Channels

• Limited Access to 
Information



Challenges Faced in Undercover Operations in Financial 
Investigations

Undercover 
operations 

.

Maintaining undercover 
identities while 
conducting financial 
transactions.

Balancing operational security 
with the need for actionable 
intelligence.

Dealing with the psychological 
impact on undercover agents in high-
stakes financial operations.

Potential for Corruption and 
misconduct.

Adhering to legal and 
ethical guidelines in 
undercover financial 
investigations.



Recommendations for Financial Investigations using 
undercover agents

Robust Cover 
Stories and 

Identity 
Protection

Specialized 
training and 

expertise

Access to 
resources, 

technology and 
Secure 

Communication 
channels

Covert 
transaction 

monitoring and 
oversight

Post-operation 
support and 
debriefing



Conclusion

Informants and 
Undercover Operation - 

Indispensable Tool of Law 
Enforcement

The use of informants and 
undercover operations in 

financial investigations 
presents unique challenges 

that require careful 
consideration and 

planning.

Ongoing technological 
adaptation, leveraging 

expertise, and 
collaboration can 

enhance the 
effectiveness of 

investigations and 
combat evolving financial 

crimes.


