OECD International Academy for Tax Crime Investigation

Anti-Money Laundering: Current Trends, Prosecutions,
and the Challenges around Cryptocurrencies
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Crypto Seizure Challenge




Challenge

« Your search turns up a piece of paper with a list of
words on it.

* There are 12 words, but the last word is partly missing.

1. Use Seed Finder and Mnemonic Phrase Tool to
recreate the suspect’s seed word list.

2. Install the appropriate wallet on your computer and
transfer all their cryptocurrency into your Atomic
wallet.

The first team to do this successfully gets a prize!l

3. Export the suspect’s Transaction History — you can
do this even if you weren’t able to seize the coins.

The required wallet software is on your computer.




The last part of the last word is torn off...

1. armor /. home
2. tnal 3. ghost
3. blue 9. green
4. solar 10.cube
5. attend 11.vote
6. appear 12.10p...

You also see the word "“Satoshi” written on the back.

3



SEIZURE
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Securely manage over 100 cryptocurrencies. Quickly restore access to your wallet with your
Your funds are always under your control. secret 12-word recovery phrase.
24H Change Highest Balance i Portfolio Age Best 24H Asset Worst 24H Asset
$0.00 $0.00 1 Day === =

L PRICE ACTION
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Exodus Will Restart

RESTART




Restore Wallet
Type your 12-Word Phrase

trial solar appear

ghost green cube toppld
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Restore Complete

OK

Create your password




Memorize your password

NEXT

Keep Your Phrase Safe

VIEW SECRET PHRASE




Your Secret Phrase

Your Secret Phrase

= Print
General

Select Printer
S Fax = OneNote (Desktop) solar attend appear

& Microsoft Print to PDF
= Microsoft XPS Document Writer

Status: Ready Preferences ghOSt green
Location:

Comment: Find Printer.
Page Range
Ol Number of copies: 1 =

Selection Curr

Pa

Cancel




Check Your Paper Backup




OVERVIEW

BALANCE
6’ o $1,877.74 -1.35% $48.23 49.86%
Bitcoin . - .
$23,837.07 -1.19% 0.0020345 BTC $48.50 50.14%

_
OBTC

Receive




O/
0.007189/86 ALL | BTC
45.28 USD
||||||||||||||||||||||||P
High Fee sat/byte 112 5




TRANSACTION HISTORY




Exporting the wallet’s tfransaction history

1. Click on the History icon on the upper right
hand side of the Exodus window.

2. In the History window, click on the three dofts
on the top right hand corner.

3. Select Export All Transactions.

An export folder and CSV file will be created on your computer’s desktop.

(v

Success!

=) View All Notes
Export All Transactions

1 Export Sent

“  Export Received

> Export Exchanged

14 https://support.exodus.com/article/77-how-do-i-export-my-transaction-history



https://support.exodus.com/article/77-how-do-i-export-my-transaction-history

The exported CSV file

« Note that the file's name contains the date and
time of export (tfaken from your computer).

exodus_0-all-tws-2022-08-16_13-37-35 2022-08-16 1:37 PM Microsoft Excel Co.. 8 KB
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17DATE TYPE FROMPORTFOLIO TOPORTFOLIO OUTAMOUNT OUTCURRENCY FEEAMOUNT FEECURRENCY TOADDRESS OUTTXID
2 |2017-02-04721:27:35.000Z deposit exodus_0
3 |2017-02-24T19:31:33.000Z deposit exodus_0
4 |2017-11-26T18:15:05.000Z deposit exodus_0
5 |2018-06-02T17:55:24.000Z deposit exodus_0
6 |2018-09-05T19:56:00.000Z deposit exodus_0
7 |2018-09-05T19:56:01.000Z deposit exodus_0
8 |2019-03-19T21:52:54.000Z withdrawal exodus_0 -0.00001 BTC -0.00001563 BTC 12ytzAxgQtChESXSokbScXrDNQRYy9NsU7 99d909f7f486a2a8f6oc2f2d0cdf5a5b0347dcfc79f69033d21a
9 |2019-12-31T15:17:03.000Z withdrawal exodus_0 -0.01 BTC -0.00001131 BTC bclqutezhkc7w72asuu9223zwzp2u2wews8g3mk84d 492a989491f00265141hd154fa5f2f563162fd2e6a194a0alk
10 |2020-08-16T18:48:35.120Z withdrawal exodus_0 -0.00283802 BTC -0.00042048 BTC bc1gq55sq0swhawcygtjat57r8hy92wnexgaxm9q7k 4369a16e447a6394a68f1b9ffc5e3d81424d7768f24600ceak
7172021-06-08'(19:08:36.2582 withdrawal exodus_0 -0.04892276 BTC -0.00050085 BTC 1PkXHZzY8vS8xUYZ8rEKWEGpqYX7vpFzZP 707a0bbe607e6ea2f92674a2504403d76c6a9929b84283d7
12 |2021-06-08719:11:16.000Z deposit exodus_0
13 |2021-06-11T18:37:18.000Z withdrawal exodus_0 -0.019541132 ETH -0.00063 ETH 0xffe454a14eecfd07b632af0495ddf0b3c40b1d1b OxfcObf3eb5a247c7dfdObb9dd10855dd71b159803ac6bff6a
74_ 2021-06-11T718:40:33.000Z withdrawal exodus_0 -0.00528901 BTC -0.00006149 BTC 1NRPWWVKNT7n4PQ3C5wCeHqgihcdgzAGAQF 684c6c02fcb0f437efea344fc3d7472d378a9ffafaf8b8ac857:
15 |2021-06-11718:43:31.000Z deposit exodus_0
16 |2021-06-11719:03:50.000Z deposit exodus_0
17 |2021-06-11T19:03:51.000Z exchange exodus_0 exodus_0 -0.00255521 BTC -0.00006071 BTC bclgra3x8da00gmp20l05gt65varvc8cuci7ez035m b4f0dd22¢37a381c11102e3a8b7175b3d6552e0529¢cealcdl
787 2021-06-13T16:22:05.027Z withdrawal exodus_0 -0.00253678 BTC -0.00001025 BTC 1PkXHZzY8vS8xUYZ8rEKWEGpqYX7vpFzZP 71855a2e1dbdba99a1f7843874ddc68731c9b833cfdcb2a19
19 |2021-06-13716:22:54.0002 withdrawal exodus_0 -0.053296502 ETH -0.0004284 ETH Oxef72e18a33f140echlcbac06f45e8dbc3f34b71a Oxba7f02bca5cc405d9d4adebeas66d4042fb0bb3713513fd4
20 |2021-09-28T14:04:00.853Z deposit exodus_0
21 |2021-09-28T14:06:52.000Z deposit exodus_0
22 |2021-10-01T16:58:13.740Z withdrawal exodus_0 -0.00237118 BTC -0.00001666 BTC 1PkXHZzY8vS8xUYZSrEKWEGpgYX7vpFzZP 47bbcc83d2404cabd91caf1010f5fd89c19f35477b73cd9338
23 |2021-10-01T16:59:04.000Z withdrawal exodus_0 -0.030826391 ETH -0.003487402 ETH Oxef72e18a33f140ecblcbac06f45e8dbc3f34b71a 0x25e7¢502244d3209435636defadedcfe3f492058c38f1f1fE
24 12021-10-01T17:06:25.1467 deposit exodus_0
25 |2021-10-01T17:07:09.000Z deposit exodus_0
26 |2021-10-01T18:35:46.000Z withdrawal exodus_0 -0.028835261 ETH -0.001788765 ETH 0x46ba7840aef67ele8afl8e7676calce2864067ba Oxc7f0a7f63cab0al1fc9886b8f0ef8ed8dd2ee59095584606e
27 |2021-10-01T18:37:46.000Z deposit exodus_0 L
287 2021-10-01T18:47:18.000Z withdrawal exodus_0 -0.0020918 BTC -0.0000141 BTC 1KcqobQdGRkA2aeqsRMyF7QDA3Z7rBMPKS 1101f4c1509d90272be26fd8a13aa153d33932ffdfa0c0332f:
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exodus_0-all-txs-2022-08-16_13- | @ A ] D




