
Bitcoin Blockchain Explorers



BLOCKCHAIN EXPLORERS:

THE BASICS
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Blockchain Explorers

• The Bitcoin blockchain is a public digital ledger that 

documents every Bitcoin transaction that has ever 

taken place.  

• Blockchain explorers allow you to view information:

• Sending & Receiving addresses

• Dates & Times

• Amounts

• Much more…

• Blockchain explorers allow you to search for:

• Block numbers

• Addresses

• Transaction hashes

https://www.blockchain.com/charts/avg-block-size

https://www.blockchain.com/charts/n-transactions-per-block

https://www.blockchain.com/charts/avg-block-size
https://www.blockchain.com/charts/n-transactions-per-block


Blockchain Explorers

• Many blockchain explorers allow you to view 

data from different blockchains.

• Blockchain explorers take the raw data from 

blockchains and present it to you in a human 

readable way.

• Different blockchain explorers may present the 

data more usefully.
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Blockchain Explorers

• Don’t identify wallets

• Don’t identify owners

• Don’t identify change addresses

• Do provide more extensive transaction data 

than tracing tools like Chainalysis

• Do provide greater access to data contained 

in transaction messages

• Do allow you to corroborate tracing tool 

conclusions 

• Often provide multiple language support
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Language Support
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Note: Blockchain Timestamps

• Bitcoin uses UTC time.

• Block times are accurate only to within two 

hours.

A timestamp is accepted as valid if it is greater 

than the median timestamp of previous 11 blocks, 

and less than the network-adjusted time + 2 hours. 

Network-adjusted time" is the median of the 

timestamps returned by all nodes connected to 

you. As a result, block timestamps are not exactly 

accurate, and they do not need to be.
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https://en.bitcoin.it/wiki/Block_timestamp

https://en.bitcoin.it/wiki/Block_timestamp


Some Bitcoin Blockchain Explorers

• Bitinfocharts: https://bitinfocharts.com/

• Blockchain.com: https://www.blockchain.com/

• Blockstream: https://blockstream.info/

• Blockchair: https://blockchair.com/

• Mempool: https://Mempool.Space/

• CoinMarketCap: https://blockchain.coinmarketcap.com/

• CoinMarketCap Block Explorer Guide: 
https://coinmarketcap.com/guides/blockexplorer#guide-main
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https://bitinfocharts.com/
https://www.blockchain.com/
https://blockstream.info/
https://blockchair.com/
https://mempool.space/
https://blockchain.coinmarketcap.com/
https://coinmarketcap.com/guides/blockexplorer#guide-main


ADDRESSES
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Addresses

• You can search for addresses in an explorer 

and it will provide you with a list of all the 

sending and receiving transactions the address 

has participated in.

• You may be able to identify the other addresses 

that are in the same wallet by looking at their 

spending patterns.

• Addresses that co-spend must be in the same 

wallet
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https://blockstream.info/

https://blockstream.info/


Exercise

Address analysis

• Examine the following Address in 

Blockchain.com

1FZEeDbvHG3xRaNFjU9jnKiEHLFKVBEsrU

• How many times did it receive Bitcoins?

• How many sending transactions did it 

make?

• How many other addresses can you identify 

as belonging to the same wallet?

• Look for addresses that co-spend with it.
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https://www.blockchain.com/

https://www.blockchain.com/


Exercise

Task Force Russich fundraising address

• Use a blockchain.com as well as 

Mempool.Space to examine the following 

address

bc1qgnm7arj77r8c4hz6xvqr5fwecktmldtrwt6p20

1. How many Bitcoins has it received in total?

2. What date and time was the first donation?

3. Is the same date and time given in both blockchain 
explorers?

4. Was the address set up after the start of the war in 
Ukraine?
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https://www.blockchain.com/
https://Mempool.Space/

https://www.blockchain.com/
https://mempool.space/


Task Force Russich first donation

Blockhain.com – Blockchain.com
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Task Force Russich first donation

Blockhain.com – Mempool.space
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Exercise

Wannacry Ransomware Address

• Use a blockchair.com as well as Blockstream.info to 

examine the following address:

115p7UMMngoj1pMvkpHijcRdfJNXj6LrLn

1. How many Bitcoins has it received in total?

2. What date and time was the first donation?

3. What was the date and time of the last donation?

4. Is the same date and time given in both blockchain explorers?

5. Examine the address timeline in Bitinfocharts

• Does Bitinfocharts give you a better picture of the address 
activity?
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https://blockstream.info/
https://blockchair.com/
https://bitinfocharts.com/bitcoin/

https://blockstream.info/
https://blockchair.com/
https://bitinfocharts.com/bitcoin/


Wannacry - Blockchair
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Wannacry - Blockstream

18



19



20



21



TRANSACTIONS
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“Coinbase Transaction”
(The reward that was paid to the miner)
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Simple Transactions
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In most Bitcoin 

transactions, (1) more 

bitcoins than are 

required are sent, and 

(2) change is returned.



Simple Transaction

More than one addresses’ BTC were required to 

make up enough BTC to send to the recipient.
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Service Transactions

Service transactions are batched to save fees
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Following transactions

• You can follow transactions forward or 

backward by looking up the addresses involved 

and finding where the bitcoins came from or 

went.

• Following transactions may lead you to 

Exchanges or other money service businesses 

where you can serve production orders and 

obtain KYC information.
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Exercise

WannaCry Ransomware Address

13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94

1. Find a transaction that sent bitcoins to the 

WannaCry Address

2. Did the transaction send bitcoins to other more 

than two addresses at the same time?

• How many?

3. What would two receiving addresses suggest?

4. What would more than two receiving 

addresses suggest?
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https://www.blockchain.com/explorer

https://www.blockchain.com/explorer


Exercise

WannaCry Ransomware Transaction

8def6458a46234ab0e040602e7852ff5cf58650f3f1102803b1d4bca4cc293a1

• Look up this WannaCry address sending 

transaction

1. Did the transaction send bitcoins to more than 

two addresses at the same time?

2. What does that suggest about the Wannacry 

address?
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https://www.blockchain.com/explorer

https://www.blockchain.com/explorer


Transaction Exercise

91aae9ca97764b101a1238a0134db12e64b15596b5e8

bcfd7a3eae24c9944482

• Use Blockchain.com as well as Blockchair to 

examine the transaction.

1. Are the transaction amounts in BTC the same?

2. Are the transaction amounts in USD the same?

3. Are the time stamps the same?

• Export the transaction information from 

BlockChair by clicking on “Transaction Receipt”
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https://blockchair.com/
https://blockchair.com/

https://blockchair.com/
https://blockchair.com/


IDENTIFYING MULTISIGNATURE 

ADDRESSES
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Blockchain Transaction Scripts

• Blockchain transactions are complex scripts, 

and these scripts are stored in the blockchain.

• Script analysis can provides blockchain 

explorers with a large amount of information 

about a transaction:

• Multisignature data

• Replace by fee data

• Segregated Witness data

• Coinbase data

• OP_RETURN data
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Bitcoin transactions are scripts

• Transaction scripts may contain special 

instructions & information in the form of 

OP_CODES

• Time Lock

• Multisignature

• Messages

• Etc.

• Scripts are preserved on the Blockchain and 

can be accessed using a blockchain explorer
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Multisig Data

• Was the address that sent the transaction 

Multisig?

• If so, how may many keys were used?

• E.g. Did the sending address require (and use) 2 

out of 3 existing keys to authorize it?
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Multisig Data (cont.)

• To verify if an address required multiple 

signatures to spend during a transaction:

1. Search for the transaction in Mempool.Space 

(https://Mempool.Space/)

2. Examine the “Inputs and Outputs” for a yellow 

bubble indicating whether the sending address 

was multisig (and how many signatures were 

used)

3. Click on “Details” to see the script. 

• The first OP_PUSHNUM_# indicates the number of 

keys used.

• The second OP_PUSHNUM_# indicates the total 

number of possible keys for the multisig address.
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https://mempool.space/


Exercise

Multisig 

• Use Mempool.space to discover if the sending 

addresses were Multisig and, if so, how many 

signatures were required and used?

1. 149105220183a6db95104e420d91dfd1c18289a9

a2ad1b88a25a7da379e92ca3

2. A1a982f681b7aba7d23d1e238e3c5823344571fa

ef19d83f7d86980feef12188

3. 1331d1e0210b6b163811c514f2324e5b025d79216

007ff3f3267b3996ff94d75

4. 065c9db2550fcde438bc458a4f0e21eb527b49c5

c2d3f7306399527e6ec864ee

• Can you find the same info in Blockchain.com
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https://mempool.space/
https://www.blockchain.com/

https://mempool.space/
https://www.blockchain.com/


Answer

149105220183a6db95104e420d91dfd1c18289a9a2
ad1b88a25a7da379e92ca3 – 2 of 3

A1a982f681b7aba7d23d1e238e3c5823344571faef
19d83f7d86980feef12188 – not multisig

1331d1e0210b6b163811c514f2324e5b025d792160
07ff3f3267b3996ff94d75 – 2 of 2 

065c9db2550fcde438bc458a4f0e21eb527b49c5c2
d3f7306399527e6ec864ee – 2 of 3
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MESSAGES IN THE 

BLOCKCHAIN
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Messages or data can be inserted into 

the Bitcoin blockchain

• Messages can be created using vanity 

addresses.

• Messages can be added by miners 

into Coinbase transactions.

• Messages of up to 80 bytes can be 

inserted during user transactions by the 

sender by using the OP_RETURN 

function.
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Exercise

Messages in the Bitcoin blockchain

1. What was the message inserted into the 

first bitcoin transaction? (Look at the 

“Technical Details” Coinbase Data.)

• https://blockchair.com/bitcoin/block/0

2. What was the November 20, 2016 WikiLeaks 

Message made using bitcoin addresses in a 

transaction. (Look at the first characters in the 

receiving addresses.)

• https://www.blockchain.com/btc/tx/fc722ce390

94500690a4d4676fe475520d6a0af590336b732020

10ca260bbd20
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https://blockchair.com/bitcoin/block/0
https://www.blockchain.com/btc/tx/fc722ce39094500690a4d4676fe475520d6a0af590336b73202010ca260bbd20


Exercise

Messages in the Bitcoin blockchain

1. How did one person welcome his son’s 

birth into the world? (Look at the OP_RETURN 

data decoded.)

• https://blockchair.com/bitcoin/transaction/9f07d

e305678adcc965a0856a2591c44236e09afefb03c

4a43993519127a6697
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https://blockchair.com/bitcoin/transaction/9f07de305678adcc965a0856a2591c44236e09afefb03c4a43993519127a6697

