
Paper Wallets



Paper Wallets

• May be created for any cryptocurrency.

• Contain the private key for a virtual asset 

address or account.

• Often contain both an Address (or Account) 

and a Private Key.

• May contain an encrypted private key

• The user will need to enter a password or 

passphrase when using the wallet.

• Invented by Peter Kroll (Canadian)

• Bitaddress.org
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3 https://www.youtube.com/watch?v=G2_Y842YdXE



Why would you want to use a paper 

wallet?

• You can create wallets for every search location 

and provide them to searchers to use for seizure.

• You can provide the searchers with only the 

addresses to seize to and keep the keys 

separately.

• You secure assets offline (cold storage)

• You can distribute sets of keys to multiple 

individuals

• Managers

• Legal

• Seized property management
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If you locate a paper wallet on search

It is imperative to limit the number of people 

who see the paper wallet to as few as 

possible.

Anyone with access to the private key 

recorded on the paper can control the 

cryptocurrency.

5



If you locate a paper wallet 

on a search

1. Secure the wallet immediately

• Use “security envelopes”

2. Limit access to the private key

3. Seize & secure the assets held in the 

wallets as soon as possible.

Note: You can scan paper wallet addresses with 

many computer or cell phone wallets and 

determine the funds they hold.
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PAPER WALLET GENERATORS
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Web Page Paper Wallet Generators

1. Generate a random 256 bit number

2. Generate a private key from the random 

number

3. Generate an address from the private key

• Web based wallet generators use Java Code 

embedded in the web page to create wallets.

• You can download the web page and 

generate wallets offline.
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Your mouse movements are used to 

generate a random number
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You can create “Vanity” addresses
(Addresses containing specific words)
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You can create a “Brain Wallet”
(A wallet where the private key is generated from a 

pass phrase)

“She walks in beauty like the night.”
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You can create a “Split” wallet

(i.e. a Multisignature wallet)
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BitcoinPaperWallet.com
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Encrypted Wallets
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Online paper wallet generators

Not secure

• Who is hosting the web page and 

potentially intercepting your private key?

• Did you to go the correct URL?

• Have you verified the code on the web 

page?

• Are there computational weaknesses?

Some law enforcement agencies have written 

their own paper wallet generators.
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PAPER WALLET EXERCISE
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Paper Wallet Exercise

1. Create a paper wallet using either 

Bitaddress.org or Bitcoinpaperwallet.com

• https://www.bitaddress.org/bitaddress.org-

v3.3.0-SHA256-

dec17c07685e1870960903d8f58090475b25af946f

e95a734f88408cef4aa194.html

• https://bitcoinpaperwallet.com/bitcoinpaperwall

et/generate-wallet.html

2. Print the paper wallet as a PDF file and save it 

to your computer.

21
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https://bitcoinpaperwallet.com/bitcoinpaperwallet/generate-wallet.html

