
Sanctioning, Freezing, and Asset 

Recovery



Dealing with “Bad” Addresses

• Sanctioning: addresses may be judicially 

sanctioned and penalties may be imposed on 

individuals or entities interacting with them.

• Freezing: some tokens, including stablecoins, 

may be frozen inside bad actor’s wallets if they 

are stolen.

• Restitution: frozen tokens may burned and re-

minted and returned to victims if the contract 

project cooperates.
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SANCTIONING
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OFAC - US Office of Foreign Assets Control

• OFAC publishes lists of individuals and 

companies owned or controlled by, or acting 

for or on behalf of, targeted countries. It also 

lists individuals, groups, and entities, such as 

terrorists and narcotics traffickers designated 

under programs that are not country-specific.

• Sanctioned cryptocurrency addresses will be 

flagged in law enforcement tracing tools such 

as Chainalysis

• Exchanges and other money service businesses 

will typically blacklist the addresses.
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OFAC Sanctions List Tool

• https://sanctionssearch.ofac.treas.gov/

• Does not have a search field for digital 

currency addresses.
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https://sanctionssearch.ofac.treas.gov/


OFAC – Cryptocurrency Search

• Sanction list (including cryptocurrency 

addresses) can be downloaded as txt or pdf

• Downloaded list can be searched.
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Exercise – OFAC Search

Download the OFAC Sanctions List: 
https://www.treasury.gov/ofac/downloads/sdnlist.txt

1. Who do the following sanctioned addresses 

belong to and what cryptocurrency is listed?

• 0x4736dCf1b7A3d580672CcE6E7c65cd5cc9cFBa9D

• 134r8iHv69xdT6p5qVKTsHrcUEuBVZAYak

• 0x19aa5fe80d33a56d56c78e82ea5e50e5d80b4dff
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Chainalysis: Sanctions Screening Tool
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https://go.chainalysis.com/crypto-sanctions-screening.html

https://go.chainalysis.com/crypto-sanctions-screening.html


9 https://go.chainalysis.com/chainalysis-oracle-docs.html
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FREEZING
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Freezing Cryptocurrency

• Layer 1 tokens cannot be frozen if a user 

controls their own keys

• Bitcoin

• Litecoin

• Ether

• Doge

• Monero

• Etc.
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Freezing on a Platform

• Centralized platforms such as 

cryptocurrency exchanges are able to 
freeze accounts and the funds they contain.

• “Not your keys, not your coins…”

• Court orders are required (e.g. Mareva

Injunction).

• Many exchanges will freeze temporarily 

while law enforcement seek a court 

order.
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Freezing via Smart Contracts

• Cryptocurrency tokens (e.g. Tether, USDC) 

may be frozen at a suspect’s address if the 

token smart contract permits it.

• NFTs may be frozen at a suspect’s address if 

the token smart contract permits it.
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Freezing Fungible Tokens

• Some cryptocurrency token projects are 

able to block specific addresses from 

sending their tokens.  

• This effectively freezes the assets at the 

address.

• Frozen assets cannot be recovered.

• Freezing a specific type of token in an 

address currently freezes any co-mingled 

tokens of the same type.
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Freezing Non-Fungible Tokens

• Some NFT token projects are able to block 

addresses from sending their tokens. 

• This is done by coding blacklisted addresses 

from interacting with their smart contracts. 

• Blacklisting an address freezes the asset at 

an address.

• Frozen assets cannot be recovered until the 

address is un-frozen.

• Freezing a specific type of token in an 

address freezes any co-mingled tokens of 

the same type.
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Can you freeze NFTs?
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OpenSea & Freezing

“We do not have the power to freeze or 

delist NFTs that exist on these blockchains, 

however we do disable the ability to use 

OpenSea to buy or sell stolen items.”

“It’s an article of faith that crypto 

transactions are irreversible. But there’s 

nothing inherent in blockchain technology 

that requires that, and some crypto 

projects already allow reversals.”
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“Code is Law”

• If the ability to freeze a token is coded 

into its smart contract, then it can be 

frozen or destroyed.

• Some tokens are programmed so that 

they may be frozen, even burned.

• Most tokens are not programmed to 

be frozen.
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Centralization Facilitates Freezing and 

Restitution

• If you control the blockchain (i.e. the ledger 

of account balances) or the smart contract 

for a token, you can freeze, burn or return 

tokens.

1. The DAO Hack

• A hard fork rolled back the Ethereum ledger to before the 

hack.  This effectively returned the stolen funds.

2. Tether

• As a centralized company, Tether is able to blacklist 
addresses it believes are involved in crime, money 

laundering or for any other reason it chooses.
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Exchanges freeze sanctioned accounts 

and addresses

• Most Virtual Asset Service Providers will 

proactively freeze or terminate sanctioned 

accounts

• Binance freezes accounts of individuals 

(e.g. Russians) targeted by international 

sanctions.

• Coinbase terminates accounts of 

sanctioned individuals.
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FREEZING TETHER (USDT)
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https://dune.com/phabc/usdt---banned-addresses

https://dune.com/phabc/usdt---banned-addresses


Bitfinex can Blacklist Tether

• Tether Limited is owned by the Hong Kong-

based company iFinex Inc., which also owns 

the Bitfinex cryptocurrency exchange.
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The Tether (USDT) Smart Contract 

can “destroy” blacklisted funds

24 https://etherscan.io/token/0xdac17f958d2ee523a2206206994597c13d831ec7#code
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The Tether (USDT) Smart Contract 

can blacklist and destroy funds
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https://gist.github.com/RideSolo/24c79eb34b565ade477ec89c2af49a5b#file-usdt-sol-L291

https://gist.github.com/RideSolo/24c79eb34b565ade477ec89c2af49a5b#file-usdt-sol-L291


FREEZING USDC
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USDC Actively Blacklists Addresses
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https://cryptoslate.com/circle-blacklists-all-tornado-cash-eth-addresses-effectively-freezing-usdc/

https://cryptoslate.com/circle-blacklists-all-tornado-cash-eth-addresses-effectively-freezing-usdc/


USDC Banned Addresses

28 https://dune.com/phabc/usdc-banned-addresses

https://dune.com/phabc/usdc-banned-addresses


USDC  Smart Contract Code

29 https://gist.github.com/chappjc/350aafb9031f7a66986967bf8ab67d38
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USDC Blacklisting Policy

• The Centre Consortium (“Centre”) has the 

ability to block individual Ethereum 

Blockchain addresses from sending and 

receiving US Dollar Coins (“USDC”). 

• When an address is blacklisted, it can no 

longer receive USDC and all of the USDC 

controlled by that address is blocked and 

cannot be transferred on-chain. 

• It is not possible to blacklist individual USDC 

tokens. 

30 https://www.centre.io/hubfs/PDF/Centre_Blacklisting_Policy_20200512.pdf
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USDC Blacklisting Conditions

1. Where Centre determines, in its sole discretion, 

that failure to grant a blacklisting request 

presents a threat to the security, integrity, or 

reliability of the USDC Network.

2. To comply with a law, regulation, or legal order 

from a duly recognized US authorized 

authority, US court of competent jurisdiction, or 

other governmental authority with jurisdiction 

over Centre.
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https://www.centre.io/hubfs/PDF/Centre_Blacklisting_Policy_20200512.pdf
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RESTITUTION?
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Seizing or Returning Assets

• Frozen coins may be re-minted and handed 

over to victims or to law enforcement.

• Asset holders may be convinced to return 

NFTs or other assets.

• Private keys of suspects may be seized and 

used to return assets.
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The future?

ERC-20R & ERC-721R

1. Victim requests a freeze on the stolen 

funds. 

2. Judges accept or deny freeze request.

3. Freeze is executed.

• Any amount over the frozen amount can 

be spent.

4. Trial. 

5. Reversal, if applicable. 
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