
A Bored Ape NFT Theft



NFTS, CRIME AND A BORED APE
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NFT Marketplaces

• A web interface on a marketplace is often 

used to assist users in buying and selling their 

NFTs.

• Market places mediate the sales 

transactions.
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NFTs and “Crime”

• Phishing & Theft

• Click on a link and get your wallet hacked

• The hacker then transfers your NFT to their 

wallet

• Scamming / Fraud / “Rug Pulls”

• Create a project

• Mint and sell NFTs

• Don’t build the promised project

• Disappear with the money
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NFTs and Crime

• Money laundering

• Wash trading

• Fraudulent fundraisers
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Bored Ape #9410 Theft:
What happened?

• A number of Picasso’s Bored Apes and 
other NFTs were stolen on December 30, 
2021.

• Picasso tweeted that he lost his collection 
through a phishing scam that gained 
access to his hot wallet after he clicked 
on a malicious link.

“Lessons learned.  Use a hardware 
wallet…”
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Picasso’s

Stolen Apes, Mutants, and Clonex

• Ape 2771

• Ape 6416

• Ape 1623

• Ape 1708

• Ape 8214

• Ape 7528

• Ape 9988

• Ape 9410
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• Mutant 25057

• Mutant 11177

• Mutant 28752

• Mutant 24718

• Mutant 2436

• Mutant 9278

• Mutant 2434

• Clonex 6801



First Question:
Can you freeze an Ape?

8



Can you freeze Bored Ape NFTs?

• “OpenSea froze 
trading on the stolen 
items”

• You can ban NFT sales on 

a platform, but you can’t 

necessarily freeze the 

ability to sell the NFT.

• “Code is Law”:  Some 

tokens are programmed 

so that they may be 

frozen, even burned.
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OpenSea & Freezing

“We do not have the power to freeze or 

delist NFTs that exist on these blockchains, 

however we do disable the ability to use 

OpenSea to buy or sell stolen items.”

“It’s an article of faith that crypto 

transactions are irreversible. But there’s 

nothing inherent in blockchain technology 

that requires that, and some crypto 

projects already allow reversals.”

10 https://www.protocol.com/newsletters/protocol-fintech/opensea-nft-frozen
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OpenSea (https://opensea.io/)

• NFT Trading Platform

• “The world’s first and largest NFT 

Marketplace.”

• Founded in 2017

• Over $2.7 Billion in revenue in 2021.

• Reports indicate that several million 

dollars of NFTs have been stolen from 

OpenSea.

• Law Enforcement friendly.
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Each NFT has an Information page
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NFT

Project/Creator

https://opensea.io/assets/0xbc4ca0eda7647a8ab7c2061c2e118a18a936f13d/9410
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NFT Information: The Theft

• Note that it was a 

“Transfer”
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Rapid sale after theft

Stolen from Picasso 
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Quickly sold to 0x0888_Capital for 82 ETH 
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Theft transaction (Bored Ape #9410)

OpenSea links to Etherscan

18
https://etherscan.io/tx/0xb9defcdd0d07c4c931c406a210d924eb7f
3d437b7fdbc7f5b6afa1742694184a

https://etherscan.io/tx/0xb9defcdd0d07c4c931c406a210d924eb7f3d437b7fdbc7f5b6afa1742694184a


Theft transaction details
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https://etherscan.io/tx/0xb9defcdd0d07c4c931c406a210d924eb7f3d437b7fdbc7f5b6afa1742694184a

https://etherscan.io/tx/0xb9defcdd0d07c4c931c406a210d924eb7f3d437b7fdbc7f5b6afa1742694184a


EtherScan: Tokens can be looked up

• URL: 

Token creation contract + token numeric identifier:

https://etherscan.io/token/contract?a=ID

https://etherscan.io/nft/contract/ID

• Bored Ape #9410

• Contract#: 0xBC4CA0EdA7647A8aB7C2061c2E118A18a936f13D

• Ape#: 9410

https://etherscan.io/token/0xbc4ca0eda7647a8ab7c2061c2e118a18a936f13d?a=9410

https://etherscan.io/nft/0xbc4ca0eda7647a8ab7c2061c2e118a18a936f13d/9410
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https://etherscan.io/nft/0xbc4ca0eda7647a8ab7c2061c2e118a18a936f13d/9410

Token (Bored Ape #9410) 



Transfer History (Bored Ape #9410)

22 https://etherscan.io/token/0xbc4ca0eda7647a8ab7c2061c2e118a18a936f13d?a=9410

https://etherscan.io/token/0xbc4ca0eda7647a8ab7c2061c2e118a18a936f13d?a=9410


Thief’s Address (0x3dd59d...) 
39 transactions

23 https://etherscan.io/address/0x3dd59de66e2ad31a7d663df977ddd6e5f2a5f6b6

https://etherscan.io/address/0x3dd59de66e2ad31a7d663df977ddd6e5f2a5f6b6


Thief’s transaction activity

• Token Contracts

• Bored Ape Yacht Club

• Mutant Ape Yacht Club

• Clone X Token

• Wrapped Ether contract

• Platforms

• OpenSea / Wyvern

• Tornado Cash (Mixer)

• Addresses:

• 0x0c4699dc0d169a8f015351db285f48256690f0e9

• 0xf76179bb0924ba7da8e7b7fc2779495d7a7939d8

• 0x23bc98b530BDF1b2471350159e2C3bb507d8eAFD

24



Token transfers cost ETH, but have a 0 

ETH transfer value 

• Following the money is different than following 

the tokens.

• You need to do both to have a full picture.
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Follow the Money & Follow the Tokens
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The Big Picture (NFTs, ETH, Smart Contracts)
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Theft Transaction

• OpenSea gives the date and time of the theft 

transaction

• OpenSea links to Etherscan Transaction

• Find the transaction in Chainalysis using:

• The transaction hash of the theft as found in 

Etherscan.

• Using the date and time of the transaction to 

narrow in on the theft transaction.
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Theft Transaction: Dec 30, 6:06
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• 0xb9defcdd0d07c4c931c406a210d924eb7f3d43

7b7fdbc7f5b6afa1742694184a



Theft Transaction: Dec 30, 6:06

• Three transactions took place on Dec 30 at 

6:06 AM.

• Three apes were stolen at the same time
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Theft of Bored Ape 9410
• Note that the receiving address is the Bored 

Ape Yacht Club
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Look to Etherscan to identify

the token recipient

• Use the theft Transaction ID

• Look at the Tokens Transferred 

information

• Find the recipient’s address

• Enter the thief’s address into Chainalysis
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Token Transfer
is mediated by the token contract
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NOTE that there are no arrows.



Money (ETH)
goes through OpenSea
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NOTE the arrows.



Graph and analyze the thief’s 

address activities
0x3DD59DE66e2AD31A7D663Df977Ddd6E5F2a5F6b6
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Thief’s Transactions

36



Follow the Money (ETH)
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Follow the money

• Exchanges?

• KYC information from Huobi?

• KYC information from Coinbase?

• Attempt to trace through Tornado Cash?

• TRM Labs offers some ability to trace through 

Tornado Cash.

• Other suspect addresses may have crypto 

flowing into them from Tornado Cash (these 

might match up with the thief's outflows to Tornado Cash)

• If these addresses connect to Exchanges, you 

can use production orders for KYC
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Token interactions with smart 

contracts + ETH flow = Big Picture
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Investigation Tips

• Follow the money.  Who benefits?

• Crypto flows are becoming more 
sophisticated: interaction with smart 

contracts, different tokens, mixing, cross-

chain swaps.

• Check for any the other tokens that were 

held by the same address.

• TornadoCash trace-through is getting 

better; some tools may be helpful, new 

techniques are being developed.
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Investigation Tips

• Some wallets gather IP addresses and other 
transaction info (e.g. MetaMask) and are LE 

friendly.

• NFT platforms gather a lot of information.

• VPN connections sometimes drop and real 

IPs get revealed.

• OSINT is a huge source of data: Twitter (e.g. 

Rugpullfinder), Facebook, Reddit, Discord, etc.

Everyone makes mistakes somewhere…

41 https://twitter.com/rugpullfinder



POSTSCRIPT
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Bored Ape #9410 was returned to Picasso 

with the assistance of community members.
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And then more apes were stolen…
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