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Get Your Nexo Card Now
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BlockFi Wealth Management

BlockFi provides the wealth management products cryptoinvestors

need, all powered by blockchain technology.
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o perpetrate their scheme, one of the fraudsters—Potekhin—spoofed the websites of
numerous legitimate virtual currency exchanges to collect users’ login credentials and
gain access to their real accounts. According to OFAC, the duo employed a variety of
methods to move the legitimate funds out of users” accounts, including the creation of
exchange accounts with fake or stolen 1Ds; swaps to different virtual currencies, such as
Monero; and moving the virtual currency through multiple intermediary addresses.

MNolable DeFi hacks in 2020 included

hZs e Cheese Bank OUSD KuCoin Hack is Proof
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Regulatory risks grow for DeFi as a 'money
laundering haven'
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Infrastructure
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a bitcoin wallet for the streets
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Decentralized Finance (DeFi) Ecosystem

Wallet & Asset Management
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Send texts worldwide and pay with Lightning

47 Paywall.Link

Bitrefill

Live on crypto. Lightning fast.
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Everyone is asking me to give back, and now is the

Cybercriminal 'Bitcoin Billionaire' &=
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Only going on for 30 minutes! Enjoy!
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Dark net marketplaces
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Non fungible tokens
(NFT’s)

First NFT by Terrorist sympathizer
spreading Terror Message

According to Mario Cosby, a former federal intelligence specialist who specializes in blockchain
currencies, It's as censorship-proof as you can get.” The NFT cannot really be removed, according to Mr.

Casby, who is currently working for blockchain analytics company TRM Labs.
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#TRM | Talks what does the Metaverse do?

On NFTs:
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chainabuse

The multi-chain platform
for reporting scams,
hacks and exploits to the

crypto community,
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Remittances and Bitcoin economies

Ahlborg dove into the complexities of the use case in his article “Paxful is the Most

B"[:I]I“ anﬂ GI" carﬂs Are ine"ng Important Bitcoin Company You Aren't Paying Attention to.” It typically works like this: An

African immigrant will purchase gift cards out of the country (typically from the U.S.) for

d Mi“iﬂﬂ Dnllar Hem“‘a“ce Market cash; they will send a picture of this gift card and proof of purchase to a friend or family
In Africa

member back home; the recipient makes a trade on Paxful, selling the gift card (typically at

a discount) for bitcoin; they then take this bitcoin and trade it for their local currency and
transfer this into their bank account.
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These are commonly referred to as ICO’s. They are a fundraising mechanism in which new
projects sell their underlying crypto assets in exchange for bitcoin or Ethereum. It is somewhat
similar to an Initial Public Offering (IPO) in traditional financing where investors purchase
shares of a company.

The first ICO was held by Mastercoin in July 2013 and Ethereum also carried out an ICO a year
later in 2014. It was however in 2017 that the concept really took off with huge sums of money
being raised in very short time frames. In May, the ICO for a new web browser called Brave
generated about $35 million in under 30 seconds.

All of this activity was unregulated and unlicensed. Anyone and everyone could announce an
ICO and cheaply put the infrastructure in place using the Ethereum platform. As a result this
became a hotbed of activity for fraudsters.

Many used social media to generate interest and then carried out exit scams to steal
iInvestments. Others promised the world and pumped the price of their asset (of which they
were a majority holder) before cashing out. The price then crashed and investors were left
carrying the now worthless asset. Testament to this can be seen in the fact that almost half of
all ICO projects from 2017 had failed by February 2018.



O Since this time a significant crackdown from certain jurisdictions has marginalised the ICO concept. The
SEC in the USA classes them as Security sales and has took legal action against a number of projects
who raised money through ICQO'’s.

O Social media platforms such as Facebook and Twitter have also banned adverts relating to ICO’s and in
some cases cryptocurrency all together.

O There are now alternative vehicles which fit within regulations that provide a similar means of
fundraising. These are Security Token Offerings (STO’s), Digital Security Offerings (DSQO’s), tokenised
IPOs.

O Another form of fundraiser called an Initial Exchange Offering is also becoming an option. This is
operated by an exchange on behalf of a project and potentially provides a number of benefits. If it is a
well known and reputable exchange then prospective investors have some assurances that an exit
scam will not take place.

O The exchange also implement background checks on the projects seeking an IEO and take payment for
listing a project. Investors will also go through a KYC/AML process with the exchange which provides
compliance. Further to this projects can be listed immediately on exchanges improving liquidity.



* Efforts have been made to replicate fair/decentralised issuance of tokens.
These have revolved around rewarding contributors, airdrops, open sale
with no premines. Some tokens are also released to those utilising platforms
to “stake” or provide liquidity.

* In these Iinstances it is unlikely that any KYC/AML process will have been
completed. The use of decentralised exchanges (DEX’s) also allows for the
unregulated trading of such tokens. For many projects the token will provide
access to certain features or be used in governance decisions.
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