
Open Source Intelligence + Crypto
Trucker Freedom Protest (Ottawa) 2022

Open Source Information + Tracing = More Complete Story



Open Source Intelligence

• Many crypto related crimes have a large open 

source component.

• Facebook / Twitter / Discord / Reddit

• Blockchain metadata

• Etc.

• Open source information helps you understand 

the human activity behind transactions that you 

see on blockchains

• Open source information helps you prepare for 

searches and seizures
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OSINT Can Inform Tracing

• OSINT may tell you which activities on-
chain transactions represent.

• OSINT may show you the intent behind on-
chain transactions.

• OSINT may tell you whether multiple 

individuals are involved in conducting 
transactions.

• OSINT may tell you whether the seizure of 

virtual assets will require multiple keys.
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Exercise

1. Search YouTube for “Canadian 

freedom truckers bitcoin donations”

2. Are you able to find a video of 

Bitcoins being handed out to the 

truckers?
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https://www.youtube.com/

https://www.youtube.com/
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https://www.youtube.com/watch?v=zzW4ieVSejs

https://www.youtube.com/watch?v=zzW4ieVSejs


Questions

1. How many dollars worth of bitcoins did 

each trucker receive?

2. What method was used to share the 

bitcoins – what was being given to the 

truckers?

3. What wallet were the truckers told to use in 

order to claim their Bitcoins?

4. How many donations were made to the 

fundraiser?
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Trucker Protest OSINT Sources

• Social media posts on YouTube, 

Twitter, Reddit, etc.

• Comments on donation web pages

• Blockchain data

Protesters were posting information 

everywhere.
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Twitter Exercise

• Navigate to the following Twitter web page:

https://twitter.com/HonkHonkHodl

• Where were supporters directed to navigate 

to in order to make donations (i.e. leave 

tips)?
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https://twitter.com/HonkHonkHodl
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Twitter: https://twitter.com/HonkHonkHodl

https://tallyco.in/s/lzxccm/

https://twitter.com/HonkHonkHodl
https://tallyco.in/s/lzxccm/


Two Main Fundraisers

• Adopt-a-Trucker
• Small amount raised ($10,000)

• Multiple cryptocurrencies

• Website shut down because of policy violations

• HonkHonk Hodl
• Large amount raised (~$1.2 Million)

• Bitcoin only 

• Lightning Network donations possible

• Website security & privacy has been increased

• Donations are still being cashed out
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ADOPT-A-TRUCKER

Initial donation site
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Adoptatrucker.ca

• Website facilitated donations using fiat 

payment systems.

• Linked to GoFundMe

• Bitcoin, Ether, and other 

cryptocurrencies were accepted.

• Bitcoin address active starting 5 Feb

• Total donations approximately $10,000

12



Chainalysis - Adopt-a-Trucker 

Bitcoin Donation Timeline
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Adoptatrucker.ca

The Adoptatrucker 

currently redirects to 

RAM RANCH web site.

14 https://ram-ranch.ca/pages/ranchers-donation-zone

(RAM Ranch is a song by Grant 

MacDonald which was used to disrupt 

the trucker communication channels.)

https://ram-ranch.ca/pages/ranchers-donation-zone


Adopt-a-Trucker donation info was 

available on Reddit and Twitter
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https://www.reddit.com/r/Monero/comments/su6rx0/monero_says_no/
https://twitter.com/i/status/1494416546529112076

bc1qvetv2l3v508lmpral067kghhm6x6nsm70rgwhx

https://www.reddit.com/r/Monero/comments/su6rx0/monero_says_no/
https://twitter.com/i/status/1494416546529112076


Chainalysis identified additional
Adopt-a-Trucker Addresses
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BTC: bc1qvetv2l3v508lmpral067kghhm6x6nsm70rgwhx

ETH: 0x859481Ef7dAc321078547f50c756C8924EaB183f

LTC: ltc1qqhzc2dflesccd5gx6ugqqgcplzakrk8wlxl8zq
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Adopt-a-Trucker

Bitcoin 

Donations

Canadian Exchange
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Adopt-a-

Trucker

Ether Donations



HONKHONK HODL

Set up after GoFundMe/Adopt-a-Trucker shut down
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TallyCoin – HonkHonk Hodl

• Set up in response to other donation sites being 

shut down.

• 2339 donations (not 10s of thousands as claimed)

• 17 withdrawals

• 20.735 BTC received ($1.2 Million CAD)

• Primarily active from 2 to 15 February, 2022
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https://tallyco.in/s/lzxccm/

https://tallyco.in/s/lzxccm/


Donation Web Page (Tallycoin)

Shows the Donation Address
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bc1qlc2gpmzrr9gded07d9a40lt2lq7pp2v7h4c5jx



OSINT availability is time sensitive
(but don’t worry…)

• The donation 

page now 

redirects to a 

login page!

• As situations 

change, sites 

tend to get 

locked down
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https://tallyco.in/s/lzxccm/

redirected to
https://tallyco.in/

currently redirects to
https://tallycoin.app/

https://tallyco.in/s/lzxccm/
https://tallyco.in/
https://tallycoin.app/


WHAT WERE THE MOTIVATIONS 

BEHIND THE DONATIONS?
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Exercise: Internet Archive

• A locked down site’s content may 

remain available via snapshots taken 

by the Internet Archive.

1. Go to https://web.archive.org/

2. Enter the trucker donation URL from 

Facebook: https://tallyco.in/s/lzxccm/

3. Select a date and open a snapshot.

4. What information can you see?
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https://web.archive.org/


Internet Archive has Snapshots ☺
https://web.archive.org/web/*/https://tallyco.in/s/lzxccm/
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Each of the snapshots shows 

500 donations and associated 

messages.

https://web.archive.org/web/*/https://tallyco.in/s/lzxccm/

https://web.archive.org/web/*/https:/tallyco.in/s/lzxccm/


Users were able to post messages when 

they donated

• Messages can still be seen

• Messages can be tied to specific donations via 

amounts of Satoshis.

• Snapshots may be deleted if the website owner 

requests it.

26 1 BTC= 100 Million Satoshis



Chainalysis

• Displays the donation Date & Time

• Displays precise donation amounts

• Displays the donating addresses

You can link the donation comments to 

an exported spreadsheet of transactions 

from Chainalysis
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Date & Time – Amount - Address
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Donations from Exchanges

& Large Donations
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• One donation was for 5 

BTC ($250,000 CAD)

• Many donations came 

directly from Exchanges



One large donation used a “Vanity Address”

381Jun8PgtyPdupe7TZ3UtAgmi6vZhiwQ4

• What does June 8th refer to?

• What does gty refer to? (Grace to You Church?)

• What does dupe refer to?

• Are there other donors with vanity addresses?
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WHAT ACTIONS DO THE 

GRAPHED TRANSACTIONS & 

ADDRESSES REPRESENT?

32
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Trucker Payouts

• $8,000 donations

• Disbursed by handing out envelopes to truckers

• Used Seed Word Lists (i.e. wallet backups)

• Used Blue Wallet
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Disbursement was discussed on 

Twitter feeds and other social media
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https://twitter.com/peterktodd/status/1494776972777558021

https://twitter.com/NobodyCaribou/status/1495093206194741264

https://twitter.com/peterktodd/status/1494776972777558021
https://twitter.com/NobodyCaribou/status/1495093206194741264


HonkHonk Hodl donation address 

shows 17 Withdrawals to 11 Addresses
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If we follow the bitcoins we find 

transfers of small amounts to 

101 addresses
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Each of 101 smaller addresses 

contains 0.144048 BTC
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Exercise

1. Go to Yahoo Finance for BTC to CAD

https://ca.finance.yahoo.com/quote/BTC-CAD/

2. Navigate to the Historic Data

3. Look up how much 1 BTC was worth in CAD on 

14 February 2022

4. Calculate how much 0.14 Bitcoins were worth

5. Compare this amount to the $8000 amount 

mentioned in the YouTube video
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https://ca.finance.yahoo.com/quote/BTC-CAD/


Chainalysis – Disbursement Graph
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Donation site is 

on the far left.

Edges of the 

triangle are 101 

addresses each 

containing 

approximately 

$8k in bitcoins.

Far right are 

addresses 

cashing out at 

exchanges.



Truckers cashing out at Exchanges
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Movement of cryptocurrency out of the 

$8,000 addresses can be monitored by 

tools (e.g. Chainalysis)

• Chainalysis is able to send investigators 

notifications when the truckers cash out or 

transfer the bitcoins into their own 

cryptocurrency wallets.
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Notifications of transfers may be sent 

via Email to the investigator
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WERE MULTIPLE INDIVIDUALS 

INVOLVED IN TRANSACTIONS?
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Multisig Addresses

• Multi-signature (multisig) addresses require more 

than one key to spend any cryptocurrency held 

in them.

• Limit on the number of keys varies depending on 

the address type.

• Upper limit is 16-20 keys.

• Standard is 3 keys.
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Were multisig addresses used by the 

HonkHonkHoddle organizers?

• If multi-signature address are being used, this 

implies that more than one person was 

involved.

• If multisig addresses are being used, law 

enforcement will need more than one key 

to seize assets held at the addresses.

• Identifying who may hold the keys helps 

help you coordinate searches.

• Seed Word Lists may help?
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Exercise

Google: “Freedom Truckers Multisig 

Bitcoin”

1. Are there indications that multisig 

addresses were used?

2. How many keys were created?

3. Can you find the names of any key 

holders?

4. How many keys will be required to seize?

5. What wallet was used?
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Are the donation addresses  “multisig”?
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https://bitcoinmagazine.com/culture/bitcoin-donation-drive-for-freedom-truckers

https://bitcoinmagazine.com/culture/bitcoin-donation-drive-for-freedom-truckers
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https://nunchuk.io/

https://bitcoinmagazine.com/markets/bitcoin-fundraising-canada-ottawa-
truckers-freedom-convoy

https://nunchuk.io/
https://bitcoinmagazine.com/markets/bitcoin-fundraising-canada-ottawa-truckers-freedom-convoy


Bitcoin transactions are scripts

• Scripts may contain special instructions in the 

form of OP_CODES

• Time Lock

• Multisignature

• Etc.

• Scripts are preserved on the Blockchain and 

can be accessed using a blockchain 

explorer
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Multisig Transactions may be identified 

using a blockchain explorer

• When a multisig address sends 

cryptocurrency, it must use multiple signatures 

to authorize and sign the transaction.

• Multiple signatures in a sending transaction will 

be identified and tagged by some blockchain 

browsers such as Mempool.Space.

• If you want to know if an address is multisig 

and identify how many keys it has and how 

many are required to spend from it, you need 

to look at its spending transactions.
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Multisig Transactions can be identified

Using a Blockchain Explorer
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https://mempool.space/address/bc1q87
ppl7tpes4xd9upan4q56fqes3h0vu2nzls8j
3d2yn6whu70s5secfj5l

https://mempool.space/address/bc1q87ppl7tpes4xd9upan4q56fqes3h0vu2nzls8j3d2yn6whu70s5secfj5l


HonkHonkHodl Possible Multisig
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Exercise
bc1q42t9dhpgc6du9pjmdkvxvmke82fl34jadqaxtq

1. Go to https://mempool.space/

2. Search for the address and determine whether 

it is multisig by looking at one of its sending 

transactions.

54

https://mempool.space/


No Multisig bubble under the address
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Exercise
bc1qun9qcxesc6avaa30anl0jvs36h3cy6nq7xh3

6yvx9frmqc8v6khq4nwnv0

1. Go to https://mempool.space/

2. Search for address bc1qun9…

3. Find it on the left hand side of a transaction 

(sending) and see if it has a multisig bubble.

4. Click on the transaction ID aa73c785c… to 

view the details of the transaction

5. Click on the Inputs & Outputs “Details” button

6. Scroll down and look at the P2WSH witness 

script

7. What does it tell you?
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https://mempool.space/
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Is the HonkHonk Hodl Donation Address 

Multisig?

bc1qlc2gpmzrr9gded07d9a40lt2lq7pp2v7h4c5jx

• Sent large amounts to secondary addresses

• Not Multisig
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Is the Address that set up the wallets 

containing $8,000 Multisig?

bc1q42t9dhpgc6du9pjmdkvxvmke82fl34jadqaxtq

• Sent bitcoins to the $8,000 Trucker addresses

• Not Multisig
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Multisig Conclusion?

1. Was more than one individual moving 

bitcoins from the donation wallet?

• No

2. Was more than one individual helping hold 

and move funds in an intermediate wallet?

• Yes

3. Was more than one individual moving the 

bitcoins which eventually funded the 100 

trucker wallets?

• No
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OSINT IMPLICATIONS FOR 

SEARCH & SEIZURE

61



OSINT & Search Implications

• Search for:

• Donation envelopes

• Seed word lists

• Wallet set up instructions

• Blue Wallets on digital devices

• Nunchuck wallets on digital devices

• Cryptocurrency exchange data in browser

62



OSINT – Seizure Implications

• Be prepared to re-create Blue Wallets 

on site

• Seizure should be possible with just one 

key/wallet

• Be prepared to recreate Nunchuck 

Wallets on site

• Seizure will be impossible without at 

least 2 keys
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Postscript – Search & Seizure
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“Officers forcibly removed me from my apartment 
and took me to an unmarked police vehicle,” St. 
Louis said. “Police wanted the seed phrases for my 
crypto wallets. Under police compulsion I provided 
my seed phrases.”

https://financialpost.com/fp-finance/cryptocurrency/police-task-force-seized-
some-crypto-connected-to-trucker-protest-fundraiser-says-in-court-documents



Postscript -

Organizer 

comments

“St. Louis said of his experience: “I think it 

took five years off my f—ing life.” The 

lawsuit, he said, was the cost of supporting 

what he deemed to be “freedom-loving, 

law abiding, peaceful Canadians.” St. 

Louis started another bitcoin donation drive 
to fund his defence.”
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https://financialpost.com/fp-finance/cryptocurrency/behind-honkhonk-hodl-the-
story-of-the-trucker-convoys-bitcoin-team-lead



Postscript – Police Seizure
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Recent Snapshot


