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Open Source Intelligence + Crypto
Trucker Freedom Protest (Ottawa) 2022

Open Source Information + Tracing = More Complete Story
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Open Source Intelligence

* Many crypto related crimes have a large open
source component.

« Facebook / Twitter / Discord / Reddit
 Blockchain metadata
o Efc.

 Open source information helps you understand
the human activity behind fransactions that you
see on blockchains

« Open source information helps you prepare for
searches and seizures




OSINT Can Inform Tracing

OSINT may tell you which activities on-
chain fransactions represent.

OSINT may show you the intent behind on-
chain fransactions.

OSINT may tell you whether multiple
individuals are involved in conducting
transactions.

OSINT may tell you whether the seizure of
virtual assets will require multiple keys.




Exercise
1. Search YouTube for “Canadian
freedom truckers bitcoin donations’

2. Are you able to find a video of

Bifcoins being handed out to the
fruckerse

YﬂUT"hE https://www.youtube.com/



https://www.youtube.com/

Canadian Freedom Truckers Receive Bitcoin Dogatiens'in Ottawa Peer To Peer, V‘Vithogt‘Censorship

‘ -

O »

www.youtube.com/watch?v=zzW4ieVSejs


https://www.youtube.com/watch?v=zzW4ieVSejs

Questions

1.

How many dollars worth of bitcoins did
each trucker receivee

What method was used 1o share the
bitcoins — what was being given o the
truckerse

What wallet were the truckers told to use In
order to claim their Bitcoinse

How many donations were made to the
fundraisere




Trucker Protest OSINT Sources

» Social media posts on YouTube,
Twitter, Reddit, etc.

« Comments on donation web pages

* Blockchain dato

Protesters were posting information
everywhere.




Twitter Exercise

* Navigate to the following Twitter web page:
https://twitter.com/HonkHonkHod|

 Where were supporters directed to navigate
to in order to make donations (i.e. leave
tips) ¢



https://twitter.com/HonkHonkHodl

Twitter: https://twitter.com/HonkHonkHodl|

& HonkHonk Hodl

430 Tweets

HonkHonk Hodl
@HonkHonkHod!

Love, unity and freedom. Raising hard money for hard workers.
#FreedomConvoy2022 #Canada #Bitcoin B

Bitcoin tips: tallyco.in/s/lzxccm/
© Canada (9 tallyco.in/s/lzxccm/ Joined February 2022

https://tallyco.in/s/lzxccm/



https://twitter.com/HonkHonkHodl
https://tallyco.in/s/lzxccm/

Two Main Fundraisers

- Adopt-a-Trucker sofindme
- Small amount raised ($10,000)
- Muliiple cryptocurrencies
« Website shut down because of policy violations

. HonkHonk Hodl

Large amount raised (~$1.2 Million)
Bitcoin only

* Lightning Network donations possible
Website security & privacy has been increased
Donations are still being cashed out

10



Initial donation site

ADOPT-A-TRUCKER




Adoptatrucker.co gofundme

» Website facilitated donations using fiat
payment systems.

e Linked to GoFundMe

» Bitcoin, Ether, and other
cryptocurrencies were accepted.

» Bitcoin address active starting 5 Feb
« Total donations approximately $10,000

12



Chainalysis - Adopt-a-Trucker _.

Bitfcoin Donation Timeline

Root Address Balance: .824366 BTC Transfers:

bclgvetv213v5881mpral@67kghhmé.. Sent: .132172 BTC Withdrawals:
Received: .156919 BTC Deposits:
"I watch

A Total Fees: .88@379 BTC Addresses:

Overview  Counterparties  Transfers  Addresses  OSINT

© Both external and internal withdrawal transfers are displayed in the transfers list.
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Adoptatrucker.co

The Adoptatrucker
currently redirects to

RAM RANCH web site.

: ;?
C

(RAM Ranch is a song by Grant
MacDonald which was used to disrupt

the trucker communication channels.)

https://ram-ranch.ca/pages/ranchers-donation-zone

14


https://ram-ranch.ca/pages/ranchers-donation-zone

Adopt-a-Trucker donation info was

available on Reddit and Twitter
bclqvetv2I3v508Impral067kghhm6xébnsm70rgwhx

Ways to donate

the best way to make sure your donation is received, is always to arrive yourself in Ottawa a
community™

nd deliver the aid, or sponsor someone from your

Online

BTC bclqvetv213v508Impral06 7kghhméxénsm70rgwhod

ETH Ox859481Ef7dAC321078547f50c756CE924EaB1831

LTC ltclgghzc2dflesccdSgxbugqggcplzakrkBwldszg

ADA addrigxwxppd3ahfsh4 3188h4jn8ngrumeédfesmeckInnwkwgtspbelskdxhyrdimsvetng 3ulwIudgemvkhridxcu3smae0hgtzIwuy
XMR 423nPDQgsPrAAgFSHaUBMrYQQCgh256 2ILLWUldZyEGEGsavxipNxWiDjreSUzwgWOQCxi6Graz8jtyW)S4pWomKeDoBVdWo
ETC Ox88CD1D4611D456357eFB620450d3121672305d03

https://www.reddit.com/r/Monero/comments/su6rx0/monero says no/
https://twitter.com/i/status/1494416546529112076

15



https://www.reddit.com/r/Monero/comments/su6rx0/monero_says_no/
https://twitter.com/i/status/1494416546529112076

Chainalysis identified additional
Adopt-a-Trucker Addresses

£ Chainalysis
Adopt-a-Trucker
other Adopt-a-Truck...
other Adopt-a-Truck...
other Adopt-a-Truck...

other Adopt-a-Truck. .

st
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BTC: bclqvetv2Il3v508Impral067kghhm6x6nsm70rgwhx
ETH: Ox859481Ef7dAc321078547f50c756C8924EaB183f
LTC: Itc1lqghzc2dflesccd5gx6ugqqgcplzakrk8wixI8zq
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Cryptocurrency Exchanges

Kraken.com
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Set up after GoFundMe/Adopt-a-Trucker shut down

HONKHONK HODL
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TallyCoin - HonkHonk Hodl

https://tallyco.in/s/lzxccm/ Tallycoin

« Set up Inresponse to other donation sites being
shut down.

2339 donations (not 10s of thousands as claimed)
17 withdrawals

20.735 BTC received ($1.2 Million CAD)
Primarily active from 2 to 15 February, 2022

03Feb22 0O5Feb22 (07Feb™2?2 09Feb’22 11Feb™22 13Feb’22 15Feb’22 17Feb’22 19Feb'22 21 Feb'22

20


https://tallyco.in/s/lzxccm/

Donation Web Page (Tallycoin)

Shows the Donation Address
bclglc2gpmzrrogded07d9a40I1t2lq7pp2v7h4c5jx

Details  Contributors (5343) Charts  Share

BITCOIN FOR TRUCKERS
GOAL REACHED

CADS 1161857.67 ¥ raised goal $1119958.09
L]

Goal 21 BTC

Raised 21.69934385BTC

Contributors (5343)

21



OSINT availability is time sensitive

(but don't worry...)

 The donation
page now
redirects to a
login pagel

* As situations
change, sites
tend to get
locked down

https://tallyco.in/s/lzxccm/
redirected to

https://tallyco.in/

currently redirects to
https://tallycoin.app/

zero-fee
crowdfunding

sigh up

you keep every satoshi

* |earn more
viaemail = | "o/

22


https://tallyco.in/s/lzxccm/
https://tallyco.in/
https://tallycoin.app/

WHAT WERE THE MOTIVATIONS
BEHIND THE DONATIONS®




Im INTERNET

Exercise: Internet Archive BEUhEL{aing:

* A locked down site’s content may
remain available via snapshofts faken
by the Internet Archive.

1. Go fto https://web.archive.org/

2. Enter the trucker donation URL from
Facebook: hitps://tallyco.in/s/lzxccm/

3. Select a date and open a snapshot.
4. What information can you see?¢

24


https://web.archive.org/

Internet Archive has Snapshots ©

https://web.archive.org/web/*/https://tallyco.in/s/lzxccm/

BITCOIN FOR TRUCKERS
GOAL REACHED

SAT 2131024419 ¥ raised ool SAT 2,100,000,000
INTERNET ARCHIVE Explore more than 654 billion web pages s ver fime _---yo
DONATE Illnllnnll""lﬂﬂ IIIIIIIH hitps:iftallyco.infzllzxcem/
Results: 50 100 500 e
s g S

-+ Collections - Changes - Summary - SiteMap - URLs

Saved 30 times between February 1, 2022 and February 11, 2022,

Bt 2000 2001 2002 2003 2004 2005 2008 2007 2008 2009 2010 2m 202 anz2 2014 2015 2018 2017 2018 2019 2020 2021 m
@rc
4

3 4 5 6 7B 8

Each of the snapshots shows
500 donations and associated
messages.

25 https://web.archive.org/web/* /https://tallyco.in/s/lzxccm/



https://web.archive.org/web/*/https:/tallyco.in/s/lzxccm/

Users were able to post messages when
they donated

@ Taxation is theft

Hold the line!!! With love from Germany!

SAT 1,000 + moments ago

SAT 114,156 = moments ago &

Truckers, you are standing up for freedom across the world.

Stay strong. We are with you. GFUSA

SAT 45,662 = moments ago &

« Messages can still be seen

* Messages can be tied 1o specific donations via
amounts of Satoshis.

- Snapshots may be deleted if the website owner
requests it.

26 1 BTC= 100 Million Satoshis



Chainalysis & Chainalysis

» Displays the donation Date & Time
» Displays precise donation amounts
 Displays the donatfing addresses

You can link the donation comments to
an exported spreadsheet of transactions
from Chainalysis

27



Date & Time — Amount - Address

Root Address Balance: .1125941 BTC Transfers:

bclqlc2gpmzrrigded@7d9adalt21q7pp2.. Sent: 28 BTC Withdrawals:

Received: 28 BTC Deposits:

Watch
‘Ql' Total Fees: .BB5864 BTC Addresses:

Overview  Counterparties  Transfers  Addresses  OSINT

@ Both external and internal withdrawal transfers are displayed CSV Exports

Export Exposure
Date (UTC) = Tx Hash Counterparty

Export Exposure USD

> B2/26/20822 84: cfl267cefeddc9e.. ) da?.. ® bclgmt73k9srt467w..
Export Counterparties

> 82/23/2022 87106F227929e25... Export Transfers ® bclqvx7@aazuemaza..

> @2/22/2022 Ba73188Tef3edd2.. de7.. ® bclgkjnmBzyuzsx9s..
Export Addresses L g

> 82/22/2022 6f749ebo4sbfete.. Export OSINT

da7.. ® bclg@eewdedhsfSm]...
> B2/22/2822 5287668b2a5tf5e.. .B808213 bclqlc2gpmzrrigdeday.. ® bclgeBzB8f28t3vzgn..

> B2/28/2822 b949d3aed6ad885... - B2a178 bciglc2gpmzrr9gdedd?... ® bclgqréhxdnpSkdrc..

> B2/19/2822 5fad88ad4373167... . 898124 bclqlc2gpmzrrigdeday.. ® bclquesdul jezz6h5...




s Cluster_transfers_of_Honkhonk_HodI_-_Canadian_Freedom_Convoy_Donation_-_Tallyco_in_BTC - Excel

Eric Rowe @ ]

w

10
1
12|
13
14|

Hash: The 32 byte hash of the transfer that contains the output.

Date: The date when the transfer was confirmed.

Receiving Address: If the output is received by this cluster then this will be the address in the cluster that received payment.
Counterparty Address: If the output is sent by this cluster then this will be the address in the peer cluster that payment was sent to.
Counterparty Cluster Name: The name of the peer cluster if it has been given a name.

Counterparty Category: The category of the peer cluster if it has a category.

15 | Counterparty Org Name: The org name of the peer cluster if it has been given an organization name.
16 |Value: The approximate values.
17 |USD value: The approximated USD value converted by using daily average prices. 0 if the price is unknown.
18
19 |Hash Date Receiving Address
20 |
21 | 4f3d2f959776e505d1e93415da8a23d743f6d53185a7ae6a819934972985b386 2022-02-02 0:09 bclglc2gpmzrr9gded07d9a40
22 4cbfb8044d40a5431e4clc7e48dbabbe082defbc42be73a595ba580040d8fd0S 2022-02-02 0:17 belglc2gpmzrr9gded07d9a40
23 3233ed66b9815e0dbfc308ac9551a30c13179667e1a84d823f8bd2f9609dab42 2022-02-02 1:19 beclglc2gpmzrr9gded07d9a40
24 |0450edf39a65a2780ff5c8f8e82e8f7ce711e5c74ac003769e1d616e1a23c291 2022-02-02 1:19 belglc2gpmzrr9gded07d9a40
ZEJ 811cc80972814086f9e78b1b4944ebf16b2foc19fe8a2c8fd84691ae46c798df 2022-02-02 1:19 bclglc2gpmzrr9gded07d9a40
26 3848a196d735cf080edc3dedeh22cdS5abefobdebbde74f7f3975¢ch6434cdh53 2022-02-02 1:29 bclglc2gpmzrrigded07d9a40
| Cluster_transfers_of_Honkhonk_H ‘ [©) ] | D
Ready  (*pAccessibility: Unavailable 5] 0 ——3—+ 100% )
@ Truckers, you are standing up for freedom across the world.
Stay strong. We are with you. GFUSA
SAT 45,662 = moments 3go &
Coinbase.com exchange | D.DDD45662|
]

Insert Page Layout Formulas Data Review  View Help Q Tell me what you want to do Ci Share
.:\.D 3& K x|== % ©r e ab [F2 Conditional Formatting ~ %m Insert - z - ‘%Y p
By ~ [ Format as Table ~ % Delete ~ w y
Paste‘_ B I U -~ %« &'A' === 5 - $,%, «@ M o . . B vS_on&Fmd&
@ % Cell Styles [£] Format Filter ~ Select ~
Clipboard = Font ] ] Number = styles cells Editing
G25 - S
A B
1 | This file contains a list of all transfer outputs of the cluster identified by the following root address:
2 |bclglc2gpmzrr9gded07d9ad0lt2lq7pp2v7hdcSjx
3 | The cluster is also known by the following name:
4 |Honkhonk Hodl - Canadian Freedom Convoy Donation - Tallyco.in
5 a
6 |Each line represents a transfer output which is either sent to the cluster or received by the cluster.
7 —
8 Columns:

alalalatislak]

-]

* Value

49.68661
19.93549

A0 AnNd7A

0.00025734
0.00122121
0.00002587
0.00129515
0.00269025
0.00002581
0.0012938
0.00519532
0.00517761
0.0005
0.01071829
0.00012925
0.00077416
0.000693
0.00051623
0.00097
0.0002598&9
0.00051943
0.00025999
0.00129947
0.00130242

UsSD Value

9.94711
47.38708
1.00172
50.15014
104.17049
0.99565
49.90997
200.41602
199.98441
19.31242
413.99234
5.00475
29.97663
26.83399
19.96619
37.55985
0.99288
19.9723
9.99672
49.96517
50.43164
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Donations from Exchanges
& Large Donations
« One donation was for 5
BTC ($250,000 CAD)

 Many donations came
directly from Exchanges

@ O

BitBuy.ca Coimsquare....

Canadian Cryptocurrency Exchanges

30




One large donation used a “Vanity Address”

381Jun8PgtyPdupe7TZ3UtAgmibévZhiwQ4

« What does June 8t refer to¢

 What does gty refer to? (Grace to You Church?)
 What does dupe refer toe

Are there other donors with vanity addresses?e

HIGH VALUE DONNORS
(0.25 BTC or more)

Vanity Address
381Jun8PgtyPdupe7TZ3UtAgmitvZhiwQ4

31
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2 YouTube

Trucker Payouts

« $8,000 donations

* Disbursed by handing out envelopes to fruckers
» Used Seed Word Lists (i.e. wallet backups)

« Used Blue Wallet !
_ wallet

34



Disbursement was discussed on
Twitter feeds and other social medio

Home

Explore

Notifications

Messages

Bookmarks

m 3 0 © # © €

Lists

Profile

@) More

Do

< Thread

Peter Todd
@peterktodd

| need to talk about distributing BTC funds to truckers.
B diplomat
This is a complex topic, and aspects of it are quite &  @NobodyCaribou

counter-intuitive. ) .
This thread i1s worth a read for those who want to

First, let's start with what a protest actually is, and understand the complex situation we are dealing with
what it accomplishes: in Ottawa re: distributing btc funds to truckers

@ Tim Pastoor g 141 ;8 k4, 14 (@timp@x0f.org) @timpastoor - Feb 18 @ Peter Todd @peterktodd - Feb 18

Trucker receives $8k in bitcoin on livestream: need to talk about distributing BTC funds to truckers.

Show this thread

This is a complex topic, and aspects of it are guite counter-intuitive.

First, let's start with what a protest actually iz, and what it accomplishes:
twitter.com/timpastoor/sta...

5:49 PM - Feb 19, 2022 - Twitter for iPhone

1:57 3527Kviews

35

https://twitter.com/peterktodd/status/1494776972777558021

https://twitter.com/NobodyCaribou/status/1495093206194741264



https://twitter.com/peterktodd/status/1494776972777558021
https://twitter.com/NobodyCaribou/status/1495093206194741264

HonkHonk Hodl donation address

shows 17 Withdrawals to 11 Addresses

Root Address Balance: .112941 BTC Transfers: 2,357
bclqlc2gpmzrrogdedd7d9a481t2lq.. Sent: 20 BTC Withdrawals: 17
Received: 20 BTC Deposits: 2,348
Watch
J:_". Total Fees: .885864 BTC Addresses: 1
Overview  Counterparties  Transfers  Addresses  OSINT &
Counterparty Transfers Sent > Received 02/22 02/22
® bclgfcrwdnfe59ed4s8d9yaldltac?5a.. 5 5 I
® bclgv7kehltgeSvdquyd6z8md8wp7ul.. 1 4 I
® bclgsdherstsdef8rswtdpklvigckwt.. 3 2 i

® bclgdlhgvw7ad86ycB8554nskuyqcdjch.. 1 2 I




If we follow the bitcoins we find
transfers of small amounts to

101 addresses

Root Address Balance: BTC Transfers: 182

bclg42t9dhpgcedudpimdioncrmkes?... Sent: 14 BTC Withdrawals: 181
Received: 14 BTC Deposits: 1
[\ watch
Total Fees: .8882 BTC Addresses: 1
Overview  Counterparties Transfers  Addresses  OSINT 4
Counterparty Transfers Sent > Received 02/22 02/22
® bclqwv@3seyy3yyqfosadfvmhfzsdju.. 1 BB
® bclqj7fd7642y7ufcllyspjs7wipioh.. 1 BB
® bclg955pcz3pvveflycjns5julkdt24.. 1 BB
® bclgdzc3madS8rwvydkkf792pdjgeds.. 1 .0e4

37



Each of 101 smaller addresses
contains 0.144048 BTC

-Canadian
eeeeeee
oooooo
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4
YﬂhOO- Summary  Chart  Conversa tions

finance

Exercise
1. Go to Yahoo Finance for BTC 1o CAD

https://ca.finance.yahoo.com/quote/BTC-CAD/

2. Navigate to the Historic Data

3. Look up how much 1 BTC was worth in CAD on
14 February 2022

4. Calculate how much 0.14 Bitcoins were worth

5. Compare this amount to the $8000 amount
mentioned in the YouTube video

39


https://ca.finance.yahoo.com/quote/BTC-CAD/

Chainalysis — Disbursement Graph

Donation site is
on the far left.

Edges of the

triangle are 101 —
addresses each .
containing |
approximately

S8k in bitcoins.

Far right are
addresses
cashing out at
exchanges.

40



Truckers cashing out at Exchanges

0.04

SendWyre.com

—n@- 0.14
hclqhals,EEN

Coinbase.com

014 i -
| Totslof &truckers cashing out 58,000 each to different
| exchanges?

!

He

Crypto.com

0.14

Coinbepry.com

Canadian Cryptocurrancy Exchange

41



Movement of cryptocurrency out of the
$8,000 addresses can be monitored by
tools (e.g. Chainalysis)

« Chainalysis is able 1o send investigators
notifications when the fruckers cash out or
transfer the bitcoins into their own
cryptocurrency wallets.

Root Address Balance:
bclgfjnsatjz3gleydhdurtlcdfx7 z69mx.. Sent:

Received:

[\ watch

Total Fees:

42



Notifications of tfransfers may be sent
via Email to the investigator

Watched Cluster Transfer Notification

Adopt-a-Trucker Donation - Register.Adopt-a-Trucker.ca

Root address: bclgvetv2]13vi08 Impral 067 kghhméxEnsm7 Or gwhx

Graph(s) where this cluster appears:

- Adopt-a-Trucker Donation - Register.Adopt-a-Trucker.ca

2 new transfers: /

BTC 000015118 Monday, Feb 21 2022, 13:30:03 UTC
ofd41cdel1430169151679e829744315d781b585f5af6695ab3aalad4 706889294
and 1 more transfers
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Multisig Addresses

Multi-signature (multisig) addresses require more
than one key to spend any cryptocurrency held
in them.

Limit on the number of keys varies depending on

the address type.
Upper limit is 16-20 keys. j Y T T T

Standard is 3 keys.

Multisig
M=3
N=5

3 ofthe 5
keys are
required to
make a
transaction

45



Were multisig addresses used by the
HonkHonkHoddle organizerse

 |f multi-signature address are being used, this
Implies that more than one person was
involved.

* |f multisig addresses are being used, law
enforcement will need more than one key
to seize assets held at the addresses.

 |denftifying who may hold the keys helps
nelp you coordinate searches.

« Seed Word Lists may help@

46



Exercise
Google: “Freedom Truckers Multisig
Bitcoin”

1. Are there indications that mulfisig
addresses were usede

2. How many keys were created?

3. Can you find the names of any key
holderse

4. How many keys will be required to seizee
5. What wallet was used?

47



Are the donation addresses “multisig’¢

A committee of five bitcoin advocates — Bitcoiner Greg Foss, YouTuber BTC

Sessions, Nobody Caribou, author Jeff Booth and Bull Bitcoin CEO Francis Pouliot —

have organized bitcoin fundraising using Twitter and fundraising site Tallycoin.

Committee member Foss told Bitcoin Magazine that donations to the official bitcoin

wallet will be anonymous and safefThe donations are being stored in a multisig

so in order to access the donated funds the wallet requires three out of five key

N BITCOIN

signatures to release any funds.

MAGAZINE®

https://bitcoinmagazine.com/culture/bitcoin-donation-drive-for-freedom-truckers

48


https://bitcoinmagazine.com/culture/bitcoin-donation-drive-for-freedom-truckers

https://nunchuk.io/ ﬁ NUNCHUK

80% of funds raised are being consolidated into a multisig wallet. They are

using nunchuk.io multisig wallet because “it makes collaborative custody through

multisig intuitive and easy to use for non technical users,” protest organizer and Bitcoin

activist, Nobody Caribou told Bitcoin Magazine.

Family Funds . YO I ’ R
212079310 BTC A —~ I I

Use Nunchuk multisig wallet

" HARDWARE KEY I

https://bitcoinmagazine.com/markets/bitcoin-fundraising-canada-ottawa-
truckers-freedom-convoy

49



https://nunchuk.io/
https://bitcoinmagazine.com/markets/bitcoin-fundraising-canada-ottawa-truckers-freedom-convoy

Bifcoin fransactions are scripfts

Unlocking Script Locking Script
(scriptSig) + (scriptPubKey)
r A . 7 A,
<sig> <PubK> DUP HASH160 <PubKHash> EQUALVERIFY CHECKSIG

[ ™ r

« Scripts may contain special instructions in the
form of OP_CODES

« Time Lock
- Multisignature
o Efc.

« Scripts are preserved on the Blockchain and
can be accessed using a blockchain
explorer

50



Multisig Transactions may be identified
using a blockchain explorer

When a multisig address sends
cryptocurrency, it must use multiple signatures
to authorize and sign the fransaction.

Multiple signatures in a sending transaction will
oe identified and tagged by some blockchain
porowsers such as Mempool.Space.

f you want to know if an address is mulfisig
and identity how many keys it has and how
many are required to spend from if, you need
to look at its spending transactions.

51



Multisig Transactions can be identified
Using a Blockchain Explorer

mempool

b 1|| 'pplftpesdxd...2ynbwhu 7 ]
https://mempool.space/address/bclq87

ppl7tpesdxd9upandg56fges3hOvu2nzls8j
3d2yn6whu70s5secfi5|

SHEYTES 33 027clcafd48147045f£95c2ff3a2046405
331dbl1f73bebbafddcieladia2dfl
OF PUSHEYTES 332 0344T7ac370%afdf0ffal0af43ba3ati3ce
a030bfd0f4848caBbd5e3ff24ctf753bao
OF PUSHEYTES 33 034e0dd6e93acdB857faBS%4adlB0c536df3l

TEa55febbaZfeSiebeadfd Thdobad9a4d 98

OF PUSHEBYTES 33 037feel6di®7bcBlaefbci95le04ectfdfs

2d3140712313a2d% 7docdcalicieT9a4
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https://mempool.space/address/bc1q87ppl7tpes4xd9upan4q56fqes3h0vu2nzls8j3d2yn6whu70s5secfj5l

HonkHonkHodl Possible Multisig

Possible Police Wallet
All the export addresses are BECH32
This may indicate that they are under the same contral \

Multisig 2 of 3

L]
1.013504 belgegddzel... 1.00 /
. ?.65485@ . 14,6797
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Exercise
bc1g42t9dhpgcédu?pjmdkvxvmke82fi34jadqaxiq

1. Go to https://mempool.space/

2. Search for the address and determine whether
It iIs multisig by looking at one of its sending
fransactions.
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https://mempool.space/

No Multisig bubble under the address

bc1g42t9dhpgcedu9p jmdkvxvmke8.34jadgaxtq 14.67975368 bc1ga736kjpld8adcragusghxxyfy.zg7xvugynm 0.00400000
bclgpntauddawgvncsdesnm7eahef.ethvzcexa6a 0.00400000
bclg2zahktlmx7mcwgep522tvusmg.ddcvsje3fc 0.00400000
bcigkgjkztfnalexjkshpevtqcem8.5rzut7fztk 0.00400000
bclgfwemm3m3tsyvyuwaljgrvzet2.7pvnnatuf2 0.00400000
bcilgee2pkhfoyypauvpevgassh2z7.dtyhmfss57z 0.00400000
bclquxvezw39ochgjtuvpglqowh8ud.plgg2csyvt 0.00400000
bc1qx9972yuyj8xnqdzdpdmh35ccm. Owp87zyvty 0.00400000
bcigmgeh2dh7ctgrnv4s]jghtoyem.hm3z8qcses 0.00400000
bclg2nogewgae3geerissuqdjfoyg.xpynfe7y3w 0.00400000

Show all (101)

6.23 — 20,000 30678 confirmations -14.67975368 e1C




Exercise
bclqgun?2qcxescéavaa3d0anlOjvs36h3cyénq7xh3
byvx?frmqc8vékhg4nwnvO

1.
2.
3.

Go fto https://mempool.space/
Search for address be1qun9...

Find it on the left hand side of a transaction
(sending) and see if it has a multisig bubble.

Click on the transaction ID aa73c785c... toO
view the details of the fransaction

Click on the Inputs & Outputs “Details” button -
Scroll down and look at the P2WSH witness

script

What does it tell you?
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https://mempool.space/

bc1qun9gcxeschavaa3eanlejvs36.6khqanwnve 0.03000000 bclgx499qzmpjafaggotjstixes32.rgtfeclhse 0.00010000

\Multisig 2ot 3 bcigltgmfmv25gnj5298swxhdpxee.g2wq84g9ru 0.02988867
6.01 -1,133 $0.22 30712 confirmations  -0.03000000 ETC
OF PUSHBYTES 33 027133445ff18c4164abd0£f700ec72531c
af71ca38df5b020£f7c65%0b3705a15094
OF PUSHEBYTES 33 028c8c43b8523bab2872e535b3571a0391
f756840c3be0ddlecdealfble59472f8c
OF PUSHBYTES 33 03c9bSff3dedc712£f13564d3aal2d3a%a

ah157=282NFfiacBecdloetccl8fdel1 30

o — =TT O T RTT TR TC
—

L 4 AR LAZW AL




Is the HonkHonk Hodl Donation Address
Multisige

bclglc2gpmzrir9gded07d9a40li2ig7pp2v7h4cSjx
« Sent large amounts to secondary addresses
* Not Multisig

O bclqlc2gpmzrr9gdedd7d9a401t21q..

Transa Cti ON  1391e9ef99bfdof3bare

Timestamp 2022-02-09 01:13

Included in block 722413

Features SegWit RBF
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Is the Address that set up the wallets
containing $8,000 Multisig?

bc19g42t19dhpgcédu?pjmdkvxvmke82fl34jadqaxtiq
« Sent bitcoins to the $8,000 Trucker addresses

* Not Multisig

Transaction ocusessomseomnss

Timestamp 2022-02-17 00:51

Included in block

Features
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Multisig Conclusion®e

1. Was more than one individual moving
bitcoins from the donation wallete

* No

2. Was more than one individual helping hold
and move funds in an intermediate wallet?¢
e Yes

3. Was more than one individual moving the
bitcoins which eventually funded the 100
trucker walletse

° No
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OSINT IMPLICATIONS FOR
SEARCH & SEIZURE




OSINT & Search Implications

« Search for:

« Donation envelopes 5
Seed word lists
Wallet set up instructions
Blue Wallets on digital devices
Nunchuck wallets on digital devices
Cryptocurrency exchange data in browser
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OSINT - Seizure Implications

* Be prepared to re-create Blue Wallets
on site

» Seizure should be possible with just one
key/wallet M=

* Be prepared to recreate
on site

e Seizure will be impossible without at
least 2 keys % NUNCHUK
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Postscript — Search & Seizure

The ‘Freedom Convoy’ Bitcoin Donations Have
Been Frozen and Seized

Bitcoin was supposed to be a financial lifeline for vaccine mandate

protesters in Canada. That hasn't exactly worked out to plan.

“Officers forcibly removed me from my apartment
and took me to an unmarked police vehicle,” St.
Louis said. “Police wanted the seed phrases for my

crypto wallets. Under police compulsion I provided

my seed phrases.”

., https://financialpost.com/fp-finance/cryptocurrency/police-task-force-seized-
some-crypto-connected-to-trucker-protest-fundraiser-says-in-court-documents



FINANCIAL POST

Postscript - T

OI’QOH]ZGI’ Behind HonkHonk Hodl: The
story of the trucker convoy's

comments 'bitcoin team lead’

"“St. Louis said of his experience: “I think it
took five years off my f—ing life.” The
lawsuit, he said, was the cost of supporting
what he deemed to be “freedom-loving,
law abiding, peaceful Canadians.” St.
Louis started another bitcoin donation drive
to fund his defence.”

https://financialpost.com/fp-finance/cryptocurrency/behind-honkhonk-hodl-the-
story-of-the-trucker-convoys-bitcoin-team-lead
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Postscript — Police Seizure

Ottawa - CBC Investigates

Digital currency donations for Freedom Convoy
evading seizure by authorities

f ¥ = & in

70 per cent of digital currency assets have been drained from original source

Most of the roughly $1 million in known donations raised in digital currency
for the Freedom Convoy appears to have evaded seizure by authorities more
than a month after the federal government invoked the Emergencies Act to
freeze convoy assets, according to a CBC News investigation.

.144 BTC

each to

101

different wallets
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