
Introduction to Virtual Assets



• Natively digital – Same as money transferred via traditional payment

methods e.g. SWIFT.

• Peer to peer – Network sustained by participants, not a central third

party.*

• Blockchain – The statement/ledger of all transactions

• Addresses – Used to transact, similar to account numbers

• Wallets – User controlled software which generates and stores addresses

• Transaction identifiers – Each transaction gets a unique identifier

• Inputs and outputs - Input are assets being spent and outputs are those

created from the inputs.

• Mining/Consensus – The means of minting new coins and adding new

transactions to the blockchain.

• Transparent – Many blockchains are easily auditable and so it is possible

to attribute transaction activity to an address.

• One or multiple - Some cryptocurrencies use one address for all

transactions activity, some use multiple.

High level overview



Consensus

⚫ For Blockchain-based distributed systems:

− enables a unified agreement

− aligns economic or other incentives

− insures fairness

− enables fault-tolerance

− ensures that everyone works on the same state of the world

⚫ Proof of Work; Expending costly resources

⚫ Proof of Stake; Commitment of value

⚫ Consortium: Set number of known/validated verifiers

⚫ This is an evolving subject so don’t get too hung up on this aspect



Jargon: There is a lot of this!

Crypto asset
Cryptocurrency/

Cryptocurrencies
Token Stablecoin

Custodial/Non 
custodial

VC: Virtual 
currency

NFT: Non fungible 
token

VA: Virtual asset

VASP: Virtual 
Asset Service 

Provider

CBDC: Central 
Bank Digital 
Currencies

DEX: 
Decentralised 

Exchange

DeFi: 
Decentralised 

Finance

DAO: 
Decentralised 
Autonomous 
Organisation

Dapp: 
Decentralised 

application



Use cases

⚫ Digital cash

⚫ Store of value

⚫ Financial markets

⚫ Music

⚫ Digital ownership

⚫ Communication

⚫ Identity

⚫ Governance/legal

⚫ Gaming

⚫ Storage

⚫ Supply chains

⚫ Hospitality

⚫ Energy

⚫ Health



Difficulties

⚫ Challenge for law enforcement is that criminality will exploit the

various use cases.

⚫ An example is the energy sector. Increased focus on green energy

and recycling has opened up numerous avenues for money

laundering.

⚫ There is too much for active investigators to manage in relation to

this subject.

⚫ Effective strategies need to be implemented throughout the

relevant LEA. These need to consider resources, training, horizon

scanning and remits.

⚫ Getting buy in from senior management is vital.



Practical 1

Questions
Consider this process and confer in your breakout groups on
what questions it raises. Choose the most poignant one for
sharing with the rest of the participants

HD wallet

Click back and then select the options/settings menu within the wallet.
Click on Show addresses, review both “Receive” and “Change” headings.

Explore the options within the app. Try turning on “Advanced mode” in
settings (come out to the main screen and it’s under “General”). Create a
new wallet and select “Segwit, what is different about the address?

Address
The QR code is a representation of the address (account 
number) and underneath the address is written out (alpha 
numeric starting “bc1q”)

Receiving Click on the blue box titled “Wallet” which displays “0 BTC”.
Now select “Receive” and click “Yes I have”.

Mnemonic
Click on “Add Wallet” and select “Bitcoin”. The mnemonic 
representing the “private key” is now displayed. This needs to 
be written down. Once done click on “Ok I wrote it down”

Wallet Install Bluewallet from Google Play or the Apple App Store



Practical 2 (See video)
Using Bluewallet on a mobile device

• Click “Add wallet”

• Select “Lightning” and click “Create”

• Copy (by clicking on) the text starting “lndhub://” and paste this 
into a notes application.

• Then click “Ok I’ve saved it”

• On the displayed screen select the Yellow background displaying 
“Wallet” and “0 Sats”.

• Select “Receive” and then click on “Scan”.

• Point your camera at the QR code on the right and once recognized 
you will see a page titled “Receive” and an amount displayed of 50 
sats. Click on “Create Invoice”

• Choose “Ok” for notifications

• Congratulations you now have 0.0000005 Bitcoin! Let’s try out 
spending.

• Navigate in a browser to https://paywall.link/to/e4968

• Now in your Lightning wallet select “Send” and then click “Scan”.

• Confirm the payment and…Voilà! You have access to the resource.



Anatomy of a Bitcoin transaction



Breakdown cont.



What about the rest?



Ethereum: Key points
1. Ethereum utilise “accounts” as opposed to a
UTXO model. This means one address can be
used to complete all transactions. There is no
separate change address or need to create a new
address for every receipt.

2. Tokens created on the Ethereum protocol 
are not stored by holders in separate 

address types. They are credited to an 
Ethereum address.

3. Transaction fees are calculated using an
element called “Gas”. The native Ethereum
asset (ETH) is used to pay for fees.

5. The more complex the
execution of the transaction, the
more Gas it consumes. This
equates to higher fees being paid.

4. It is possible to utilise the
transparent nature of many
smart contracts to follow the
route an asset has taken.

6. ETH on it’s own is not 
seen as a significant asset 

utilised by criminals.

8. The ability to utilise cryptocurrency as a money
laundering tool is strengthened by USDT’s stable value
(pegged to a dollar). This allows for deals to be struck and
payments made via other channels (bank transfers etc.)
without volatility affecting the terms of the agreement.

7. It is however the main platform for
stablecoins which have seen extensive use
in money laundering. In particular the asset
Tether (USDT) has been prominent.





• DeFi does confuse things a bit!

Interpretation: Sender uses smart contract to move from USDT to WETH, this is potentially held 

on a DeFi platform providing liquidity. The sender would potentially be earning yield on this.



Monero: Key features

Ring CT: 

Conceals the 
transaction amount

Ring Signatures: 

Protect the sender by
obfuscating which
output was spent.

Dandalion++: 

Obfuscates the 
transaction broadcast 

origin. 

Stealth addresses: 

Ensure that the 
recipient’s address is 
not recorded on the 

blockchain.

These features make tracing Monero very
difficult. There are some options still
available. These involve weakening the
anonymity set, engagement with
cryptocurrency services and timing
analysis.

Monero is becoming a significant asset in
ransomware attacks. Outside of this however
it is still a long way behind Bitcoin. This is
down to a smaller liquidity pool being
available for the money laundering process

This is not an easy process however as
timing analysis can reveal the points at
which the conversion takes place. It is then
much easier to trace the Bitcoin assets as
they move through the financial system.

It is possible to swap from Monero into
Bitcoin and this is likely the MO many
would take to launder criminal proceeds.





Quiz time! 
https://forms.gle/xPRLXQUgnZBL4X55A



The End!
Any questions?


