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DEFINITIONS

* DIGITAL FINANCIAL ASSETS IS A BROAD TERM THAT INCLUDES DIGITAL CURRENCIES AS WELL AS DIGITAL
SECURITIES, DIGITAL COMMODITIES, AND DIGITAL DERIVATIVES.

» DIGITAL CURRENCY IS

* A DIGITAL REPRESENTATION OF FIAT CURRENCY THAT SERVES AS LEGAL TENDER AND IS ISSUED BY A JURISDICTION,
OR

e  CERTAIN VIRTUAL CURRENCY (NON-FIAT) THAT IS NEITHER ISSUED NOR GUARANTEED BY ANY JURISDICTION AND IS NOT
LEGAL TENDER IN ANY JURISDICTION. [NOTE: MOST PROPOSED STABLECOINS TODAY EXIST HERE]

e A SO-CALLED ‘STABLECOIN' IS

* A DIGITAL ASSET DESIGNED TO MINIMIZE THE VOLATILITY OF THE PRICE OF THE DIGITAL ASSET, RELATIVE TO SOME OTHER
—— ASSET OR BASKED OF ASSETS; THIS COULD BE A PEG TO FIAT MONEY, EXCHANGE-TRADED COMMODITIES, OR ANY OTHER
ASSET BELIEVED|TO BE ‘STABLE'. [EX: THE LIBRAI ASSOCIATION'S PROPOSED LBR]






CRYPTO CHARACTERISTICS

e FIAT CURRENCY VS. CRYPTO

e (CENTRALIZED VS DECENTRALIZED

e DISTRIBUTED LEDGER- BLOCKCHAIN

 MINED “PROOF OF WORK"

* WALLETS- CUSTODIAL OR NON-CUSTODIAL

* CRYPTOGRAPHY IS BASIS OF SECURITY- PRIVATE KEYS AND PUBLIC KEYS



WHAT IS THE ROLE OF PUBLIC AND PRIVATE KEYS

DURING CRYPTO TRANSACTIONS®e

NO MATTER WHICH TYPE OF WALLET YOU USE, WHETHER YOU SELF-CUSTODY OR USE A CUSTODIAL
EXCHANGE WALLET, ALL CRYPTO TRANSACTIONS MUST BE DIGITALLY ‘'SIGNED" WITH A PRIVATE KEY
TO BE COMPLETED.

ONCE YOU INITIATE A TRANSACTION, YOUR WALLET CONSTRUCTS THE TRANSACTION CONTAINING
THE TO ADDRESS, FROM ADDRESS AND AMOUNT (IN ADDITION TO OTHER METADATA). YOUR| KEYS

ARE USED TO CREATE A DIGITAL SIGNATURE CONFIRMING THE TRANSACTION IS LEGITIMATE. ONCE

THE SIGNED TRANSACTION IS SENT TO THE NETWORK, THE NODES VERIFY THE SIGNATURE AND THAT
THE FROM ADDRESS HAS ENOUGH FUNDS TO COMPLETE THE TRANSACTION.

IN THE CASE OF CUSTODIAL WALLETS, THE EXCHANGE OR SERVICE PROVIDER HOLDS ON TO YOUR
KEYS, AUTOMATICALLY SIGNING TRANSACTIONS FOR YOU WHENEVER A REQUEST IS MADE. SOME
CRYPTO USERS PREFER THIS SET UP AS IT LESSENS THEIR RESPONSIBILITY!— REGAINING ACCESS TO A
LOST ACCOUNT IS AS EASY AS TAPPING “FORGOT PASSWORD<S". HOWEVER, THIS ALSO MEANS
THAT A CUSTODIAL SERVICE HAS THE POWER TO MAKE TRANSACTIONS WITHOUT YOUR CONSENT,
RESTRICT|ACCESS TO YOUR ASSETS OR EVEN LOSE YOUR FUNDS IN HACKS, LIQUIDATION OR
BANKRUPTCY



BITCOIN FACTS AND FIGURES

e AS OF JULY 15, 2023 BITCOIN REPRESENTS 48% OF CRYPTO MARKET

e HARD CAP OF 23 MILLION COINS
e MINING CONSUMES 1% OF WORLDS ELECTRICITY- MORE THAN THE COUNTRY OF NORWAY
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Miners race to
bundle data from the
pending transaction
vith other unrecorded
transactions, plus the
last block of transac-
tions recorded in the
public ledger, as well
as a random number

Known as a nonce.

Then the miner
applies a math
ematical function
known as a hash,
which produces a
unique cryptographic
“fingerprint” that
makes transactions
verifiable.

address, a string of
seemingly random

key can release
money from it.

numbers and letters.

The hashed block
must have a certain,
but arbitrary, number of
zeroes at the beginning.
It's unpredictable which
nonce will produce a
hash with the correct
number of zeroes, so the
miner has to keep trying
different nonces to fin
the right value.
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When a miner finds a hash

: The algorithm
with the correct number ¢ rewards the win-

of zeroes, the discovery is
announced to the rest of
the network. Other miners
communicate their accep-
tance when they turn their
attention to finding the next
block, with the newly made
block as a component.

ning miner with
25 newly created
bitcoins, and the
hashed block is
published in the
public ledger.

Within 10 minutes
of Bob initiating the
transaction, he and
Alice each receives
the first confirmation
that the bitcoin was
signed over 10 her.

The parties receive
several more
confirmations as the
block that recorded
their transaction
is embedded into
subsequent blocks.







CRYPTOCURRENCIES

Name i Volume (24h) Circulating Supply ange {24h)

Bitcoin

4 Ethereum

WE ARE NOT JUST e

9 Tether

TALKING ABOUT s
TCOIN!

Binance Coin

Bitcoin SV

NOTE THAT "TETHER™ S

TRADING VOLUME -
EXCEEDS THAT OF

“BITCOIN" ON THIS o

@ Cosmos

D l \Y 18 & Huobi Token

J HedgeTrade

% Ethereum Classic




HOW MANY CRYPTOCURRENCIES ARE THERE®

22,932 CRYPTOCURRENCIES EXIST AS
OF 6/17/2023
(WWW.COINMARKETCAP.COM)

CREATE|YOUR OWN IN 10 MINUTES!

NO ONE WILL EVER BE AN EXPERT
IN THEM ALL, NOR HAVE
EXPERIENCE TRACING OR SEIZING
THEM.

REFINED PROCEDURES EXIST FOR
DEALING WITH COMMON
CRYPTOCURRENCIES.

WHEN DEALING|WITH OBSCURE
CRYPTOCURRENCIES, NEW
PROCEDURES MUST BE TESTED AND
REFINED BASED ON OTHER
PREVIOUSLY REFINED BEST
PRACTICES.

3 'Sq CryptoNoteStarter STARTING A COIN CREATING A GUI WALLET KNOWLEDGE BASE

W\ Create your own Cryptocurrency

that allows creating secure cryptocurrency with privacy protection

based on unique CryptoNote technology.

FINANCIAL PRIVACY @] MINE ON AVERAGE PC 5 ADAPTIVE LIMITS
ﬁ Use Ring Signatures and — Egalitarian hash function |§ Build up a currency
One-time Addresses for designed for CPU and which intelligently adjust
untraceable and unlikable GPU mining. its' parameters based on

transactions. historical data.

TOOLS
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e WHERE IS MONEY GOING?2

* VOLUME OF USE


http://www.coinatmradar.com/

INDICATORS OF USE/OWNERSHIP OF
CRYPTOCURRENCY B :

UL . 19.97961538
S $8,311.52 USD Lo
P OSSESSION OF: ol hares Ethereum [ SEND J [ RECEIVE ]

e HARDWARE WALLETS :
e SOFTWARE WALLETS Y EEe—
e«  MOBILE ANC//OR DESKTOP WALLET APPS

e INCLUDING SOFTWARE INTERFACE TO HARDWARE WALLETS T

» PAPER OR ELECTRONIC “MNEMONIC PHRASES” AND/OR .
“SEEDS", PUBLIC OR PRIVATE ADDRESSES/KEYS, OR QR CODES a e v ey
REPRESENTING ADDRESSES/KEYS

 TIP: BACK UP YOUR WALLETI ALWAYS REMEMBER TO RECORD
YOUR RECOVERY PHRASE (AKA SEED PHRASE). THIS IS THE BEST
WAY TO PROTECT YOUR PRIVATE KEY AND KEEP YOUR FUNDS
SECURE IN CASE YOU LOSE ACCESS TO YOUR WALLET.

L cryptocurrency wallet @ Cancel

Load & Verify
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INDICATORS OF USE/OWNERSHIP OF

CRYPTOCURRENCY

iPad &

d dread all  dread Q, Login  or Register

ONLINE ACTIVITY INCLUDING

Recently Closed

Instagram

. CNN International - Breaking Ne

 WEB BROWSER HISTORY, FAVORITES,
OR WEB CACHE OF CRYPTO-RELATED
SITES

e USE OF THE DARKWEB (TOR g i cisiions,
BROWSER, TAILS, TOR APPS, ETC.) e @ 7 e e Lo e

TOR-Powered
Onion Web Brows... GET

. Dribbble - Discover the World's
. Welcome to Feedly

. (18) Facebook

fdfEmpireMarket

. Behance :: Best of Behance

« SOCIAL MEDIA/FORUM POSTS OR
ACTIVITY RELATING TO CRYPTO

 REDDIT, BITCOINTALK, DREAD, ETC.

ith pharma med ) . Discover and share the world's best photos / 500px

. CryptoTab

. Dashboard | CryptoTab Affiliate

. Dashboard | CryptoTab Affiliate

Show Full History

CryptoCurrency
a7 Bitcoin ATM Map - Find Bitcoin ATM, Online Rates

H Coinbase — Buy & Sell Bitcoin, Ethereum, and mor...

Coinlesk — Leader in blockchain news.,

vpto Wallet - Send, Receive & Exchange Crypto...

BITCOINTALK.ORG /r/bitcoin

@ Cryptocurrency Market Capitalizations CoinMark...




WHERE DO YOU STARTe

YOU HAVE LEADS OR OTHER INFORMATION INDICATING THAT A SUBJECT MAY USE/OWN CRYPTOCURRENCY. NOW
WHAT?S

« CONDUCT RESEARCH, SURVEILLANCE AND/OR UNDERCOVER OPERATIONS {ONLINE OR IN-PERSON), OBTAIN
RECORDS VIA LEGAL PROCESS, INTERCEPTS, INTERVIEWS AND OTHER STANDARD INVESTIGATIVE STEPS.

WHAT CRYPTOCURRENCIES ARE INVOLVED?

WHAT EXCHANGES?

«  WHAT WALLET TYPE AND HOW DOES THE SUBJECT ACCESS 12

WHAT ADDRESSES/KEYS CAN YOU IDENTIFY 2

» AVAILABLE RECORDS AND LEGAL AUTHORITIES WILL|VARY FROM COUNTRY TO COUNTRY.

e BLOCKCHAIN TRACING — FOLLOW THE BOUNCING BALL —_—
‘ = F] T
«  COMMERCIAL VENTURES . = L L E
TRACE BITCOIN AND A HANDFUL f3
Y

OF THE MOST COMMON
CRYPTOCURRENCIES

CHAINALYSIS

* VISUALIZATION AND ANALYTICAL TOOLS USED
TO IDENTIFY CONNECTIONS AND PATTERNS

Q Palantir
Nl © MALTEGO

Notebook

v




FINANCIAL RECORDS

e THE MONEY MUST ENTER THE SYSTEM SOMEWHERE.

e LOOK FOR MONEY SENT OR RECEIVED FROM AN EXCHANGER
e CHECK CREDIT CARD RECORDS FOR CHARGES BY CRYPTO EXCHANGE

e MOBILE MONEY RECORDS — FOLLOW THE TRAIL TO A FINANCIAL INSTITUTION
* |FYOU CAN FIND THE EXCHANGER, YOU CAN LIKELY FIND THE WALLET
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