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“Any act or attemted act to conceal or disguise the

identity of illegally obtained proceeds so that they

appear to have originated from legitimate

sources”. 

“The processing of criminal proceeds to disquise

their illegal origin in order to legitimise the ill-

gotten gains of crime”. 



“…illegally obtained proceeds…”? 



MONEY LAUNDERING

GROUP 1 & 2:

GROUP EXERCISE

You are a drug dealer from Mauritania and you have hard cash (5,000,000 USD) 

stored inside a warehouse in Saint-Louis, Senagal.

You need to get the cash, unnoticed, out of Senegal and get it laundered into

Mauritania.  Because you want to buy a new villa in Mauritania.



MONEY LAUNDERING

GROUP 3 & 4:

GROUP EXERCISE

You are in the real estate business in Ghana and you have dirty money stored in 

a Swiss bank account (5,000,000 USD).

You need to get the money laundered into Senegal .  Because you want to start a 

real estate business in Dakar.



TRADITIONAL MODEL

Placement

Layering 

Integration



PLACEMENT

TRADITIONAL 

MODEL

Placement 

Layering 

Integration

• STREET CASH IS OBTAINED FROM CRIME, SELLING DRUGS, STOLEN GOODS UNDUTIED GOODS ETC.

• THESE HAVE TO BE “PLACED” INTO THE REGULATED SECTOR 

• THIS IS HELD TO BE THE MOST DIFFICULT PART OF THE PROCESS WHERE THE RISK OF DISCOVERY IS 

GREATEST

• OFTEN CASH WILL BE “STRUCTURED” OR “SMURFED” TO GET IT INTO THE SYSTEM

• MAKING MULTIPLE SMALL DEPOSITS INSTEAD OF ONE LARGE DEPOSIT  

• REPEATEDLY BETTING ON THE FAVOURITE /OR RED OR BLACK IN CASINOS

• ARE COMMON METHODS OF STRUCTURING OR SMURFING TRANSACTIONS



LAYERING

TRADITIONAL 

MODEL

Placement 

Layering 

Integration

• ONCE INSIDE THE REGULATED SECTOR THE CRIMINAL PROPERTY IS MOVED AROUND

• MAY MOVE FROM ACCOUNT TO ACCOUNT IN BACK TO BACK TRANSFERS

• OR FROM COMPANY TO COMPANY 

• OR FROM ONE COUNTRY  TO ANOTHER

• OR FROM A BANK ACCOUNT INTO A SHARE PORTFOLIO INTO A DIRECTOR’S LOAN

• THIS CREATES DISTANCE , CONCEALS OWNERSHIP 

• AND CREATES BARRIERS TO INVESTIGATION



INTEGRATION

TRADITIONAL 

MODEL

Placement 

Layering 

Integration

• THE CRIMINAL CASH HAS NOW BEEN DISTANCED FROM ITS ORIGIN 

• SUPPOSE IT ENDED UP IN A SHELL COMPANY IN THE BAHAMAS

• A FAKE COMPANY LOAN COULD BE MADE TO THE CRIMINAL

• WHO USES THE “LOAN” TO PAY FOR  A NEW HOUSE OR A ROLLS ROYCE

• HE OF COURSE NEVER REPAYS THE LOAN

• AND THE COMPANY NEVER ASKS HIM TO 

• THE CASH DERIVED FROM HIS CRIMES NOW APPEARS TO BE A LOAN FROM

AN OFFSHORE FINANCIAL COMPANY.



Placement 

Layering 

Integration

TRADITIONAL MODEL

STUD FARM

MONEY LAUNDERING
MACHINE?



TRADITIONAL MODEL

STUD FARM• FOREIGN ORIGIN OF THE PAYMENTS

• PAYMENTS FROM DRUG-INFUSED COUNTRIES

• SUSPICION OF TERRORIST FINANCING (MIDDLE EAST)

• LACK OF CUSTOM DECLARATION OF THE SPERM

HOW WERE THEY EXPOSED?



TRADITIONAL MODEL

STUD FARM• FOREIGN ORIGIN OF THE PAYMENTS

• PAYMENTS FROM DRUG-INFUSED COUNTRIES

• SUSPICION OF TERRORIST FINANCING (MIDDLE EAST)

• LACK OF CUSTOM DECLARATION OF THE SPERM

HOW WERE THEY EXPOSED?

WHAT WENT WRONG?

Placement 

Layering 

Integration



FICTIOUS TURNOVER

Through ficitious turnovers dirty money is 

being reentered in the system.

Person A buys a painting at an auction for 500,000,000 XOF.

One day later Person A sells the painting to Person B for 505,000,000 XOF.

A little while later Person A buys the painting back from Person B for

1,505,000,000 XOF.

Person B does not pay Person A for the painting.



CASINO METHODS

A number of members of a criminal organization enter the

casino independently of each other.

With that money they buy casino chips.

They have divided a large amount of dirty money among

themselves in advance (in cash).

They then play with a small number of casino chips.

After some time, the members of the gang exchange all their

chips back into fiat currency.

Because of the size of the amount the casino pays the chips 

into a legit bank account of the criminal.

And the casino can also issue a profit statement to the

criminal.



CASINO METHODS

THE WINNING TICKET

Criminals are eager to buy the winning lottery ticket of the

actual lottery winner.

Let’s say someone wins with his lottery ticket 500,000,000 XOF.

A criminal will easily pay 550,000,000 XOF for that ticket.

In that way the criminal will have laundered 500,000,000 XOF.

This has costed him 50,000,000 XOF.

The criminal is off the hook voor 500,000,000 XOF.  The real 

winner on the other hand might have a problem with explaining

to authorities where he got the 550,000,000 XOF from.

There is a marked for these kind of things.



CASINO METHODS

ONLINE BETTING

A criminals creates 2 accounts to play online poker.

Account 1 is linked to a legit bank account in Senegal (or to a credit card in Senegal).

Account 2 is linked to a bank account in Ghana.  This bank account is stuffed with dirty 

money.

Account 1 plays poker agains Account 2.

Account 2 loses big time.

Money is being transferred into the legit bank account in Senagal.

This method is also used to pay drug suppliers.  The buyer of the drugs will then lose the

poker game.



LOANBACK METHOD

Drug dealer from Dakar buys a brand new 

villa in Dakar worth 4,000,000,000 XOF.

The drug dealer hasn’t got that kind of 

official money so he needs to loan the

4,000,000,000 XOF.

He gets a loan granted from a Panamanian company.
Director of the Panamanian

company = a lawyer associated

with the drug dealer.

The money is stored in a Swiss 

bank account owned by the

Panamanian company.

Dirty money (through smurfing

entered in the Swiss bank account).

Placement 

Layering 

Integration

How can we tackle this

method?



LOANBACK METHOD
How can we tackle this method?

• Look at the loan agreement.  

• There will be no financial securities (like with a loan from a regular bank).

• The drug dealer will propably not repay the loan.

• There will be no repayment plan.

• Extremely low interest rate.

Difficulties to deal with?

• To prove all of this you need the cooperation from Switzerland and Panama.

• The villa in Dakar might even be owned by a trust company…

…. based in Ghana (for instance).

• Can you seize the assets (money in Switzerland/villa in Senegal) belonging

to a Panamanian company and a Ghanaian trust company?
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CASH & CARRY
CASE

WHY CASH?

• PHYSICAL TRANSPORTATION OF CASH DISTANCES THE CRIMINAL PROCEEDS FROM THE PREDICATE 

OFFENCE THAT GENERATED THEM, AND BREAKS AUDIT TRAILS. 

• THE AMOUNTS OF CASH BEING CONCEALED IN CARGO AND ADAPTED FREIGHT FAR EXCEEDS WHAT CAN BE 

CARRIED BY A PERSON. 

• THE CURRENCIES MOST FREQUENTLY ENCOUNTERED – THE US DOLLAR, THE EURO, THE BRITISH POUND, THE 

SWISS FRANC, ETC. – ARE THE MOST STABLE, WIDELY USED AND READILY TRADED IN THE WORLD 

• HIGH-DENOMINATION NOTES REDUCE THE BULK AND WEIGHT OF CRIMINAL CASH TO FACILITATE SMUGGLING 

• CRIMINALS EXPLOIT CASH DECLARATION SYSTEMS, TO LEND A VENEER OF LEGITIMACY TO CRIMINAL CASH 

(MONEY LAUNDERING THROUGH THE PHYSICAL TRANSPORTATION OF CASH :FATF 2015)



CASH & CARRY 
CASE

WHERE MIGHT WE FIND CASH?

WITH WHAT I KNOW
NOW, WHAT WOULD I 

DO?



CASH & CARRY
CASE

WHERE MIGHT WE FIND CASH?
CASH IN LUGGAGE

Cash is frequently smuggled  in baggage in a similar manner to 
other contraband.

Some smugglers do this in a relatively subtle way others just 
fill the case with it. 

This  shows a detection of around £1,000,000 in a suitcase at 
London Heathrow.  The interior bags were heat sealed  to 
reduce odour.

Other than the outer shell of the case there was little 
concealment here due to the bulk of the consignment.

Some smugglers use coffee, bleach or paprika smeared on the 
wrappings to deter detector dogs



CASH & CARRY
CASE

WHERE MIGHT WE FIND CASH?
CASH IN CLOTHING PACKAGES



CASH & CARRY
CASE

WHERE MIGHT WE FIND CASH?
CASH IN CEREAL BOX



CASH & CARRY
CASE

WHERE MIGHT WE FIND CASH?

CASH INSIDE A WALKING CANE, BELT & BOOK



CASH & CARRY
CASE

WHERE MIGHT WE FIND CASH?
CONCEALED IN SWEETS



CASH & CARRY
CASE

WHERE MIGHT WE FIND CASH?
SMUGGLED ON THE PERSON



CASH & CARRY
CASE

WHERE MIGHT WE FIND CASH?
SMUGGLED ON THE PERSON



CASH & CARRY
CASE

WHERE MIGHT WE FIND CASH?
SMUGGLED IN THE PERSON



CASH & CARRY
CASE

WHERE MIGHT WE FIND CASH?
SMUGGLED IN A PRIVATE JET



CASH & CARRY
CASE

WHERE MIGHT WE FIND CASH?
SMUGGLED IN A CAR



CASH & CARRY
CASE

CASH & CARRY CASE



CASH & CARRY
CASE

CASH & CARRY CASE

JANUARY 16TH, 2013



CASH & CARRY
CASE

CASH & CARRY CASE

1. WHAT DO YOU THINK IS GOING ON?
2. HOW WOULD YOU TACKLE THIS ISSUE (PLAN OF ACTION)?

GROUP EXERCISE



HOUSE SEARCH ON 
JANUARY 20, 2014

CASH & CARRY
CASE

GROUP EXERCISE



CASH & CARRY
CASE

CASH & CARRY CASE GROUP EXERCISE

1. PREPARATION (HEAD START)
2. BE WARE OF THE IMPACT/BE VIGILANT
3. THE FIRST 15 MINUTES (BE SHARP)
4. EXPECT THE UNEXPECTED
5. STAY CALM AT ALL TIMES
6. CONNECT WITH THE SUSPECT
7. STAY IN CHARGE



CASH & CARRY
CASE

CASH & CARRY CASE GROUP EXERCISE

REGULARIZATION: APPROXIMATELY 1,8 MILLION EUROS IN DECEMBER 
2013 FOR THE PERIOD UP TO AND INCLUDING 2008



CASH & CARRY 
CASE

CASH & CARRY CASE GROUP EXERCISE

Extra hours!



CASH & CARRY 
CASE

CASH & CARRY CASE GROUP EXERCISE

- A customer is complaining. 

- ‘At least 1 buyer made several payments with dirty 

money’

- Email date: January 6, 2014

- Concerning the purchase of an apartment called C-View. 



CASH & CARRY 
CASE

CASH & CARRY CASE GROUP EXERCISE



CASH & CARRY
CASE

CASH & CARRY CASE

GROUP EXERCISE
PART II



CASH & CARRY
CASE

CASH & CARRY CASE

1. WHAT DO YOU THINK IS GOING ON?
2. HOW WOULD YOU TACKLE THIS ISSUE (CHANGE OF 

PLANS)?

GROUP EXERCISE
PART II



CASH & CARRY
CASE

CASH & CARRY CASE GROUP EXERCISE



CASH & CARRY
CASE

CASH & CARRY CASE GROUP EXERCISE

INTERVIEWING
SUSPECTS/WITNESSES



CASH & CARRY
CASE

CASH & CARRY CASE GROUP EXERCISE

INTERVIEWING
SUSPECTS/WITNESSES

1. INTERVIEW
2. LET THEM LIE IN YOUR FACE

3. CONFRONT THEM
4. LET THEM LIE ON PAPER

5. INTERVIEW

INTERVIEW REPEATEDLY



CASH & CARRY
CASE

CASH & CARRY CASE GROUP EXERCISE

CONFESSION



CASH & CARRY
CASE

CASH & CARRY CASE GROUP EXERCISE
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WHAT ARE ENABLERS?

• ENABLERS FACILITATE THE OPERATION OF CRIMINAL NETWORKS

• OFTEN THEY DO NOT BELONG TO SPECIFIC CRIME GROUPS

• OFTEN THEY ARE NOT INVOLVED IN PREDICATE CRIMES

• OFTEN THEY HAVE TECHNICAL SKILLS THE CRIME GROUP NEEDS

• OFTEN THEY ARE PROFESSIONALS IN THE LEGAL/FINANCIAL WORLD

• OFTEN THEY HAVE HIGH LEVEL POLITICAL CONNECTIONS

• OFTEN THEY ARE LINKED TO CORRUPTION AND STATE-CORPORATE CRIMES

• THEY MAY TRANSFER PROCEEDS OR CONVERT PROCEEDS MANAGE INVESTMENTS

• OR EVEN ARRANGE FUNDING FOR CRIMINAL ENTERPRISES



HOW DO WE ATTACK ENABLERS?

• SEE THE WHOLE PICTURE  - KNOW YOUR ENEMY (CFR. CHART DRAWING – TIME LINE)

• DISRUPTION - CRIMINALS MAKE MISTAKES UNDER PRESSURE SO RAMP UP THE PRESSURE !

• INTERNATIONAL CO-OPERATION – MONEY LAUNDERING IS GLOBAL YOU NEED A GLOBAL APPROACH

• USE ALL THE TOOLS YOU CAN :    COVERT OPS  INTERCEPT / INFILTRATION/ INTRUSION

HUMAN INTELLIGENCE

FINANCIAL INVESTIGATION TOOLS

CYBER INVESTIGATION AND DIGITAL FORENSICS

• ASSET FREEZING / RECOVERY  : IDENTIFY –FREEZE – FORFEIT OR CONFISCATE

• REGULATORY ACTION -- UNDERMINE PROFESSIONAL STANDING – GET THEM STRUCK OFF /EXCLUDED

• TAXATION ACTION     -- GENERALLY THESE PEOPLE NEVER PAY OR THINK THEY CAN DODGE TAX ! 

• POLITICAL ACTION     -- OFTEN EXPLOIT LEGAL GREY AREAS/ LEGISLATIVE WEAKNESS – CHANGE THE LAW !



HIT HARD - HIT FAST
• Co ordinate your attack to hit 

several key points  at once

• Attack across jurisdictions

• Freeze Money flows 

• Take Regulatory action

• Disruption and territory denial

• Tax offences

• Asset Seizure 

• Publicity and exposure 



OPERATION MEAT



ANONYMOUS COMPLAINT

“Meat producer Target Ltd issues for supermarkets, who work with a complete 
accounting system, invoices with a higher value than the actual value of the 

delivered goods, this way the supermarkets make less profit. The difference is 
sold by meat producer Target Ltd to different independent businesses without 

any taxes.

They use the cash money to pay their employees off the books”

OPERATION MEAT



OPERATION MEAT

GROUP EXERCISE

WHAT DO YOU THINK IS GOING ON (FIND OUT THE SCHEME)?



OPERATION MEAT

ENABLER CASE – GROUP EXERCISE 

YOUR INTELLIGENCE (= THE ANONYMOUS COMPLAINT MEAT PRODUCER TARGET LTD):

“MEAT PRODUCER TARGET LTD ISSUES FOR SUPERMARKETS, WHO WORK WITH A COMPLETE ACCOUNTING SYSTEM, 

INVOICES WITH A HIGHER VALUE THAN THE ACTUAL VALUE OF THE DELIVERED GOODS, THIS WAY THE SUPERMARKETS 

MAKE LESS PROFIT. THE DIFFERENCE IS SOLD BY MEAT PRODUCER X TO DIFFERENT INDEPENDENT BUSINESSES WITHOUT 

ANY TAXES.  THEY USE THE CASH MONEY TO PAY THEIR EMPLOYEES OFF THE BOOKS”

GROUP 1: Try to figure out what is going on, based on the anonymous complaint. Use a chart drawing to make 

clear to the other groups what kind of scheme they are using. The only info you have got is the 
anonymous complaint!

GROUP 2: Try to figure out what is going on, based on the anonymous complaint. Try to find out who are the 

beneficiaries of this fraud scheme.  The only info you have got is the anonymous 
complaint!

GROUP 3: Try to figure out what is going on, based on the anonymous complaint. How would you, as an 

investigator, tackle this issue (plan of action)?  The only info you have got is the anonymous 
complaint!

GROUP 4: Try to figure out what is going on, based on the intelligence in your possession (anonymous complaint & 

the confiscated documents). The extra info in on the ONE Community… 3 files starting with 20210802…



OPERATION MEAT



TRAIN OF THOUGHT

Meat producer

OPERATION MEAT

Gives 15 € CASH back

Payment 20 € in CASH

Delivery 20 € goods (no invoice)



OPERATION MEAT

BENEFICIARIES OF THE
FRAUD SYSTEM

➢ Meat producer
• Inducing client loyalty
• Money laundering (enabler)
• Withdrawal of tax free cash from his company

➢ Supermarkets
• Reducing corporate profits and taxes
• Withdrawal of tax free cash from his company;
• Having cash at hand to pay employees off the books

➢ Real buyers
• Buying goods outside off the official accounting
• Selling goods without declaring them (without paying taxes)



OPERATION MEAT

UNEXPECTED
VISITATIONS

• Together with FASFC: obligatory tracing-system 
• Within FPS FINANCE:

➢ ICT agents: copying electronic data
➢ Local investigation services: following trucks 

• 6 teams and in total 20 investigators:
➢ 2 teams for the 2 corporate locations
➢ 2 teams followed and investigated trucks leaving the corporate locations
➢ 2 teams who visited different clients



OPERATION MEAT

UNEXPECTED
VISITATIONS

➢ 2 teams followed and investigated trucks leaving the corporate locations
➢ 2 teams who visited different clients



OPERATION MEAT

The Federal Agency for the Safety of the Food Chain (FASFC) was founded by the Act of 4 February 2000 and 
is responsible for the assessment and management of risks that may be harmful to the health of consumers 
as well as the health of animals and plants. The Agency carries out food safety inspections throughout the 
food chain.

The FASFC integrates all control services that are competent for the entire food chain. The FASFC is not only 
competent for controlling food, feed, fertilisers and phytopharmaceuticals, but is also responsible for sanitary 
(animal diseases) and phytosanitary (plant sector) prevention and control measures. Laying down operational 
rules on controls, certification, infrastructure standards to be complied with by food chain FFBO’s are also a 
part of its mission. The FASFC is also in charge of communication regarding all issues concerning the FASFC, 
in particular informing the consumers.



OPERATION MEAT



COLLECTED 
DATA

OPERATION MEAT



OPERATION MEAT

GROUP EXERCISE

1. WHAT DO YOU THINK IS GOING ON (FIND OUT THE SCHEME)?
2. HOW WOULD YOU TACKLE THIS ISSUE (PLAN OF ACTION)?



OPERATION MEAT

GROUP EXERCISE

1. WHAT DO YOU THINK IS GOING ON (FIND OUT THE SCHEME)?
2. HOW WOULD YOU TACKLE THIS ISSUE (PLAN OF ACTION)?



OPERATION MEAT

GROUP EXERCISE

1. WHAT DO YOU THINK IS GOING ON (FIND OUT THE SCHEME)?
2. HOW WOULD YOU TACKLE THIS ISSUE (PLAN OF ACTION)?



OPERATION MEAT

GROUP EXERCISE

FIND THE WEAK LINK

UNEXPECTED
VISITATIONS PART II

NEW TARGET



OPERATION MEAT

GROUP EXERCISE

UNEXPECTED
VISITATIONS PART II



OPERATION MEAT

GROUP EXERCISE

FIND THE WEAK LINK



OPERATION MEAT

GROUP EXERCISE

FIND THE WEAK LINK



OPERATION MEAT

GROUP EXERCISE

• Together with FASFC: official interrogation 

• Our goal
➢ Fictional invoices: reduced penalty (100% of VAT-amount)
➢ Recovery of the taxes evaded by the real buyers           2 options:

1. Disclosing the names of the real buyers
2. Compensating the taxes lost by the Belgian treasury

NO DEAL : start of our legal battle                    

SETTLEMENT NEGOTATIONS



OPERATION MEAT

GROUP EXERCISE

VAT CLAIM

1. Penalty 200% of the complete VAT-amount on the fictional invoices

2. Joint and several liability for the VAT-amount that was evaded by the unknown real buyers

“Every taxpayer is jointly and several obligated to pay the taxes of the persons who is debtor 
according to article 51, §§, 1 and 2, if he knew or should have known on the moment he acted that in the 
chain of actions the taxes weren’t been payed with the goal of evaded the taxes” (article 51bis, §4 VAT 

code)

3. Penalty 200% of the VAT-amount evaded by the real buyers



OPERATION MEAT

GROUP EXERCISE

VAT CLAIM

“Every act of a human that causes damage to a other human obligates the one by whose fault the 
damage is created to compensate the damage.”  (art. 1382 Civil code)

• Fault: selling goods without invoices + not cooperating

• Damage: taxes evaded +  losing the ability to conduct our fiscal investigations with the real buyers

• Causal relation



OPERATION MEAT

GROUP EXERCISE

AFTERMATH

• Led to 13 new fiscal investigations

• 11 settlements

• New strategy for compensating tax-income lost by the Belgian treasury

• New strategy for inducing cooperating and responsibility 

• OR new legislations …



OPERATION MEAT
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THE STORY

WHOLESALER OF CATERING PRODUCTS



THE STORY
WHOLESALER OF CATERING PRODUCTS

Mister Mystery (ultimate 

beneficary owner)

Holding company MM

WHOLESALER A WHOLESALER B WHOLESALER C

MANAGEMENT COMPANYAGRICULTURE COMPANY

Only client is Wholesaler A.

Supplies live stocks.



THE STORY

Findings:
• False invoices from Wholesaler A, B & C to fictitious customers
• VAT-fraud
• Income tax fraud
• Enabler
• Misuse of companies

Mister Mystery (ultimate 

beneficary owner)



THE STORY

Mister Mystery (ultimate 

beneficary owner)

AGRICULTURE COMPANY

• Produces meat only for Wholesaler A

• Accounting almost non-existent

• Track and trace of the animals show gaps

• Generates a tax loss every year

• Tax fraud within the agriculture company

• Taks fraud within the wholesalers



THE STORY

Mister Mystery (ultimate 

beneficary owner)

AGRICULTURE COMPANY

• Produces meat only for Wholesaler A

• Accounting almost non-existent

• Track and trace of the animals show gaps

• Generates a tax loss every year

Holding company MM

• Covers the yearly loss by granting loans

• Loans immediatly considered irrecoverable

• Irrecoverable loan = fiscal cost for Holding company MM

• Mister Mystery receives a taxable income

of 1,000,000 €/year

• 50% tax rate → ± 500,000 € taxes/year

• Recovers the losses of the Agriculture Co 

in his income tax return

• Mister Mystery finally pays…

zero taxes
• Yearly loss ± 500,000 €





SKY ECC

• GLOBAL SKY

• ELLIPTIC-CURVE CRYPTOGRAPHY

• PUBLIC KEY CRYPTOGRAPHY SYSTEMS, LIKE ECC, USE A 

MATHEMATICAL PROCESS TO MERGE TWO DISTINCT KEYS AND 

THEN USE THE OUTPUT TO ENCRYPT AND DECRYPT DATA. ONE 

IS A PUBLIC KEY THAT IS KNOWN TO ANYONE, AND THE 

OTHER IS A PRIVATE KEY THAT IS ONLY KNOWN BY THE 

SENDER AND RECEIVER OF THE DATA.

https://www.techtarget.com/searchsecurity/definition/private-key


ZERO TRUST SECURITY



SKY ECC

3 LAYERS OF BUILD IN SECURITY

1) HARDWARE AND OPERATING SYSTEM PROTECTIONS

HARDWARE SECURITY: SKY ECC IS ONLY INSTALLED 

ON DEVICES WITH BUILT-IN TAMPER-RESISTANT CHIPS

OPERATING SYSTEM SECURITY: ON-CHIP SECURITY 

WITH KERNEL AND ROLLBACK PROTECTION

A kernel panic error stops the system to 

prevent corruption of the system's software, 

hardware or memory.



SKY ECC

3 LAYERS OF BUILD IN SECURITY

2) CONNECTIONS AND COMMUNICATIONS

SECURE DATA NETWORK: SIM-BASED PROTECTIONS FOR 

CONNECTIONS TO A GLOBAL NETWORK OF SECURE SERVERS.

SECURE CONNECTIONS : IF THE CONNECTION IS NOT SECURE, 

SKY ECC WILL PREVENT YOU FROM LOGGING ON. THERE IS A 

SECURE TUNNEL FOR ALL NETWORK COMMUNICATIONS.



SKY ECC

3 LAYERS OF BUILD IN SECURITY

3) THE SKY ECC APPLICATION

SECURE ENVIRONMENT CHECKS: IF THE DEVICE IS COMPROMISED OR 

THE CONNECTION OR DEVICE IS NOT SECURE, ONE CAN NO LONGER LOG 

IN TO SKY ECC.

BRUTE FORCE PROTECTION: CAPTCHA IS USED AFTER FAILED LOGINS, 

LIMITS THE NUMBER OF PASSWORD ATTEMPTS AND MAKES THE APP WIPE ALL DATA IF 

SOMEONE TRIES TO BREAK IN. 

PASSWORD PROTECTIONS: SEPARATE PASSWORDS FOR MESSAGES AND 

SAVED VAULT ITEMS. 

PUSH NOTIFICATIONS CONTAIN NO CONTENT: DATA IS 

SANITIZED BEFORE IT GOES TO APPLE'S OR GOOGLE'S PUSH NOTIFICATION SERVERS.

CHAT AND FILE ENCRYPTION: MESSAGES OR DATA CANNOT BE 

READ BY SKY GLOBAL. 521-BIT CRYPTOGRAPHY IS USED USING THE DEFFIE-HELLMAN 

ELLIPTIC CURVE TO PROTECT MESSAGES AND FILES STORED IN THE VAULT. 



SKY ECC

BRAZILIAN BRANCH

• SEVERAL ATM’S OUT OF MONEY

• CCTV – ONE SUSPECT, 75 BANK CARDS 

(PORTUGUESE BANK)



SKY ECC BRAZILIAN BRANCH

PLACEMENT OF DRUG MONEY IN FAKE 

GROCERY STORES AND RESTAURANTS
CASH WITHDRAWALS

CRIMINALS OWN REAL BUSINESSES LIKE 

CLEANING AND BUILDING COMPANIES

TO PAY FICTIOUS INVOICES!

WORKERS PAID OF THE BOOKS!



SKY ECC BRAZILIAN BRANCH

CRIMINALS OWN REAL BUSINESSES LIKE 

CLEANING AND BUILDING COMPANIES

COMPANIES ARE PROFITABLE

CRIMINALS USE THESE PROFITS TO BUY

CONSUMERGOODS ON THE ASIAN MARKET 

LIKE…

MILK POWDER FLUORESCENT VESTS

WHOLESALERS ONDER CONTROL OF 

THE DRUG CRIMINALS PRODUCTS SHIPPED INTO BELGIUM

IN CONTAINERS!
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