


Short infroduction

CASH ECONOMY IS A HIGH RISK AREA
(GERMANY AND EUROPE AND WORLDWIDE)

MANY DIFFERENT APPROACHES TO PREVENT FRAUD

BUT

CASH IS THE MAJOR PROBLEM




Short infroduction

ELECTRONIC APPROACH

ELECTRONIC CASH REGISTER
SOME COUNTRIES, SOME AREAS MANDATORY

GENERAL MANDATORY (SIZE OF THE COMPANIES)
VOLUNTARILY




Short infroduction
ELECTRONIC APPROACH

AUTOMATIC TRANSFER OF DATA TO TAX-ADMIN
EG AUSTRIA,........

CHALLENGES:

HUGE AMOUNT OF DATA TO BE PROCESSED

TAX APPROACH COULD BE DIFFERENT TO DATA APPROACH
CROSSCHECK DIFFICULTIES — TIME/AMAOUNT/DECLARATIONS




Misuse of Cash Registers



Cash Registers

A sign for legality?



Elecironic Cash Registers

View to the past
No elecironic Cash Register

No data about single transactions
No possibility to proof/check/ crosscheck!

Believe or investigate and prove



With the Electronic Cash Registers

Are the problems gone?



"Dieses Foto" von Unbekannter Autor ist lizenziert gem&B CC BY-SA-NC


https://edtechsandyk.blogspot.com/2017/07/easily-add-emoji-to-google-docs-slides.html
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/
https://creativecommons.org/licenses/by-nc-sa/3.0/

Elecironic Cash Registers

How works an electronic cash register
technically?

Is it know or unknown to you??7??



Electronic Cash Registers

Every entry is/should be recorded

Effects different dafa sets — furnover, arficles sold,
way of payment, efc.

Added together at the end of day for showing
turnover in a report

Shows cancellations

Deletfe the currentf memory

Monthly, yearly reports are possible



Electronic Cash Registers

Generally a daily report is the base for the
taxable turnover and the following steps -
bookkeeping entries, tax declaration, eic.



Different types of cash reqisters,
challenges, problems, fraud types

Practical Exercise 25min

1. When conducting audits or investigations, what
different types of cash registers do you encounter?

7 What problems, challenges, types of fraudulent
activities do you recognize / experience from the
use of the different types of cash registers in your
countrye

3. Have you or your country experienced electronic
sales suppression through the use of certain types of
cash registerse



Different types of cash reqisters

» Open cash register / open cash box
» Electronic cash register

» PC cash register system / proprietary cash
ClelNEIAE



Open cash regqister




Open cash regqister

» Cash register without technical elements

» Cash receipts are stored in a cashbox , drawer or shoe
OX

> Turnovers are detfermined retroactively on the basis of
cash holdings — means by counting the cash money

> Even the wallet of the businessman can be an open
cash regqister



Electronic cash reqister




Elecironic cash register

» Cash register system with a mechanical /
electronical recording of the business fransactions

» Data storage on the device — new versions with
data export option

» Amount of daily turnover on a daily receipt =
prinfout



K&C cash register system
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PC cash register system

» Modern cash register systems - store every single
transaction in a data collection log - even

program changes with
date/time/user...information

» Based on a standard operating system (e.g.
Windows or Linux)

> They work much like an normal computer



Electronic Cash Register and PC
Cash Register — Data system

>

Data storage based on idea of multiple database
sfructures

> All data stored in various different databases
> Journal, Articles, Users, Clients,...anything is

possible
challenge is to understand the structure



Electronic Cash Register and PC
Cash Register — Data system

» Essential for understanding “database
description” = explanafion of each field and
content

» Databases initially have 1o be linked to each
other

> Finally the result is the complete overview with
iInvestigation possibility



Elecironic Cash Register and PC
Cash Register — Data system

» Example of data base structure — different
datasets

Datei-Explorer

s [ < M m
Jesktop-Projekt

Name Datensdtze
~-B@ GeschaeftfallArtikel_12_12_18_09_4... 1.048.574
¥ Geschaeftsfall_12_12 18 09 43 24 218,107
¥ GeschaeftsfallZahlungen_12_12_18... 63.516
¥ Transaktion_12 12 18 09 43 23 239.020




eclronic Cash Register and PC

Home Daten

4 ARTICLE_NR ARTICLE QUANTITY |SINGLE_PRICE| TAX_RATE TAX_ID SIDE_DISH
i Beilage! i ! 0,00 ) | False

Beilagensalz | ) False
Tasse Kaffee Ha

Datensatze

GeschaeftfallArtikel 12 12 1 ’ 1.048.574
1I.12_12 18 0" 218.107
schaeftsfallZahlungen_12_12_18... 63.516

.
rs
i# Transaktion_12_12 18 09 43_23 239.020

False
False
False

False
T

oaco-dore-49U-dcoo-d 2
EIQEI'ISC|'I8|TEFI | 000160ad-a250-4a5d-b85e-fabaefc
i Feldstatistiken
i Abstimmsumme

i Kriterium 2 | : 5e0-690bab8a!
~ Ergebnisse 2 z 26-4ar2-b5e0-690bab8a’

v Indizes 31 0001869F-ec3c-408b-005c-20246(4d6cTa | 304  DubSpabbardid 1 40 820 i¢0 2 False




lectronic Cash Register and PC
ash Reaqister — Data system

» Example each dataset has a different structure

Datei-Ex p lorer Geschaeftsfall_12_12_18_09_43_24.l.
AMOUNT _NR CLERK_ID

Desktop-Projekt
Name ' Datensatze
T GeschaeftfallArtikel_12.12_18 09_4..  1.048.574 £rau Thislecks
" beschaettialiAl L"d; ‘; ‘a BT - ; . bbc090ee 87ad 46¢5 bdc9 cdag29ba0e . 7 a4, 0 Frau Thielecke
% Geschaeftsfall 12 12.18 0943 24 218107 446029112057 _48fb 8612.6c1dc75¢1910 | 01.01.2017 00-23 3 5 Frau Thielecke
GeschaeftsfallZahlungen_12_12_18...
T Transaktion_12_12_18_09_43_2:

w | =

o b

Frau Kaur
Frau Thielecke

Eigenschaften

Feldstatistiken 57893 adbc_46d6-a76 409 01 , g Frau Thielecke
Abstimmsumme 2301cfb8-8122-4349-9¢96-1229939ec 503 Frau

01.01.2017 0 ) B, ] | Frau Schuler




lectronic Cash Register and PC
ash Reaqister — Data system

» Example each dataset has a different structure
GeschaeftsfallZanlungen 12 12 18.. % [JNNEGINTNGE

PAYMENT_ID PAYMENT_TYPE
Bar

Datensatze
aeftfallArtikel_12_12_18_09_4.. 1.048.574
1_12_12_18.09_43_24 218.107
63.516
39.020

[S1=-N

(7]

eschaeftsfallZahlungen_12_12 18..
a9 Transaktion_12_12_18 09_43_23

=
£

0 o~

Feldstatis

Abstimmsumme

Kriterium




lecironic Cash Register and PC

Cash Register — Data system

» Example each dataset has a different structure

Datei-Explorer

Desktop-Projekt

Datensatze
1 L’J4q 57 4

5 Abstimmsumme
Kr

i = Ergebnisse

- Indizes

A=

IR

-aacb-4bb4-89cd-bdfaB9cdb1ab
23a154-be08-4368-810a-ee9756e9
bef71de0-9985

7ebel1abéb
ed4d6f066-ae7b-462e-8c19-a7f0f73f1ced
867007570

31-9490-4fb9-b749-b52f82762119

0d Q4f0 c406—4f8f—a6ba c!18(.8‘!()8dd8f

963fbead-71a0-4d5a-961d-fb6E872fd80a2

2016 12:42

1

en_12_12_1
NTYPE_ID

Transaktion_12_12_18_09_43_231MD _* [N

Bonieren
Bonieren
Bonieren

brechnen
Bonieren
Bonieren

Bonieren

ARA
RechnungZurtckholen
ARPreview

ARPreview

RechnungZuruckholen
Stornieren

Bonieren
brechnen
Abrechnen

Bonieren

TRANS, 1_NAME
Bonieren

H_REGISTER_ID

=
2
2
2




Electronic Cash Register and PC
Cash Register — Data system

>

YV YV YV V

Finally it is essential to understand the different
sefs

Prepare them to be able to link
Ability to explore the dataset
Focus on what would you like to check

Unnecessary data should be ignored but not
deleted | - maybe it is helpful in future checks




Other cash registers
Practical Exercise

» What other kind of “cash registers” do you know
or regarded as similar in your counftriese

o Coffee machine®¢
o Carwashing machinese

> Please explain why they are in your opinion also
regarded as cash registers! In class Discussion



Examples for manipulation

Manipulations are basically possible within all
elecironic data systems therefore also within

cash register systems



Examples for manipulation

Reversal / Cancellation functions (single reversal / final
reversal / master reversal)

- The cancel key cancels incorrect entries
Can be abused to reduce actual turnovers

Can be suppressed - cancellation is not visible on the
daily receipt

Especially the master reversal (often only used by the
owner after the daily closing of the business)



Examples for manipulation

Reversal / Cancellation functions

» Extract of journal data

Turnover of 1.214,26 € (various meals and drinks)

The sales were reversed at the end of the process

vV V YV V

Reversed sales are not included in the daily receipt

Extract shows the last sales entry on 29.12.2013 at 01:32 a.m.

<

REG 28.12.2013(So.
BEU. U4 MR
GASTRONOMIE

86X
GETRANKE DIVERS
GETRANKE DIVERS

MINERALWASSER
4X
GETRANKE DIVERS

2X
GETRANKE DIVERS
GASTRONOMIE
BIER -
3x
MINERALWASSER
10X
WE ISSWEIN
ROTWE IN
2%
GASTRONOMIE
2X
GASTRONOMIE
GASTRONOMIE
GASTRONOMIE
ox
MINERAL WASSER
GETRANKE DIVERS
GETRANKE DIVERS
GASTRONOMIE
CASTRONOMIE
GASTRONOMIE
GASTRONOMIE
2X
GASTRONOMIE
2X
GASTRONOMIE -
GASTRONOMIE . ~
GASTRONOMIE
GASTRONOMIE
GASTRONOMIE




Examples for manipulation

Training user generates turnover

» Almost every cash register has a training function

> Normally used to frain new operators

> Normal sales/revenues/turnovers can e disguised as
training sale

» Not visible on a daily receipt



B —
tuy i o — S
A

Uy, (Sebarbebdog

el

Faischenrechnung

Example for training modus

dpTelsalft o2
dgrlalscharie 0.25

Fefabscharle 0.4

» Invoice of a birthday party on 29.01.201 1

> Time of bill creation: 11:43 a.m.

> Total sales of 1.739,00 €

F1.Eintetel tr
| S|

» Operator number 8 1k 13,m

" Faa iU
LI ucHE _|;||_,J.|-.'-_1 20, 00

| , 1 739,00




Example for training modus

> Daily receipt 29.01.201 1

> Including sales/turnovers from
4:39 am. till 11:23 a.m.

> Total sales of 1.695,20 €

Il Daily turnover is lower than the
turnover of the previous bill !!!




N

xample for fraining modus

TEm  F M| FEER » Selection of Modus (normal or
training)

> Selection of operator

_ ) = @

LR i Lo L9

> Operator number 5 works in training
mode




xample for fraining modus

e Ee =g Tag : (7 Monat ¢ 03 Jahr : 204 Fr [ SREZAREERS D
_ _— __te T Wsaiz A Tagebredimumy fiir Restmirant
/| 375 -==== —====-= Gesamt T15ch_Unsatz é Unsalz in ¢ADs €R.ED L L
3 Huehnert].m. That Curry 680 10 X Unsatz in (Bos [L“ PEEEX M ]
1.1 Haie-ﬂeu_zsbler 0,51 . 3 T E—r
O drs I K P 1;”—’3-“"' Tisch_lnsatz S - 7 saz 17D

= S Davon 1 stz (.00
Ripdi 1w fuiebeln : stz Q00

Gasant Thsch_linsatz 58, Bar » 285 3 —
1 - ' o] Weaiz AL
Meissbier Duntel 0,5 2.8 : - - : V&3
Kindtl. Gong Bao firt

------------ Gesamt T1sch_lnsatz Euro-Lard = i i
314 (Cola Herzen 0,51 .60 8 8 - Uyea-Lard + 0 100
\ Schuetnet L. Chopsuey 650 8 8 - - aner.fx ¢ 0 100
. I K Gesant Tasch_Unsatz Al —— Sche . - mi
398 Weisshier Leichte 0,51 280 15 ;;:;f;g :Jl J]:[L:
Ente suess saver . .
-- ———-- Gesant Tisch_lnsatz 79,2
M0 Pils 0,3 4 B OB - - Kredit @ 0 10

LETATEEEET #1, 1 41 [Rild, 411, TRild. 41 BfER ., [FS01 GBLE, TRI11+0 3TFD!

» All operators work on normal mode
> Operator Number 1, 2 and 5 generate sales

> Total furnover amounts to 628,50 €




xample for fraining modus

T T £F EE TH e | Tap - 2 Monat - Jahr s 2004 Fo fm [ EREFERIRRE 3
ol m T-Hr.  5p_Nr.Sp_Nane fes. fbr.
: Unsatz ; 126,00
| ] ===== ====e== Gpsani Tisch_lnsatz 9¢. 00 --- R
3 tuehnerfl.n. Tha Curry 680 10 | - t"'”“ n Er_”: 126.00 P e [ Ak g
Mt Hefe-Hetssbier 0,5 280 (0 | - - nsatz 1n CBJ: (.00
== -=-=--= bpsan1 Tisch_linsatz M0 == —— —— | | Ursat z Eiﬂ.[[l
Pils 0,3 240 = = g bsaz 10
findf 1. v. 2utebel n &5 ™ A - - Davon - :-*53‘-3 H'[-::'
------- Gesam Tisch_linsatz llle=— — ——— . - \ salz U
Col 3 Heizen 0,5 260 8 - - Bar 12600 5 Wsaz 000
Schueinet [ Chopsuey 600 8 S
- = Gesam Tisch_lnsatz 92— — —— . A [ ShiEE ]
3 Pils 0,3 240 3 - Luro-Card : ( 0.00 m7<HIA [HEE
Vi sa :a*d : . U'[[j' Liefern lnsatz:
Aner.Ex. @ [ (.00
Scheck 3 ( 0.00
Sonsfige : [ (L0
Quittun q . 0,00
Kredit [ 0oy

EFRER 1, (4] s (B 11, (Bilds 4] [ESL) jEM, [Alt14P B+ L MIBRSERERSS, [114P) TER, [Esd iBH

» Operator Number 5 work on fraining mode
> Operator Number 1, 2 and 5 generate sales

» Total turnover amounts to 426,00 € - sales of Operator number 5 are declared



Examples for manipulation

Neqgative entries

» Eg Minus “-100 coca cola”

> Reduce turnover

> Reduce other data sefts

> Not visible on a daily receipt — only within single
fransactions



Examples for manipulation

Manipulation programs — Manipulation software

> ,Lapper

External Manipulation software that subsequently changes/zap sales
data of the cash register — e.g. 10/20/30/40% of turnover is zapped

> ,Phantomware

Already included/embedded manipulation program that replaces
higher-priced items with lower-priced items



Examples for manipulation

=, Statistik ]

Datei Daten

Manipulation programs — Zapper [

Kalender

Einkaufen  Ansehen  Ldschen Ubernahme

SE TOMATINAMD |

562| GERSTENSUPPE

545 PENNE KORBIS | a0/
514|PANNA COTTAWALD 2 400
451+ SAHNE




Examples for manipulation

....further simple manipulation possibilities..

o The entry of the tfurnover in the cash register is omitted
o Use of an equal second cash register its furnover is not declared

o Manipulation of the whole data of a electronic cash register by
using a computer — deleting/changing/manipulation of data sets



Challenges

» Detecting Manipulations
> Large amount of data
>

Practical Exercise ML

Discuss within your group (15 min)!

> What other challenges related to Money Laundring of
the usage of different types of cash registers can you
find/imagine/ you are faced with?

>
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