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Seizing Cryptocurrencies





• User convenience in your pocket

• Accessible anytime, anywhere

• Requires internet access only

• Custodial Wallet / Non-Custodial Wallet

• Private key present on device?

• Sometimes combinable with hardware wallet



• Wallet at an online exchange

• Private keys managed by exchange

• Whose crypto currency is it anyway?

• Note: often 2FA required for access

• Requirement for information/transfers

• Neat option: crypto currency freeze



• Offline storage private key (cold wallet)

• Protection against online attacks

• Four steps with a hardware wallet

1. The user initiates the cryptocurrency transaction

2. Transaction data is verified on the wallet

3. User signs the transaction with the private key

4. Software sends the transaction to the blockchain



• Offline storage for cryptocurrency

• Piece of paper with public/private key

• Easy to generate online yourself

• Example below from bitaddress.org



solar galaxy

island visa

brain nurse

tonight test

fashion brief

dry wood



• Also known as a seed, seed phrase or recovery phrase.

• Set of words for accessing a user's cryptocurrency.

• It is an important security measure in relation to cryptocurrency.

• It usually consists of a multiple of three (often 12 / 24) words.

• Word list of the BIP39 standard (Bitcoin Improvement Proposal 39).

• The words are used to generate the wallet's private key.



Careful! Co-conspirators that are abroad 
might have a copy of the mnemonic phrase!



Before we begin….



• During the search of the suspect's premises, QR codes containing phrases were found.

• It concerns 'SepoliaETH' as a crypto currency to be seized.

• This currency runs on 'testnet' (a blockchain where extensive testing can be done).

+ +









• Transactions of cryptocurrencies can be found on the blockchain.

• A blockchain explorer can be used to find transactions.

• For each currency, you can often find its own online blockchain explorer.

• Bitcoin: https://www.blockchain.com/

• Ethereum: https://etherscan.io/

• Tether (USDT): https://blockchair.com/tether

https://www.blockchain.com/
https://etherscan.io/
https://blockchair.com/tether




• Digital currencies that run on a blockchain.

• Usually built on an existing blockchain.

• Examples of tokens on Ethereum network:

• Chainlink (LINK)

• Compound (COMP)

• Tether (USDT)

• Uniswap (UNI)

• Aave (AAVE)



ETH balance?

or

Uniswap balance?



Seize the token first

Transaction fees for sending tokens are paid in ETH. If you transfer all the ETH first, you may 

not have ETH left to pay the token transfer transaction fee.

After that, confiscate the ETH

Once you have sent the token, you can transfer the remaining ETH amount to the 

prosecutor's wallet without worrying about having enough ETH for transaction fees (gas 

fee).



Check, check, double-check the transaction, because gone is gone!

A typo can inadvertently cause cryptocurrency to be “burned”

Always confiscate the token first and only then the main token.

Check carefully that you do not leave any crypto currency unintentionally in the wallet.

If the fee is too low, the transaction may get stuck or not be processed.

Always check (on the blockchain) if your transaction actually succeeded.

Do not use unreliable software/hardware for transferring.
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