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Mobile / Desktop wallet
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Exchange wallet
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Mobile / Desktop wallet

User convenience in your pocket
Accessible anytime, anywhere

Requires internet access only

Custodial Wallet / Non-Custodial Wallet
Private key present on device?

Sometimes combinable with hardware wallet
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Exchange wallet

 Wallet at an online exchange

Private keys managed by exchange

Whose crypto currency is it anyway?

Note: often 2FA required for access

Requirement for information/transfers

Neat option: crypto currency freeze
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Log in

Email/Phone number

or

Continue with Google

Continue with Apple

Create a Binance Account




Hardware wallet

Offline storage private key (cold wallet)
Protection against online attacks
Four steps with a hardware wallet
The user initiates the cryptocurrency transaction
Transaction data is verified on the wallet
User signs the transaction with the private Rey

Software sends the transaction to the blockchain
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Paper wallet

Offline storage for cryptocurrency
Piece of paper with public/private key
Easy to generate online yourself

Example below from bitaddress.org

Private Key:
KxGJzrlnhaUebbXLSMgxSD9UGcGKVh3tgRWd3GzAnkBhFwzACdLh
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Mnemonic wat?!

* Also known as a seed, seed phrase or recovery phrase.
* Set of words for accessing a user's cryptocurrency.

 Itisan important security measure in relation to cryptocurrency.

* It usually consists of a multiple of three (often 12 / 2gq) words.
* Word list of the BIP39 standard (Bitcoin Improvement Proposal 39).

 The words are used to generate the wallet's private key.



Careful! Co-conspirators that are abroad
might have a copy of the mnemonic phrase!




Before we begin....
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Confiscating SepoliakETH

* During the search of the suspect's premises, QR codes containing phrases were found.
* |t concerns 'SepoliakETH' as a crypto currency to be seized.

* This currency runs on 'testnet’ (a blockchain where extensive testing can be done).

+ O bitonic




Download MetaMask




Confiscate SepoliakETH




Select a network

9 Ethereum Main Network

G Linea Main Network

Show test networks ()

Sepolia

I_. Linea Goerli Test Network

L® Linea Sepolia

< Add Network >

«ll 7 I
< Default settings

MetaMask uses default settings to best balance
safety and ease of use. Change these settings to
further increase your privacy. Learn more about
privacy best practices.

Basic functionality ()

MetaMask offers basic features like token details and
gas settings through internet services. When you use
internet services, your IP address is shared, in this case
with MetaMask. This is just like when you visit any
website. MetaMask uses this data temporarily and
never sells your data. You can use a VPN or turn off
these services, but it may affect your MetaMask
experience, Read our Privacy policy to learn more.

Manage networks

We use Infura as our remote procedure call (RPC)
provider to offer the most reliable and private access
to Ethereum data we can. You can choose your own
RPC, but remember that any RPC will receive your IP
address and Ethereum wallet to make transactions.
Read our Privacy policy to learn more about how
Infura handles data.

Sepolia v

Sepolia v

~ Accountl

Address: 0xFOOb..E3BB @Y

Tokens

50

SepoliaETH
0.01 SEPOLIAETH

Don't see your token? Import tokens




Search for a transaction on the Blockchain

* Transactions of cryptocurrencies can be found on the blockchain.

» A blockchain explorer can be used to find transactions.

For each currency, you can often find its own online blockchain explorer.

Bitcoin: https://www.blockchain.com/

Ethereum: https://etherscan.io/

Tether (USDT): https://blockchair.com/tether



https://www.blockchain.com/
https://etherscan.io/
https://blockchair.com/tether
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Whatis a token?

 Digital currencies that run on a blockchain.
 Usually built on an existing blockchain.

e Examples of tokens on Ethereum network:

e Chainlink (LINK)

Compound (COMP)

Tether (USDT)

Uniswap (UNI)

Aave (AAVE)



Overview

ETH BALANCE
4 635ETH

ETH VALUE
S 2,403,204.45

TOKEN HOLDINGS

$786,722.44 (1 token)

Search for Token Name

ERC-20 Tokens (1)

o Uniswap (UNI)
81,864.97832898 UNI

v

§786,722.44
@9.61

What do you transfer first?

ETH balance?
or

Uniswap balance?



First consfiscate ETH or the token?

Seize the token first
Transaction fees for sending tokens are paid in ETH. If you transfer all the ETH first, you may

not have ETH left to pay the token transfer transaction fee.

After that, confiscate the ETH
Once you have sent the token, you can transfer the remaining ETH amount to the

prosecutor's wallet without worrying about having enough ETH for transaction fees (gas

fee).



_) Afterthoughts

Check, check, double-check the transaction, because gone is gone!

A typo can inadvertently cause cryptocurrency to be “burned”

Always confiscate the token first and only then the main token.

Check carefully that you do not leave any crypto currency unintentionally in the wallet.
If the fee is too low, the transaction may get stuck or not be processed.

Always check (on the blockchain) if your transaction actually succeeded.

Do not use unreliable software/hardware for transferring.
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