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AI-Systems
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New world of
Artificial

Intelligence (AI)
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AI-Systems

AI-Tools
Variants
of GPT´s

LLM Others

General overview

„Generative“ Artificial Intelligence

(„Gen“AI) can create: 

Texts

Pictures

Videos

Voice Cloning

Deepfakes

Coding
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Texts

With help from AI-Systems it is

possible to generate:

Text to Text

→ i.e. ChatGPT
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Images

GenAI can create different kinds of
pictures. 

→ Text to Picture

i.e. Midjourney or

thispersondoesnotexist.com
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Videos

GenAI can create:

→ Text to Video

i.e. OpenAI „Sora“
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Voice cloning

AI systems can generate

deceptively real

voices.

i.e.: Elevenlabs

OECD 31 MARCH - 4 APRIL 2025
Misuse of Technology in Financial Crimes  



Deepfake

Manipulation of images, 

videos and audio files

Live and on demand

i.e. HeyGen
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Coding

AI systems can

support coding and

already program independently.

Examples:
Website generation
Python support
GitHub
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Dark LLM´s
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Perpetrator perspective

Generative Artificial Intelligence Fraud 

(GenAI Fraud) describes the use of

generated texts, images, videos, voice

clones, deepfakes, coding

for criminal offenses.
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Examples
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AI-Systems as „Crime-as-a-Service“

Examples: 

WolfGPT, WormGPT,
FraudGPT, DarkBard
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Use of Dark LLM

Examples:

Professionel phishing Texts

Coding from Malware
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Further use for
criminal purposes

Instruction to make drugs

Instruction on how to get access to CSAM

Instruction and assistance to plan 

criminal offences
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Europol - EMPACT 
Operational Action 1.3

Action Leader: BKA
Division Cybercrime | Rieke und Jan

Co-Action Leader: USSS

Timeline 2024-2025

OECD 31 MARCH - 4 APRIL 2025
Misuse of Technology in Financial Crimes  



European Multidisciplinary Platform Against Criminal Threats

Operation Action 1.3 „Cybercrime in the Age of AI“
The alarming threat caused by the misuse of GPT and other AI-Systems
Action Leader: BKA
Co-Action Leader: United States Secret Service

Law Enforcement Agencies:
Austria, Cyprus, Czech Republic, Denmark, Europoean Commission, Europol, 
France, Finland, Greece, Great Britain, Hungary, Iceland, Japan, Malta, 
Netherlands, Poland, Portugal, Romania, Sweden, Switzerland, South Africa, 
Ukraine, US FBI, US Secret Service

Private Sector: 
Amazon, Google, Meta, Microsoft, OpenAI, Group-IB, 
Fraunhofer Institute, AIT – University Vienna
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Create synnergiesCollection of
information and 
ressources

Generate new
operative and 
investigative 
approaches

Establish
suistainable
network for
operative 
purposes

✓ Network → Operation

✓ Deconfliction
♺ Knowledge

hub

Targets
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Several meetings
in pipeline

CASE-STUDIES

First online meeting
OA 1.3 (LEA-Only)

End of survey

Online meeting to discuss
the results (LEA-Only)

Hybrid meeting at 
Microsoft HQ (Munich) with

Tech Industry and LEA

Hybrid* operational 
meeting for 2025 in 

Wiesbaden,GER(LEA-Only) 

Q1 – Q4 2025✓ 28.02.2024 ✓ 10.04.2024 ✓ 03.07.2024 06/07.08.2024 Q4/2024

Timeline OA 1.3
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Next

OECD 31 MARCH - 4 APRIL 2025
Misuse of Technology in Financial Crimes  



Challenges

Expected increase in GenAI Fraud:

Texts, images, videos, voice cloning or deepfakes

Discuss on how to detect the misuse AI-systems

Discuss dark LLMs and GenAI fraud further with

international partners
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Thank you! 

Rieke LABUTINA

CC21@bka.bund.de
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