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Law enforcement agencies in the Netherlands



Investigative areas FIOD

Money Laundering
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Tax fraud

Tax fraud

Precursors

The FIOD and digitalization

FIOD's areas of investigation include 
safeguarding the integrity of the 
financial and fiscal system and 
combating organized crime with a 
financial component, various forms of 
fraud, money laundering, 
infringement of intellectual property 
rights, trade in precursors, corruption 
and terrorist financing. The social 
trend of ever-increasing digitalization 
affects crime, thus also FIOD's task 
areas. Although the impact of 
technological developments on the 
different domains differ in scope, a 
common trend is visible: the 
involvement of "cyber" in financial-
economic and fiscal crime is growing 
and continues to grow.

See www.fiod.nl for more information 
on FIOD's task areas.

Real-estate fraud
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For some forms of financial-economic 
and fiscal crime, the cyber world offers 
new and great opportunities, such as tax 
evasion through sharing platforms, VAT 
fraud in e-commerce or money 
laundering constructions through crypto-
currencies. For other forms of crime, the 
impact is limited (at least as the picture 
currently stands), for example when it 
comes to corruption. 

The size of the sphere indicates the 
degree of influence of cybercrime on the 
task area. 
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Who are we? 



Combatting financial and tax crime with an advanced 
cybercomponent
• Financial Advanced Cyber Team (2016)

• Multidisciplinary team of 30 investigators

• Expertise center of the FIOD for financial cybercrime

3 clusters
• Technical experts 

• Investigations

• Knowledge

Who are we? FACT



FACT | Technical experts

Maintaining technical leading expertise

• 50% Criminal investigations

• 50% Research & Development

• Demixing

• Privacy coins

• New techniques

• New trends 



FACT | Investigations

• Investigate with impact and effect

• Focus on complex and innovative investigations

• Investigation of new phenomena









FACT | Knowledge sharing 1

Ad hoc 

Crypto academy / Crypto campus
Learning goals 

• Recognize cryptocurrencies early in the investigation

• Recognize traces of cryptocurrency during a search and act quickly

• Knowing who to call for seizure or deeper analysis

• Build confidence



FACT | Knowledge sharing 2

Cryptocurrency Expert Group /  Crypto coaches

• First line support 

• Knowledge collecting and sharing

• Keeping track of developments

• Support



FACT | Knowledge sharing 3



FACT | Collaboration

• International: Europol, FBI, IRS-CI, J5 

• Public-private partnerships

• Science: Research program with Technical University Delft

Seized data, used for empirical research

• How do criminal service providers operate?

• How can we assess dependencies and predict success?

• How can we effectively attribute and disrupt?



•What is money laundering?

• 3 Phases of money laundering

•Money laundering indicators

Money laundering



Concealing the origins of illegally obtained money or 

assets, making them appear legitimate

To avoid: 

- Detection

- Prosecution

- Confiscation

What is money laundering?



• Placement
=>Get the money into the financial system

• Layering
=> Reduce the traceability

• Integration
• => Disguise the origin and profit

3 Phases of money laundering



• Typology
• Based on experience

• FATF and FIU

•Generally known facts
• No evidence required

•Other indicators

Money laundering indicators



What is Fintech to you? 

Financial Technology and Money Laundering 

According to Google: 
Computer programs and other technology used to support or enable banking 
and financial services.

What does this mean? 



Fintech 

• Fintech refers to the integration of technology into 
offerings by financial services companies to 
improve their use and delivery to consumers.

• Companies in the finance industry that use fintech 
have expanded financial inclusion and use 
technology to cut down on operational costs. 

• Examples of fintech applications include payment 
apps, peer-to-peer (P2P) lending apps, investment 
apps, and crypto apps, among others.
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Some examples…
• Online gambling

• Peer to Peer networks

• Decentralized exchanges

• Centralized exchanges

• Swap services 

• Cross Chain Bridges

• NFT

• Crime as a service (KYC actors, AI, Deepfake, Legal 
Business structures LBS, OTF Token etc)

• Smart Contracts

• Online Banking 

• Mixers

• Embedded banking services (Klarna, Adyen etc)

• Virtual IBAN

24



Plastic Bag
Value: € 75.000

Papier
Value: € 1.579.052,16



solar galaxy

island visa

brain nurse

tonight test

fashion brief

dry wood



There are addresses on which you can receive cryptocurrency 
(public key). 
A private key is a ‘code’ which proofs that you are the owner of 
a adres 

For Bitcoin it looks like this:

→ Private Key: 
5HpHagT65TZzG1PH3CSu63k8DbpvD8s5ip4nEB3kEsreAnch
uDf 

→ Public Key: 
bc1q42lja79elem0anu8q8s3h2n687re9jax556pcc 

Wallets are a simple way to generate a interface for the private 
key.  

Mnemonic Phrase/Seed/Recovery Phrase



Mnemonic Phrase/Seed/Recovery Phrase

How does it work?  
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Questions?
FACT
E-mail: ffact@belastingdienst.nl 

http://www.fiod.nl/
mailto:ffact@belastingdienst.nl
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