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CONTEXT I

- Tax Auditor in Brazilian Tax Administration

- National Team For Tax Accountability and Combating Tax Fraud (ECOFF):
identification of beneficial ownership, asset search and asset liability (big debtors)

- National Team of Beneficial ownership: risk management regarding omissions
and false information provide by legal entities abou beneficial owner
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RELATIONSHIP OF INVESTIGATION AND
LITIGATION ESPECIALLY IN ASSET RECOVERY
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Relationship Graph
Deﬁm(;(’ies Use of network Science in tax auditing
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Building the Base of Relationship

Constru¢do da Base de Relacionamentos
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Relationship Graph

ID1, ID2
Type of

—> Relationship

and
Properties

Basis of Relationship Spreadsheet

Spreadsheet
relationships graph

How to create a relationship graph:

- Manual: individual inclusion or from data in a spreadsheet
- Automated: running a script

- Joining relationship bases

- Complementing the graph manually



A case that generated graph automation ideas

Introduction
Institution: Special Secretariat of the Federal Revenue of Brazil (RFB)

Projection: Tax Credit Guarantee

F)rigin.: f:ourt order asking for information about a big debtor . l‘. .
in Judicial Recovery process

- Anonymous report from a “desperate creditor” A
Crime: evidence of fraud against creditors P

There was no Inter-agency or international co-operation in the
elaboration of the information
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Simulation of Service Provision

- Cash outflows in anticipation of services that had not yet been performed
- Payments claimed as deduction for tax purposes
- Way to get money out of the company
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Asset Managemenl
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Consultancy The case

Big Debtor

&> Advance payments

partner

o Results (Justice Secret):

“‘Restaurant” /
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Incidental proceeding of disregarding of corporate entity
Freezing and seizing assets (shell companies)
Criminal repercussions (e.g., misrepresentation)

Reflections on the judicial recovery process

“EIP

Administrative Services

Married

__Electronic
/ judicial process
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Bl corporate data
I Accounting records
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-Eleclronic tax documents
I Asset data

-Bank information
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Constant Improvement Data Lake RFB

\ Automation of ideas
| “Script”
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“Circle of Trust”




5+ Script do ContAgil "GRAFO CIRCULO DE CONFIANCA"

Graph “Circle of Trust”

Geral CoAutores Dependéncias Externas

informacoes Gerais do Compartihamento

Script criado com base nas idéias /da Auditora Fiscal Katia Regina Gomes Gatti.
Base de Relacionamentos referente ao circulo de confianca do cpf indicado pelo

usuario, em uma lista.

Para cada CPF fornecido, busca-se no Cadastro CPF, nos cadastros auxiliares de
'Filho{a) ou Enteado(a)’,

- 'Irmad (o), Neto(a) ou Bisneto(a)"',

- 'Tutelado(a) ou Curatelado(a)’,

filiacao, nas DIRPF os relacionamentos, no E-Social, como:
s ?f}\
- 'Pai, Mae, AvO(0), Bisavo(0)',

- "Conjuge ou Companheiro(a)’,
- 'Scb a Guarda', a 03

- 16711015
Nome: GRAFO CIRCULO DE CONFIANCA
Versdo: 1.06
Complementaq:
cesereso | Script created based on ideas of Tax Auditor

N
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Projeto Importar Ferramentas Scripls Analise Contabil

Importar Abrir Grafico Plano de Contas Verificacoes

= ©J ContAgil - projeto MIXPLASTIC
ail - proj /.9%\

= & Servidor do ContAgil v
* Plugins (extensdes do ContAgil) b?/)s
= & Compartihamentos dos usuarios
| Scripts Compartilhados
) MAD's Compartihados
% Pedidos de Baixa de Arquivos
& Tabelas do Servidor
.} Scripts Executados no Servidor
'=* Grafos de Relacionamentos no Servidor
“% Administracdo do Servidor







Asset relationship
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Ranking Algorithms:
See what the human eyes is not
capable of. Mathematical models
revealing behaviors.
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| £ Ranking pelo critério Centralidade de Intermediagio

PP @ 4ol & e

Este & o resultado da aplicagio da técnica "Centralidade de Intermediacdo™ sobre o grafo de relacionamentos

"PONTUACAO' depende do critério utilizado. /ﬁﬂ\
o

Izl 1)
TIPO
PF 370.928,00000
PF 260.972,00000
PJ 234.264,00000
Pl 198.575,33333
PF 116.833,83333
king *F 115.265,33333
PF 105.783,62862
P 99.718,66667
Al PJ 95 979, 16667
g0 PF 90.670,14286
rith e 206 3333
PJ 78.826,00000
ms P 75.925,83333
P 74.323,37108
PF 72.489,00000
PF_ 70.042,40000
PF £0.875,00000
[PF 60.105,00000
Pl 57.929.50000
I Selegio 0,00000
Selecionar no Grafo Calcular Tamanhos das Imagens | Atribuir Propriedade com Pontuacéo




|dentification of a link between 3 companies that sell tires and
which are based in different cities and with different owners.




The licence plates of the vehicles that transported the products (eletronic invoices) are consulted in
the vehicle system. The icons are assigned according to the type of vehicle contained in the system

s
» 00 0
o .r‘:‘
— b,
e » O—0-°

ZaFs

% - -~
E‘ AT
fare
0L Ly,

_Jdl -
:’_-h = h \ L ".'4'.;1
€0
.L._ 5 L o
U225



Identified the plates informed in the invoices, the owners are identified in the Vehicle system. It is a
technique for identifying the beneficial ownership.
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Joing the two graphs: vehicles that distributed the products (invoices) and the current owner of the

vehicles in the system.
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MacAddress: computer that transmitted
statements and others documents
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Bank Branch and city where
taxes were collected

- , 3 Companies
H “:ga.r.'.a:uulF!ur-:mﬂ!Tm . based in 3
» . Agerea de Retallimanis ) ; diferente cities’
noo : AR | but collecting
taxes at the same
bank Branch in
- the city of the
-I:I . .
beneficiary owner
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Loan reported by individuals in their Income tax returns
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The graph can be built from a spreadsheet with thousands of lines. (1.525 linhas)
Graph about product code and description used by 3 diferente companies (ALFA,
BETA and GAMA) in their eletronic invoices:

Test to identify economic groups When there are coincidences

Legal | poduct - Op . -

Person | ToTHet Product Description erat Product Code and Description Invoice Value

Name | ©°de s
ALFA 000104 PNEU 21575 R17.,5 Sale (000104 PNEU 215-75 R17,5 7.451.061,79
BETA  |000104  |PNEU215-75R175 Sale [000104 PNEU 21575 R17.5 5.486.247,24
GAMA  |000039  |PNEU215-75R175 Sale [000039 PNEU 21575 R17,5 5029.938,06
ALFA 000073 PNEU 14.00x24 Sale (000073 PNEU 14.00x24 4.654.315,67
ALFA  [0000681  |PNEU 1000x20 Sale [0000681 PNEU 10.00x20 4455517 31
BETA  |000073  |PNEU 14.00x24 Sale [000073 PNEU 14.00x24 4.076.507,39
BETA  |0000681  [PNEU 10.00x20 Sale [0000681 PNEU 10.00x20 4.047.950,26
ALFA  [000074  |PNEU 17,5x25 Sale [000074 PNEU 17,5x25 3.960.768,24
GAMA 000003 PNEU 10.00x20 Sale (000003 PNEU 10.00x20 3.772.931,81
ALFA (000133 |PNEU 27580R225 Sale [000139 PNEU 275-80 R22,5 3.253530,07
ALFA  [000067  |PNEU 9.00x20 Sale |000067 PNEU 9.00x20 2:858.004,01
GAMA  |000008  |PNEU 14.00x24 Sale [000008 PNEU 14.00x24 2.793.150,30
BETA  |000139  |PNEU275-80R225 Sale [000139 PNEU 275-80 R22,5 2.477.337 67
BETA 000067 PNEU 9.00x20 Sale (000067 PNEU 9.00x20 2.379.157,38
BETA _ |000074  |PNEU17.5x25 Sale [000074 PNEU 17,5x25 2.367.051,46
GAMA  [000073  |PNEU 14.00x24 Sale [000073 PNEU 14.00x24 2314.431,18
GAMA 000002 PNEU 9.00x20 Sale (000002 PNEU 9.00x20 2.136.889,26




ID 1 Type

of
Relat

ions
Relatorio N hip 7
X' 1 Legal Person Name x 1 ﬁ.\ / X | 1 Product Code and Description X 1 Invoice Value SOMA

ALFA SALE \/ 000017 PNEU 18.4X30 7.999 60
ALFA SALE 000022 PNEU 175-7T0 R14 3.574,56
ALFA SALE 000031 PNEU 225-70 R15 1.014,06
ALFA SALE 000036 PNEU 205-75 R16 4.020,00
_ALFA SALE 000040 CAMARA DE AR 7.50X16 167 40
_ALFA SALE 000047 CAMARA DE AR FR-15 87,00
ALFA SALE 000064 PROTETOR ARO 24 200,00
ALFA SALE 000066 PNEU 7.50X16 1.289.800,09
ALFA SALE 000067 PNEU 9.00X20 2.858.004,01
ALFA SALE 0000681 PNEU 10.00X20 4 455517 31
ALFA SALE 000069 PNEU 10.00 R20 433.99252
ALFA SALE 000070 PNEU 11.00X22 203.231,58
ALFA SALE 000071 PNEU 11.00 R22 32.310,00
ALFA SALE 000072 PNEU 13.00X24 1.018.858 44
4AlLFA SALE NONNZI PNELL14 D0X24 . ARS4 115 K7,

Selegao
Geral 150.532.891,389



Possibility of including fotos of establishments or of people
(obs: fictional illustration)
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Ungrouping




@ Diagrama de Venn sobre relacionamentos —

Diagrama de Venn sobre Relacionamentos
Clique sobre um numero para visualizar a relacao de entidades correspondente

GAMA

ALFA BETA
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Reverse engineering: we can also
identify in ContAgil (Big Data) "who
else?" reports these codes and

:vii]

I?I A >\ product descriptions when issuing
(2 electronic invoices in Brazil, in order to

identify other companies involved.

TIPO

| |GENERICA 000022 PNEU 175-70 R14

. \GENERICA 000054 PROTETOR ARD 24

| |GENERICA 0000681 PNEU 10.00X20

| |GENERICA, 000069 PNEU 10.00 R20
GENERICA, 000070 PNEU 11.00X22

| |(GENERICA, 000071 PNEU 11.00 R22

| |GENERICA 000072 PNEU 13.00X24

| (GENERICA, 000073 PNEU 14.00X24

. |{GENERICA 000085 PNEU 175-70 R13

| |{GENERICA 000086 PNEU 185-70 R13
GENERICA, 000087 PNEU 175-70 R14

| |GENERICA, 000083 PNEU 18560 R14
GENERICA, 000089 PNEU 18565 R14

| |GENERICA 000092 PNEU 195-55 R15
GENERICA, 000093 PNEU 19560 R15
GFNFRICA n0anNas PNFLI 205-70 R15

O
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TIPO D

GENERICA 000022 PNEU 175-Y0 R14
GENERICA 000064 PROTETOR ARO 24
GENERICA 0000681 PNEU 10.00X20
GENERICA 000069 PNEU 10.00 R20
GENERICA 000070 PNEU 11.00X22
GENERICA 000071 PNEU 11.00 R22
GENERICA 000072 PNEU 13.00X24
GENERICA 000073 PNEU 14.00X24
GENERICA 000035 PNEU 175-Y0 R13
GENERICA 000086 PNEU 185-Y0 R13
GENERICA 000087 PNEU 175-70 R14
GENERICA 000038 PNEU 18560 R14
GENERICA 000039 PNEU 18565 R14
GENERICA 000092 PNEU 195-55 R15
GENERICA 000093 PNEU 19560 R15

GFNFRICA

000n09s PNFLI 205-70 R15

Suppliers and

Clients

Second Level
Domain

Colunas:

Linhas:




Script that generates graph to identify fraud (interposed

individuals (Orange) and shell companies, based in a score

system

Relatorio
Risco Porcentual de P12 - Baixo Valor de
Total de Pontos de Interposicao de PF no P02 - Poucas DIRPF P03 - Situacao Bens Menos Dividas na P15 - Ent‘?erecn P14 - Recebin
| T/Nome || Indicios de Interposicao | X| I QSA ou como %| 1 P01 - CPF Tardio SOMA | | T entregue nos ultimos 5 | X| § Cadastral nao Regular | X| I |DIRPF - Soma i culn'[paiwel i | 1| Auxilio Emerg
de PF SOMA Responsavel pela PJ anos SOMA SOMA Contribuinte & Conjuge Participacao em PJ SOMA
SOMA SOMA grande SOMA
OAQUIM J... 8,00 99,00% 1,00 2,00 0,00 1,00 0,00
‘LAUDETE ... 8,00 99,00% 0,00 2,00 0,00 1,00 0,00
(EISSE KEL... 8,00 99,00% 0,00 2,00 0,00 1,00 0,00
TAILTON HE... 8,00 99,00% 0,00 2,00 0,00 1,00 0,00
ALDO NON... 7,00 84,30% 0,00 2,00 0,00 1,00 0,00
JRTENCIO J;.. 7,00 34,30% 0,00 2,00 0,00 1,00 0,00
Selegao
Geral 119,00 1.388,36% 1,00 34,00 0,00 18,00 1,00
< >

Quantidade de linhas listadas: 20 Quantidade de linhas selecionadas:

existence of a hidden beneficial ownership

The existence of probable “oranges” in the graph reinforces the evidence of fraud and the



“ORANGE CATHC” SCRIPT ?‘}

From 2 companies informed for the script, the following graph was generated, in an
approximate execution time of 20 minutes






Icon size proportional to
the metric found

Automatic
assigment of
icons according
to the
registration
status or the
score obtained



Reverse engineering: we can
also identify in ContAgil (Big
Data) "who else?” presente
similar data

Identification of coincidences: servisse providers,
. registration data, customers and supliers, Vehicle that
e transported the products sold.



Companies with address abroad
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Challenges

“There is no favorable wind for those who don’t
know where are going”
(Séneca, Séc. |)

- Working with a lot of data and information
- Validate and confirm the evidence
- Identify the role of each entity and apply

" o appropriate accountability
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OPERACAO “SUCATA”

Operation “Scrap”
Inter-agency

Recerta Federal Procuradoria-Geral

da Fazenda Nacional
ECO)
2FF



ECOFF

COMBATE A SONEGACAO v\

OPERACAO SUCATA - Receita Federal, Policia Federal .
Procuradoria Geral da Fazenda Nacional combatem sonegacao
fiscal praticada por grupo economico

A acado conjunta tem como alvo um grupo empresarial que deve mais de 5 bilhtes de reais a Unido Federal decorrentes de autuacdes
tributarias.

Publicado em 18/10/2023 08h52  Atualizado em 18/10/2023 09h01 Compartihe:. £ X In © @

OPERACAO SUCATA - Receita Federal, Policia Federal e Procuradoria Geral da Fazenda Nacional combatem
sonegacao fiscal praticada por grupo econdmico — Receita Federal (www.gov.br)



https://www.gov.br/receitafederal/pt-br/assuntos/noticias/2023/outubro/operacao-sucata-receita-federal-policia-federal-e-procuradoria-geral-da-fazenda-nacional-combatem-sonegacao-fiscal-praticado-por-grupo-economico
https://www.gov.br/receitafederal/pt-br/assuntos/noticias/2023/outubro/operacao-sucata-receita-federal-policia-federal-e-procuradoria-geral-da-fazenda-nacional-combatem-sonegacao-fiscal-praticado-por-grupo-economico

OPERACAD PF

PF e Receita Federal combatem sonegacao de impostos e lavagem
de dinheiro

A acao mira um grupo de empresarios que deve mais de RS 5 bilhdes em impostos. Eles tambeém s8o alvos de bloqueio judicial de
diversos bens. como veiculos de luxo e um iate avaliado em RS 14 milhoes.
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R io de Janeiro/RJ - Ma manha desta quarta-feira, 1810, a Policia Federal deflagrou a Operacao Sucata. em conjunto com a Receita Federal. tendo
ome alvo um grupo empresarial gue deve mais de R 5 bilhdes em tributos a Unia



Operagao “Sucata” ECCFF

* The operation originated from criminal news sent by the Federal Revenue,
which pointed out that the group of businessmen created more than 50
companies - most of them “ghost” - to circumvent the payment of taxes.
They still used “oranges” to avoid being held responsible for tax debts.

* Simultaneously with the outbreak, a court decision obtained by the
Attorney General's Office of the National Treasury determined the
freezing of all the business group's assets to ensure payment of the tax
debt. Among the assets that will be made legally unavailable are more
than 40 properties, valued at around RS38 million; more than 120
vehicles, including luxury cars; a yacht valued at R$14 million; and money
deposited in bank accounts belonging to those involved, yet to be
quantified.

https://www.gov.br/pf/pt-br/assuntos/noticias/2023/10/pf-e-receita-federal-combatem-sonegacao-de-impostos-e-
lavagem-de-dinheiro



ECCFF

Thank you!

Katia Regina Gomes Gatti
Tax Auditor

October, 2023
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