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LET’S BREAK 
OUT!



All groups:

What do 
think of if
you think
about crypto 
assets?

What is 
your

experience
with

crypto 
assets?



Financial investigations?

IT’S ALL ABOUT THE MONEY!



Hot news!

17,38 %

Journalists from De Tijd, Knack and Le Soir were part of the journalists researching the 
documents. Belgium appeared 365 times in the 2,100 leaked documents. The four major 
Belgian banks, ING, KBC, Belfius and BNP Paribas Fortis, were featured. In one case, 
half a billion dollars was transferred in one go from a Belgian bank account to a letterbox 
company in the British Virgin Islands.  ING Belgium in particular turned out to be a pivot 
in the suspicious cash flows through its correspondent banking services and former branch 
office in Geneva. The bank appeared to be involved in almost half of the reports in which 
Belgium occurs. 

Belgium appeared 365 times in the 2,100 leaked 
documents. 



Basic Wire Transfer

Originating 
Bank

Beneficiary 
Bank

Intermediary 
Bank

Originator Beneficiary



Basic Wire Transfer

Multiple Intermediaries

KBC-
bank 

Belgium 
in USD

JP 
Morgan 
in the
USA

FEDERAL 
RESERVE 

BANK 
USA

City 
Bank in 
the USA

ING-bank 
Belgium in 

USD



Basic Wire Transfer

Multiple 
Institutions



Criminal Funds Flow



TXN Date Base Amount Originator Name Originator 
Account ID

Originator 
Address 
Street

Originator 
Address 

City

Originator 
Country 

Code

Originator's Bank 
Name

Beneficiary 
Name

Beneficiary 
Account ID

Beneficiary's Bank 
Name

Bank to Bank 
Instructions

TRXN_EXCTN_DTTRXN_BASE_AM SCND_ORIG_NM SCND_ORIG_ACCT_IDSCND_ORIG_ADDR_STRT_LINE2_TXSCND_ORIG_ADDR_CITY_NMSCND_ORIG_ADDR_CNTRY_CDORIG_NM SCND_BENEF_NMSCND_BENEF_ACCT_IDBENEF_NM BANK_TO_BANK
15-Jun-07 $29,973.02 Chester Chan 12345 Suite 4 Chen BldgBEIJING CN BANK OF CHINA Bad Guy 74310753794 BANK INDONESIA FOR LIVING COST
29-Oct-10 $100,950.00 Desert Heat 21296-00 PO Box 89 SANAA YE UNITED ARAB BANK Bad Guy 1001565223 COOPERATIVE BANK Consulting Fee
18-May-09 $10,000.00 Bad Guy ad67898 7th Avenue, #456LAGOS NG ECOBANK NIGERIA NewCo Ltd sdrea JPMORGAN CHASE Invoice 23423425
1-Sep-10 $69,001.94 Bad Guy 12345678 7th Avenue, #456SHARJAH AE UNITED ARAB BANK Bobs Boats HY98036 UBS BANK Electronic Goods
1-Oct-10 $100,950.00 Bad Guy 876543456 7th Avenue, #456SHARJAH AE UNITED ARAB BANK Bobs Boats HY98036 UBS BANK Trade Goods

30-Aug-10 $1,400,000.00 DW82902652543 Bad Guy 6 Maple Ave CALGARY CA TD BANK Bobs Boats LB20005600 BANK AUDI S.A.L Investments
30-Jan-13 $40,000.00 Muhammad Ali 678946 21 Safari WayKANO NG FIDELITY BANK ABC Corp 053-05533 HSBC HONG KONG B/O Jessie James 



Hot news!

In one case, half a billion dollars was transferred 
in one go from a Belgian bank account to a 
letterbox company in the British Virgin Islands.

500,000,000.00 $



LAW ENFORCEMENT & BANK 
COLLABORATION

• WHO TO SERVE & WITH WHAT (MLATS; EGMONT; INTERPOL; 
SUBPOENAS)

• WHO IN THE US? (FED, CHIPS)

• EACH BANK IS DIFFERENT

• BANK SAR FILING

• ASSET SEIZURE ORDERS



What…is a Cryptocurrency?

• Cryptocurrency (or Cryptoasset) are a type of virtual currency or alternative currency
designed to work as a medium of exchange within certain communities.

• A cryptocurrency uses cryptography to secure transactions, control the creation of 
additional units, and verify the transfer of assets.

• Cryptocurrencies mainly use decentralised control
- No single point of contact
- No regulatory body 

• The decentralised control of each cryptocurrency works through distrubuted ledger
technology, typically a blockchain, that serves as a public financial transaction 
database.









What…is a Cryptocurrency?

• Over 10,000 available

• Different uses

• Different features

• Total market capitalisation and tranding volume is enormous



What…is a Cryptocurrency?



May 8th 2021



July 26th 2021



July 19th 2023



CRYPTOCURRENCY 
RATES LIVE

https://coinmarketcap.com/

https://coinmarketcap.com/


FATF Definition of Virtual 
currencies/Cryptocurrencies

Financial Action Task Force definition:

“Virtual currency is a digital representation of value that can be digitally traded and functions as:
(1) A medium of exchange; and/or
(2) A unit of account; and/or
(3) A store of value, bud does not have legal tender status (i.e., when tendered to a creditor, is a valid and legal offer of 

payment) in any jurisdiction.  It is not issued nor guaranteed by any jurisdiction, and fulfils the above functions only by
agreement within the communtity of users of the virtual currency”

Key Points:
• Decentralized – No central agency to approach for information on users
• Peer to Peer – controlled by the invested community
• Issued through providing resources to the network – This helps to verify transactions and provide security.
• Value is based on supply & demand, the economic policy or desire to invest in the technology on offer.

In its most recent updat to the guidance the FATF also defined some cryptocurrencies are “virtual assest” which they defined as:
“A virtual asset is a digital representation of value that can be digitally traded, or transferred, and can be used for payment or 
investment purposes.  Virtual assets do not include digital representations of fiat currencies, securities and other financial assets 
that are already coverd elswhere in the FATF Recommomendations.”



Where… did they come from?
A brief hisory

• 1992 – Cypherpunks

• A cypherpunk is any activist advocating widespread use of strong 
cryptography and privacy-anhancing technologies as a route to
social and political change.

• “Privacy is necessary for an open society in the electronic age… We 
are defending our privacy with cryptography…and with electronic
money”.

(Eric Hughes, ‘A Cypherpunk Manifesto, 1993)



Where… did they come from?

Electronic money:

1) Conventient

2) Untraceable

3) Liberated from the oversight of governments and banks



How does a normal card payment work?

• I present my debit card at the hotel to pay my bill.
• The card reader communicates with the hotels bank via a merchant

acquirer.
• The hotel’s bank communicates with my bank via another merchant

acquirer.
• My bank pays the hotel’s bank via the second merchant acquirer.
• The hotel’s bank confirms receipt of payment via the origanl

merchant acquirer.
• Payment is approved by the hotel card reader.
• The transaction involves the hotel, two banks, and two merchant

acquirer services.
• Fees are extracted by each bank and merchant acquirer and often

the retailer.  

1
2
3
4
5

5



How does a Bitcoin transaction operate?

• I present the app on my phone or other device to the retailer.
• The retailer’s Bitcoin app checks my Bitcoin wallet via the blockchain.
• The Bitcoin is transferred from my wallet to the retailer’s wallet via 

the blockchain.
• The transaction is recorded publicly on the blockchain.
• The transaction involves me, the retailer and the Blockchain.
• No fees are extracted therefore, no one profits other than the

retailer.

1
2
3

1



TRANSACTIONS
• In simple terms the transfer of bitcoin from one address to another.  More precisely a transaction is a signed date structure

expressing a transfer of value.  Transactions are transmitted over the bitcoin network, controlled by miners, and included in 
blocks, made permanent on the blockchain.

• Each transaction has two sides, inputs and outputs.  
• The inputs show the amount being sent and what sender addressed are involved.  
• The outputs show the amount of bitcoin being credited and the recipients address.

• Importantly the inputs and outputs do not necessarily add up to the same amount. 
• This is because there is a fee to pay for including a transaction in a block.  As outlined computational power and energy is 

consumed when a block is mined.  The fee provides some compensation for those carrying out the mining activity.



MINING

• In the previous slide we have looked at the concept of a blockchain.  This is the public ledger of all transactions which
everyone in the Bitcoin network accepts as the authoritative record of ownership.

• How though can everyone agree on this record without having to trust anyone else? 
• How can the record withstand attack from dishonest or malicious parties? 

• Bitcoin looks to solve this by creating what is essentially a lottery in which the winner gets to include transactions in the
ledger (blockchain).

• Importantly though the financial incentives of this process encourages honest behaviour from the participants.

• There is a cost to entering the lottery as generating the winning numbers is a random process which requires computer 
processing power.  Generating this power costs the participants in electricity expended.



MINING
ICELAND WILL USE MORE ELECTRICITY MINING 
BITCOINS THAN POWERING IST HOMES IN 2018



MINING

The University of 
Cambridge's online 

tool estimates 
Bitcoin's annual 

electricity 
consumption is more 

than The 
Netherlands, United 
Arab Emirates and 

Argentina

https://digiconomist.net/bitcoin-energy-consumption

https://digiconomist.net/bitcoin-energy-consumption


MINING

• The winner of the lottery gets to mint a number of new bitcoins and claim the transaction fees (coinbase transaction) for
the ledger entry they have created (a block).  

• However they cannot claim this reward until a timelock has passed.
• In the meantime if any node rejects any of the transactions in the ledger entry (block) because the rules have not been 

followed the winner loses their reward.

• As a result of dishonest behaviour has serious economic costs for participants.  Further to this the ongoing success of the
network provides participants with the opportunity of long term rewards through th asset appreciating in value.

• Dishonest behaviour would have a high risk of undermining the value of the asset and reducing the long term 
opportunities through loss of confidence in the protocol.

• Participants are called miners, the lottery process is called mining and the concept behind it is proof of work.  Miners
can also be nodes on the network.



PROOF OF WORK EXPLAINED





Blockchain hashing?!



Blockchain hashing?!



Blockchain explained!



https://txstreets.com/v/eth-btc

https://bitnodes.io/nodes/live-map/

https://bitnodes.io/



Ethereum's current energy expenditure with proof-of-work is too 
high and difficult to maintain. Solving energy expenditure 
without sacrificing security and decentralization is a major 
technical challenge and has been a focus of research and 
development for years.

A greener future for Ethereum is already being built in the 
form of a proof-of-stake (PoS) chain.





Proof-of-Stake (PoS) is a consensus mechanism used in blockchain 
networks to achieve distributed consensus and validate transactions. 
In contrast to Proof-of-Work (PoW), which relies on miners solving 
complex mathematical problems to validate transactions and create 
new blocks, PoS operates on a different principle.



In a PoS system, validators, 
also known as "forgers" or 
"stakers," are chosen to 
create new blocks and 
validate transactions 
based on the amount of 
cryptocurrency they hold 
and are willing to "stake" 
as collateral. The more 
cryptocurrency a 
participant is willing to 
lock up as collateral, the 
higher the chances they 
have to be chosen as the 
next validator to create a 
new block.



Here are the key features of Proof-of-Stake:

1.Staking: Participants in the network are required to lock up a certain amount 
of cryptocurrency as collateral to become eligible for block validation.

2.Random Selection: Validators are chosen to create new blocks in a 
deterministic or pseudo-random manner, typically based on factors like the 
amount of cryptocurrency staked and the length of time it has been staked.

3.Security: PoS is designed to be more energy-efficient compared to PoW, as it 
doesn't involve the intensive computational work seen in mining. The security of 
the network is theoretically tied to the economic incentives of validators, as they 
have a stake in the network's well-being.

4.Block Validation: Validators take turns proposing and validating new blocks. 
If a validator acts maliciously, for example, by attempting to double-spend or 
validate fraudulent transactions, they risk losing their staked cryptocurrency.



Public key vs Private key!

A public key allows you to receive 
cryptocurrency transactions.

It's a cryptographic code that's paired 
to a private key. 

While anyone can send transactions to the 
public key, you need the private key to 
“unlock” them and prove that you are the 
owner of the cryptocurrency received in the 
transaction.



Custodial vs non-custodial wallets!

A custodial wallet is a wallet in 
which a third party (usually a crypto 
exchange) is responsible for 
managing your private keys.

Instead of having custodial access to 
your funds, a service provider gets 
complete control of your money. 
Users rely on custodial wallets 
because managing private keys is 
not an easy task.

Custodial wallet Non-custodial wallet
A non-custodial wallet is a wallet in which you 
are responsible for storing and managing your 
private keys.

Instead of third parties like crypto exchanges 
having custodial access, you have full control 
over your digital assets.



質問はありますか？

؟ةلئساةیأكانھلھ

有没有问题？

!या कोई सवाल ह+?

Sorularınız var mı?

มีคาํถามหรือไม่?

Savollar bormi?

េត#$នសំណួរេទ?

Adakah terdapat sebarang soalan?

Apakah ada pertanyaan?



Why do people use it?

• Spend it:
In 2010, 10.000 bitcoins were used to buy 2 pizza’s
• Value determined
• No bank needed
• No 3rd party needed

• Darkweb market places



Why do people use it?



How does it work?

Indicators:

• Mobile Apps

• Browser history

• Hardware wallets

• ToR Browser



How does it work?

Hardware wallets:

• Keep Key

• Ledger

• Nano

• Trezor



How does it work?
Mobile wallets



How does it work?

Mobile wallets



How does it work?

Paper wallets

• QR codes
• Private key or
• Public key



How does it work?

Recovery seeds

• 12, 18 or 24 random words



How does it work?
Recovery seeds

The wallet.dat file 
contains your private 
keys, public keys, scripts 
(which correspond to 
addresses), key 
metadata (e.g. labels), 
and the transactions 
related to your wallet. If 
you have an HD wallet, 
it also includes the HD 
seed and the derivation 
paths for each private 
key. 



How does it work?
Recovery seeds

• www.privatekeys.pw
• www.privatekeys.space







How does it work?
People horrified by story of man who lost 
password to $220m worth of bitcoin: ‘Panic 
inducing to read’
Hundreds of people are commiserating with a man who has lost his 
password for accessing his 7,002 bitcoin, worth about $220m, and has 
just two attempts left before he is locked out forever.
Speaking to The New York Times, Stefan Thomas, a German programmer 
living in California, revealed that he was gifted the bitcoin, which has 
fluctuated in value over the years before recently surging, as a reward 
for making an animated video about bitcoin in 2011.
According to Thomas, he lost the password to his IronKey, an encrypted 
hard drive that holds the keys to his digital wallet, the same year.
Since then, Thomas told the outlet he has tried eight variations of his 
commonly used passwords in an attempt to gain access to his IronKey.
Unfortunately, his chances are running out, as IronKey only allows users 
10 attempts before it “seizes up and encrypts its contents forever,” The 
Times notes.

Bitcoin is also unable to help, as 
it does not store passwords, but 
rather grants individuals who 
buy bitcoin a private key to 
their digital wallet - which only 
they have access to.

https://www.independent.co.uk/topic/bitcoin
https://www.nytimes.com/2021/01/12/technology/bitcoin-passwords-wallets-fortunes.html
https://www.independent.co.uk/life-style/gadgets-and-tech/cryptocurrency-bitcoin-price-us-b1783748.html


What…is a Cryptocurrency?

• Cryptocurrency (or Cryptoasset) are a type of virtual currency or alternative currency
designed to work as a medium of exchange within certain communities.

• A cryptocurrency uses cryptography to secure transactions, control the creation of 
additional units, and verify the transfer of assets.

• Cryptocurrencies mainly use decentralised control
- No single point of contact
- No regulatory body 

• The decentralised control of each cryptocurrency works through distrubuted ledger
technology, typically a blockchain, that serves as a public financial transaction 
database.



How does it work?

Indicators:

• Mobile Apps

• Browser history

• Hardware wallets

• ToR Browser



LET’S BREAK 
OUT!



All groups: What item(s) would be of interest to your investigation?
Why are they interesting?

Take a closer look at the crime scene photos!



How does it work?

Receipts

• ATM receipts:
• How much deposited
• The type of crypto
• Destination



Cryptocurrency and illicit finances

Typology 1

Prepaid cards:

• Exchange crypto for fiat currency
• Load fiat currency onto card
• Spend fiat currency using card, or withdraw cash at ATM



Cryptocurrency and illicit finances

Typology 2

CATMs (Cryptocurrency ATMs):

• Mostly cash only

• Independent Supermarkets
• Takeaways
• Gas stations

• AML controls?



//coinatmradar.com

Cryptocurrency and illicit finances
Typology 2

CATMs (Cryptocurrency ATMs):



//coinatmradar.com

Cryptocurrency and illicit finances
Typology 2
CATMs (Cryptocurrency ATMs):



//coinatmradar.com

Cryptocurrency and illicit finances
Typology 2
CATMs (Cryptocurrency ATMs):



//coinatmradar.com

Cryptocurrency and illicit finances
Typology 2
CATMs (Cryptocurrency ATMs):



//coinatmradar.com

Cryptocurrency and illicit finances
Typology 2
CATMs (Cryptocurrency ATMs):



//coinatmradar.com

Cryptocurrency and illicit finances
Typology 2
CATMs (Cryptocurrency ATMs):



//coinatmradar.com

Cryptocurrency and illicit finances
CATMs (Cryptocurrency ATMs)

Cash in!

Scan QR-code

Enter hardware

wallet



//coinatmradar.com

Cryptocurrency and illicit finances
Typology 2
CATMs (Cryptocurrency ATMs):



Cryptocurrency and illicit finances



Cryptocurrency and illicit finances



//coinatmradar.com

Cryptocurrency and illicit finances
CATMs (Cryptocurrency ATMs)

Cash in!

Scan QR-code

Enter hardware

wallet



//coinatmradar.com

Cryptocurrency and illicit finances



//coinatmradar.com

Cryptocurrency and illicit finances
Typology 2
CATMs (Cryptocurrency ATMs)

In the vicinity of an investigator’s home.



//coinatmradar.com

Cryptocurrency and illicit finances
Typology 2
CATMs (Cryptocurrency ATMs)

In the vicinity of an investigator’s home.



Cryptocurrency and illicit finances



Cryptocurrency and illicit finances



Cryptocurrency and illicit finances



Cryptocurrency and illicit finances
Typology 3
Peer to peer exchange

• Worldwide Brokers – contact via websites
• Buy or Sell

• Range of payment methods:
• Bank transfer
• Amazon gift cards
• Cash







Typology 4:
Cryptocards:

Cryptocurrency and illicit finances



Cryptocurrency and illicit finances

Typology 4:
Cryptocards:



Cryptocurrency and illicit finances

Typology 4:
Cryptocards:

Advanced Cash Limited is a licensed payment service provider authorized by 
the Belize Financial Services Commission (FSC), licenses MT 000107/97, PPS 
000107/98.



Cryptocurrency and illicit finances

Typology 4:
Cryptocards:

Advanced Cash Limited is a licensed payment service provider authorized by 
the Belize Financial Services Commission (FSC), licenses MT 000107/97, PPS 
000107/98.



Cryptocurrency and illicit finances

Typology 4:
Cryptocards:

Virtual credit cards - Prepaid Visa and Masterсard (ezzocard.com)

https://ezzocard.com/


Cryptocurrency and illicit finances

Typology 4:
Binance (debit) Card

What can you do with a Binance Card?

The Binance Card is a Visa Card that you can use for payments worldwide, both online and at 
physical locations. This is a debit card, which means that you can only spend to the extent that your 
balance is sufficient. The card is released through the world's largest crypto trading platform: 
Binance. They have their own cryptocurrency, namely the Binance Coin (abbreviation: BNB).

Cashback:

The main advantage of the Binance Card is the cashback you get when you make payments with the 
card. The cashback depends on the amount of BNB (Binance's cryptocoin) you have in your account.

Do you already have Bitcoin (BTC), Ethereum (ETH) or another crypto at Binance? Then it is also
possible to pay directly from your pay-wallet. You do pay a small surcharge.



LET’S BREAK 
OUT!



Group 1 & 2: You’ve got 1.000.000.000,00 JPY in cash, the profits of you selling narcotics.

How would you launder your dirty money, using crypto’s?

Group 3 & 4: You’ve got 1.000,000.000,00 JPY dirty money in a Swiss bank account, the results of 
tax crimes.



Benefits to criminals

• Accounts can’t be frozen if identified

• Exchanges without KYC (know your customer)

• Limited law enforcement skillset

• Decentralised nature avoids reporting mechanisms

• Bitcoin ATM’s and smurfing



Benefits to criminals
• Pseudo-anonymous nature of crypto

• Easy to carry and store

• Availability of additional layers of anonymity mixer/coinjoin

• Privacy coins

• Easy to move internationally

• Bitcoin traders – no central party



TAX EVASION

• There is certainly the potential for individuals to use cryptocurrency as a means of hiding assets to avoid paying tax.  
Enforcement agencies are behind the curve currently on how to tackle this issue.  The IRS in the USA have taken to
demanding records from exchanges to identify users.  Others are still uncertain on what constitutes a taxable event and
what doesn’t.

• The main issue for agencies is identifying who owns cryptocurrency assets and what action they are taking with them.  
Protocols with a strong stance on privacy make this very difficult and savvy users could look to take advantage of this.

• The problem for users is turning assets into cryptocurrencies without leaving a trace for regulators.  Recent research outlines
“Large receipted sums are difficult to manage or spend anonymously , and cryptocurrencies still require infrastructure to
manage and spend.”  (RAND, 2019).  This is corroborated by the detail above highlighting that exchanges are being
pursued by enforcement agencies for user information.  



https://youtu.be/aRds5RvexYg

Bitcoin mixing - Coinjoin

A (highly-simplified) view of what happens on a bitcoin mixer: enabling its
users to break the link to the source of their bitcoins.

Used efficiently bitcoin mixing or “coinjoins” can break the audit trail and make it very
difficult to attribute ownership of the assets.  There is however a caveat to this, the user must 
kno how to safeguard their privacy at each step of the process.



Bestmixer vs money laundering



Cryptocurrency and illicit finances

Who is or what is LAZARUS?
A cybercrime group made up of an unknown number of individuals run by the government of North Korea.

Why do they do what they do?
Funding North Korea’s nuclear weapons.

How do they do what they do?

https://en.wikipedia.org/wiki/Cybercrime
https://en.wikipedia.org/wiki/North_Korea


Cryptocurrency and illicit finances

MODUS OPERANDI OF LAZARUS?

1) The hackers infiltrated the Ronin Network.

Ronin is an EVM blockchain crafted for developers 
building games with player-owned economies (Ethereum 
Virtual Machine).
Validators, to approve transactions on the blockchain, 
are centralized in the Ronin Network.

2) The hackers shift the cryptocurrencies.
Several hours later, the hackers opened dozens anonymous accounts on Binance, the 
world's largest cryptocurrency exchange, enabling them to convert the stolen funds and 
obscure the money trail using coinmixers.



CRYPTOCURRENCY, ESPIONAGE AND 
CORRUPTION







FORENSIC TOOLS



Appendix to the company's annual accounts.

BUSJE KOMT ZO BV





PRIVATE WALLETS COMPANY WALLETS

± 3,3 mln $









± 3,3 mln

$





± 3,3 mln $
4 transactions
± 139 mln $
503 transactions





CONTACTED BY 
LAWERS

• 30-11-2023

• MISTER MISTERY

• CASE IN GIFT 

WRAPPING.

• 30 MIO € (REALIZED) 

CAPITAL GAINS

• INCOME TAX

• 10 MIO € TAXES



OBTAINED INTEL



OBTAINED INTEL

> 800.000 transactions!



CHAINALYSIS



CHAINALYSIS



MISTER MISTERY



CHAINALYSIS



PROBLEM AREAS
1. Completeness of the data

2. Correctness of the data

3. How do we treat these capital gains?

PRUDENT PERSON RULE

MISCELLANEOUS INCOME

PROFESSIONAL INCOME

EXEMPTED

33% INCOME TAX

50% INCOME TAX



E. Completeness of the data (USDC)

8. Client emphasizes not to have accounts with Coinbase or 
Binance. However, a total amount of 400,052 USDC was sent to 
these Exchangers for the investment in shares of 3 biotech 
startups...



PAID TAXES: 14.000.000,00 €





https://metasleuth.io/







https://bloxy.info/



LET’S BREAK 
OUT!



Group 1 & 2: 12e77269f92ce650e5278fe45fddd203358e7e5b9d156a51d79348db77e340f9

Try to figure out what is going on!

Group 3 & 4: bc1qv5vvk3v3fjny629nsl65qhhvsxcshwc2av05n5



bc1qv5vvk3v3fjny629nsl65qhhvsxcshwc2av05n5



bc1qv5vvk3v3fjny629nsl65qhhvsxcshwc2av05n5





















12e77269f92ce650e5278fe45fddd203358e7e5b9d156a51d79348db77e340f9









FORENSIC TOOLS

BLOCKCHAIN ANALYSIS SOFTWARE





A stablecoin is a class of cryptocurrencies that attemt to offer price
stability and are backed by a reserve asset.

Stablecoin has gained attraction as they attempt to offer the best of both worlds.  The instant processing and
security or privacy of payments of cryptocurrencies, and the volatility-free stable valuation of fiat currencies!

There are 2 types of stablecoins:
- Fiat collateralized stalbe coins maintain a fiat currency reserve (USDT, USDC)
- Crypto-collateralized stable coins are backed by other cryptocurrencies (DAI/ETH)



Decentralized finance (or "DeFi") is a financial ecosystem based on blockchain 
technology. It lets users buy and sell assets and financial services as a form of 
investment or financing without middlemen.

Decentralized Finance

https://www.santander.com/en/stories/blockchain-security-and-transparency-at-the-service-of-banking
https://www.santander.com/en/stories/the-post-covid-19-world-next-steps-for-the-financial-services-industry
https://www.santander.com/en/stories/whats-an-investment-fund


DeFi uses blockchain, which connects users without a central server and can transfer 
data and assets securely, under the users' own watch. Transactions are regulated under 
"smart contracts", computer programs that also use blockchain and run automatically 
when the parameters the parties set in advance are met.
They use blockchain to store and transfer digital assets and smart contracts to make sure 
the parties keep their end of the bargain.

Decentralized Finance

https://www.santander.com/en/stories/smart-contracts
https://www.santander.com/en/stories/what-is-digital-banking


Staking stands for: storing crypto coins in a wallet for a 
fixed period of time. By staking you earn a kind of 
interest that you get deposited in your wallet. The 
reward you earn from betting cryptocurrency depends 
on the length of time you hold it. The longer the betting 
time, the higher the return.It is similar to a fixed deposit 
in the traditional banking system that is rewarded at the 
end of the period with a defined interest rate, as 
stipulated in the contract.

Decentralized Finance

What applications are there within DeFi?
Staking



Lending stands for (temporarily) lending your 
cryptocurrencies to a platform. This platform then 
grants loans to companies or private individuals, 
without the intervention of intermediaries. At the same 
time, the DeFi lending protocol makes it possible for 
anyone in the world, anywhere, to earn interest from 
crypto they lend.

Decentralized Finance

What applications are there within DeFi?
Lending



Decentralized Finance

What applications are there within DeFi?



DECENTRALIZED FINANCE





WHAT IS A 
NFT?



NFT’S EXPLAINED
NFT stands for ‘non-fungible token’.
A NFT is a digital asset that links ownership to unique physical or digital objects!

Art Real estate

Music

Gaming



NFT’S EXPLAINED
NFTs are sold online, via cryptocurrencies, and are the digital proof of ownership of an item.

NFTs are recorded on the blockchain, which ensures that the asset is unique.

The blockchain technology ensures that the NFT cannot be changed or falsified.  The registration on 
the blockchain is tied to a digital wallet.  Theis crypto wallet contains a digital key with which you can
prove that the NFT is your property.

NFT-projecten: Bored Ape Yacht Club, Meebits, 
Mutant Ape Yacht Club, RTFKT Clone X, Azuki



NFT’S EXPLAINED



NFT’S EXPLAINED
Smart contracts:

A smart contract is a piece of a code with which
certain information is stored on the blockchain.

Smart contract are supported by multiple blockchains
like, Ethereum, Solana, Tezos, Binance Smart Chain, etc.

Voor NFT smart contracten wordt een ERC-721 of 
ERC 115 contract gebruikt.

A smart contract regulates 2 actions:

- Verifying ownership;
- Ensure that it is possible to tranfer the NFT.

The smart contract ensures that the transaction is only executed when the
predefined conditions are met and verified.



NFT’S EXPLAINED
Smart contracts:



NFT’S EXPLAINED
NFT-transactions, just like bitcoin transactions, are visible on the blockchain.  Because everything
is registered on the blockchain, it is possible to trace which address the NFT has created, to
which address the NFT was sent, who the current owner is, etc



NFT PLATFORMS

Artists can offer NFTs for sale on these platforms/markets.

Buyers can then search the platform and buy the item of their choice.

This is usually done by bidding!

OpenSea has processed more than 10 billion dollar in transactions since its launch in 2017.

https://cointelegraph.com/news/opensea-extends-nft-dominance-with-10b-in-cumulative-volume


NFT PLATFORMS



NFT PLATFORMS



NFT PLATFORMS



NFT PLATFORMS



NFT PLATFORMS











NFT PLATFORMS



NFT PLATFORMS





NFT PLATFORMS











NFT-PLATFORMEN NFT AANSCHAFFEN

Ethereum is required to buy an NFT.

Create an account with Coinbase.com

Validate/Link your bank account.

Transfer Euros to Coinbase (to buy NFT 
and pay transaction fees.)

Buy Ether(eum) on Coinbase.

Download and install Meta app.

Create an ETH address in Meta.  Keep 12 
keywords in a safe place.

Back to Coinbase.

Transfer ETH to your Meta wallet.

Open Meta wallet and initiate connection
with OpenSea.

Now you can buy an NFT on OpenSea.



NFT APPLICATIONS

Physical property:



NFT APPLICATIONS





NFT APPLICATIONS

Financial documents:

Bills, invoices, warranty cards, etc.

Identity verification:

For verifying identity or representing birth certificates, medical records, licenses, certificates, etc.

Tickets:

Concerts, parking garage, etc.

Fashion world:

Verify ownership of luxury items to reduce counterfeiting.













5,69 €

231,48 € 284,33 €















CRIMINAL ABUSE OF NFTS



VULNERABILITIES

NFTs are currently NOT bound by laws and regulations!



VULNERABILITIES

Many NFT platforms do 
not perform KYC/AML 
checks!



VULNERABILITIES

Shifting large amounts
of money in a 
borderless, partly
anonymous market!



VULNERABILITIES

The most expensive
NFTs are exchanged
between a small number
of wallets!

Ability to add/create
value to something
trivial!





WASH TRADING

A wash trader would buy and sell their own 
NFT so that it will show inflated volume and 
interest and possibly a price increase. (The 
wash trader controls both the buy and sell 
prices so they can buy it at a higher price 
from themselves.) This behavior can be 
repeated over and over.

As a result, outsiders seeing this increased activity might 
consider buying the NFT at an inflated price. Once the 
NFT is sold to an outsider, the NFT creator pockets the 
difference. 





NOTHING HAS CHANGED

Buy a NFT (or create a NFT)Dirty/illicit money Convert into crypto

Artificially inflate 
prices by planted 
counterparty who 
buys at a higher price

Create an account 
WITH KYC and a 
verified bank account

Convert into fiat money Buy your own NFT 
back!



ONLINE GAMBLING



ONLINE GAMBLING

http://zed.run







WHAT DOES A NFT TRANSACTION LOOK LIKE?



NFTS AND VAT CHALLENGES

1) WHAT ARE WE TALKING ABOUT?

DELIVERY OF GOODS

Where does the delivery take place?
In what country?

SERVICE?

Different VAT approaches in different 
countries!
Possible ‘double (non) taxation’!

B2B vs B2C
Electronically supplied services?

One Stop Shop (issues)
…or not in the OSS?!



NFTS AND VAT CHALLENGES

1bis) WHAT ARE WE TALKING ABOUT?

A transfer of physical property/ownership?
- Full ownership?
- Partial ownership?

Different VAT 
treatement?!
Different VAT rates?!

A license to use something (gaming)?

A license to access something (music)?

Royalties (music/artwork)?

Copyrights (music/artwork)?

What if the link between the NFT and the asset 
is broken?! 



NFTS AND VAT CHALLENGES

2) TAXABLE AMOUNT?

Arm’s length principle?
Fraud-prone?

- NFTs mostley sold by bidding.
- Ability to add/create value to something trivial!

3) VAT RATES?

Different VAT rates in different countries?!

Danger of taxshopping!







MT(IC) FRAUD VIA NFT’S

Belgian company 
buys an NFT from…

Selling the NFTs on the
local market

…with the reverse 
charge mechanism!

…with Belgian VAT!
Belgian Co.



NFTS AND ENFORCEMENT CHALLENGES
NFT marketplaces/platforms:

- Important source of information
- 269 platforms, 2.460.000 wallets, 10.275.000.000 $, 

231.000.000.000 $
- Even in colder prevailing market conditions, still high 

trading volume?!
- Where to go to? (USA, HK, ?, …)
- GDPR?
- Legal powers of tax administrations/law enforcement?

NFTs & follow the money:

- Payment methods (debit/credit card, Paypal, crypto’s)
- Payment via cryptocards, the investigators nightmare?!

(eg  advcash.gi) 
- Responsability/accountability of the

platforms/marketplaces!?

No information, no taxation (investigation)!Mission impossible?



LET’S BREAK 
OUT!



Group 1 & 2: You have got 2.100 ETH (ethereum) on a wallet with KYC linked to your name.

Try to launder the money using NFT’s!

Group 3 & 4: You have got 2.100 ETH (ethereum) on a wallet that belongs to you company.





‘The Metaverse’ usually refers to a virtual world in which people can come into contact with each other 
online.  It is a network of virtual 3D spaces in which users can perform all kinds of activities via an 
avatar, a digital doppelganger.





Which
companies 
are active
in the
Metaverse?





The banks are also exploring the Metaverse: JP 
Morgan opens a lounge in Decentraland.



Ariana Grande 
gives a music 
concert in the 

Metaverse of the 
video game 

Fortnite!

27,7 million viewers

> 20 million USD revenues



In the context of advertising and marketing, the metaverse can be defined as an enduring, 3D 
and virtual space where users can spend their time and be targeted with branded content and 
sales promotion tactics. The closest analogy these days would be social media, where users log 
in, interact with their friends, family, and peer network — and in the course of these 
interactions, they come across brands, ads, sponsored content, and calls for conversion. Over 
time, social media has evolved with direct-to-customer stores where you can pay for products 
online and have them shipped to your address. Likewise, the metaverse may have 3D "stores" 
where you can not only watch ads, but also try out products and make purchasing decisions.

Advertising and Marketing



LAW ENFORCEMENT AND THE METAVERSE



LAW ENFORCEMENT AND THE METAVERSE



LAW ENFORCEMENT AND THE METAVERSE



METAVERSE READINESS





LAW ENFORCEMENT AND THE METAVERSE

IDENTITY THEFT

As the virtual representation of users in the metaverse becomes more realistic and permanent, this provides 
opportunities to convincingly copy user appearance (so called deepfakes).

With more advanced ways to interact with the system by using different sensors, eye tracking, face tracking and 
haptics for instance, there will be far more detailed biometric information about individual users. That information 
will allow criminals to even more convincingly impersonate and steal someone’s identity. Moreover, this information 
may be used to manipulate users in a far more nuanced, but far more effective way than is possible at present on 
the internet

AI can be used to process what you are looking at, how you feel, or how you interact with people, and can this be 
used to influence people, This is, of course, an issue on the internet in general already, but metaverse applications, 
because of the significant increase in the amount of valuable biometric information it can gather, will present 
vastly more problems in this regard.



LAW ENFORCEMENT AND THE METAVERSE

IDENTITY THEFT

A person’s identity is defined by more than the appearance or avatar the user has. A user generates data through 
interactions with the platform. That data may become so detailed it may feel like a very accurate representation of 
the user’s identity.

Criminals have already been selling digital fingerprints on the dark web, which imitates the user’s device’s 
characteristics and behaviour
This makes a very strong identification, or know your customer (KYC), procedure very important for metaverse 
platforms, in order to prevent identity theft and provide trust between users, as well as provide law enforcement 
with the means to investigate crimes committed on the platform.

The question will be how the platforms handle this kind of data, in what ways is it processed and stored, and what 
safeguards are implemented to prevent the harvesting of this information by third parties. It will remain to be seen 
how well the implementation of these platforms conform to the GDPR.

Criminals may also impersonate brands as well as people.



LAW ENFORCEMENT AND THE METAVERSE

HARASSEMENT AND (CHILD) ABUSE AND EXPLOITATION

Harassment on the internet is already a significant issue, with as many as 58% of girls in an international 2020 Plan 
International survey having experienced online harassment.

In 2007, one avatar in Second Life allegedly raped another. A number of internet bloggers dismissed the simulated 
attack as nothing more than digital fiction, but police in Belgium opened an investigation against the perpetrator

Within 90 seconds after joining Meta’s venues girls are being sexual haressed!

TERRORISM

With more immersive technology and related generated data at their disposal, it will become easier for terrorists to 
select and target vulnerable people and tailor their messages to their biases. That will enable them to more 
effectively target their propaganda and recruit people.



LAW ENFORCEMENT AND THE METAVERSE

TERRORISM

As an increasingly accurate and complete digital twin of reality becomes available, this may provide real-time 
information on planned targets.

The metaverse may allow users to create a virtual world as they envision the world should be, enabling them to 
create a virtual Caliphate or white supremacist state for example.

For context, Nazi gas chambers have already been reported in Roblox.

AND SO ON…





Typology of crimes in the Metaverse.



Typology of crimes in the Metaverse.







Japan in the 
Metaverse.



Japan in the Metaverse.



Japan in the Metaverse.



Japan in the Metaverse.



Hyper realistic Metaverse.

https://www.youtube.com/watch?v=MVYrJJNdrEg



LET’S BREAK 
OUT!



Group 1 & 2: During a house search you find a hardware crypto wallet. What are the steps 
you are going to take? What are the problems you expect to have, if any.

Group 3 & 4: During a house search you find a crypto wallet on your target’s phone. 
What are you the steps you are going to take? What are the problems 
you expect to have, if any.





CONSIDERATIONS PRIOR TO SCENE 
ATTENDANCE

• WHAT INTELLIGENCE HAS BEEN RECEIVED INDICATING THE SUSPECTS INVOLVEMENT IN POSSESSION/USE OF 

CRYPTOCURRENCY?

• HOW IS CRYPTOCURRENCY USED IN THE CRIMINAL ACTIVITY IDENTIFIED? WHAT POTENTIAL INSIGHTS DOES 

THIS PROVIDE ON HOW CRYPTOCURRENCY WILL BE STORED BY THE SUSPECT?

• WHAT SECURITY MEASURES MAY THE SUSPECT HAVE PUT IN PLACE? WHAT OPPORTUNITIES ARE THERE TO 
OVERCOME THESE?

• HOW WILL WE AIM TO IDENTIFY CRYPTOCURRENCY ASSETS HELD BY THE SUSPECT? 

 E.G. COMPUTER EXAMINATIONS, MOBILE PHONE SEIZURE, SEARCHES FOR RECOVERY SEEDS 
 AND HARDWARE WALLETS

• WHAT TOOLS AND PROCESSES WILL BE USED TO CONFIRM WHAT ASSETS ARE HELD BY THE SUSPECT? 

 E.G. SEARCHES OF ADDRESSES ON WEBSITES, USING RECOVERY SEEDS, OPENING WALLET SOFTWARE 

ON DEVICES.

• WHAT EQUIPMENT IS NEEDED TO SUCCESSFULLY COMPLETE A SEIZURE IN THE CIRCUMSTANCES?

• CAN WE GUARANTEE ACCESS TO THE INTERNET?



Is asset at risk 
of dispersal?

Document reasons 
why risk is present

Does the asset need to be 
transferred into police 

custody? What legislative 
power is required to do 

this?

Document rationale, 
current value in fiat and 

number of tokens, class of 
asset, transaction history 
and addresses related to 

assets

If privacy related token 
look to export private 

view key to facilitate the 
above

YES NO

Move to 
seizure work 

flow

Complete a statement 
above and inform 

Financial Investigators

Identify storage 
mechanism for asset



Seizure at scene of physical entity 
containing keys to cryptocurrency 

assets.

1. Seize the medium 
containing the private 

key/recovery seed. This can 
be paper wallets, hardware 
wallets, written records of 

recovery seeds etc.

2. Seize the passwords/codes 
related to wallets. Consider any 

2FA devices which might be 
required

3. If any public keys/asset addresses 
are visible check for values on a block 

explorer. Record these and any 
transaction history displayed.

4. When placing passwords/codes, paper wallets and 
private keys/recovery seeds in exhibit bags ensure they have 
been placed in an envelope first. This envelope should be 
sealed at this point. 

5.Exhibits should be brought to a safe 
place such as a virtual currency safe at a 

secure location as soon as possible.

Inform Financial Investigators of 
seizure 

VIRTUAL 
CURRENCY 
SEIZURE



It will not always be necessary or advantageous to seize the cryptocurrency asset. It might 
be of such limited value that it does not seem appropriate to seize. Alternatively we may 
feel other actions we have taken has sufficiently secured the asset. This is a discretionary 
decision for the individual completing the process. However it is important on each 
occasion to provide a clear policy log detailed the rationale for decisions made. 

POINTS TO CONSIDER

It is necessary on ever occasion to fully record the transaction history, addresses linked to 
the wallet and amount of cryptocurrency remaining. The matter can then be discussed with 
FI’s at a later point to identify if there are any proceeds of crime opportunities over historic 
values or holdings of the asset etc.

Some wallet applications may have different transaction histories, transparent and 
shielded. Always check for this. It’s possible that hardware wallets will have hidden 
accounts on them. These usually have a 25 word recovery seed. Check the scene for 
anything of this nature to help identify this.



• PLANNING AN INVESTIGATION STRATEGY IS AN IMPORTANT PART OF EFFECTIVELY INVESTIGATING SUCH 

OFFENCES. AS THE SAYING GOES FAIL TO PREPARE, PREPARE TO FAIL!

• THIS EXERCISE SHOWS HOW BLOCKCHAIN ANALYSIS IS NOT A SIMPLE SUBJECT. THERE IS A LOT OF NUANCE 

AND IT IS NOT A QUICK ENQUIRY. THIS IS WHY IT IS IMPORTANT TO HAVE A PROCESS THAT ALLOWS YOU 

TO REVISIT INFORMATION AND SPEND TIME ANALYSING IT. THE INVESTIGATION STRATEGY ALSO NEEDS TO 

RECOGNISE THIS AND SEEK TO EXPLORE EVERY OPTION AVAILABLE TO PROGRESS THE CASE. 

• IT ALSO SHOWS HOW QUICKLY YOU COULD GET LOST AS ANALYSING OVER 4,000 TRANSACTIONS IS NOT 

EASY! THIS IS WHY PARAMETERS ARE IMPORTANT. ALSO IDENTIFYING TECHNOLOGY WHICH CAN HELP WITH 

ANALYSIS IS KEY TO GETTING THE BEST EVIDENCE OUT OF SUCH ENQUIRIES.

• THERE ARE POSITIVES IN COMPLETING BLOCKCHAIN ANALYSIS IF IT CAN BE MANAGED EFFECTIVELY. IT CAN 
HELP WITH IDENTIFYING SIGNIFICANT EVIDENCE FOR MONEY LAUNDERING INVESTIGATIONS. WE CAN TELL 

HOW MUCH HAS GONE TO AN ACCOUNT, HOW REGULAR ACTIVITY HAS BEEN, WE CAN USE DATES/TIMES 

TO COMPARE AGAINST OTHER RELEVANT INFORMATION E.G. TIMES OF OFFENCE OR BANK STATEMENTS. 

POINTS TO CONSIDER



CRYPTO & ASSET RECOVERY

Paper wallet Mobile/Desktop/Web/Hardware

Not encrypted Encrypted

Decrypt (with 
or without 
target help)

Identification
Public and Private key

Device not
belonging to target

Authorization network search
(investigating judge/prosecutor)

Art. 39bis §4 & 5, criminal procedure code

Target
device

Consent
Target

No consent
Target

OnlineAirplane mode

Authorization network search
(investigating judge/prosecutor)

Art. 88ter, criminal procedure code

Extra access code

Authorization online hacking
(investigating judge/prosecutor)

Art. 39bis, §5 in fine, criminal procedure code

No extra code

Authorization offline hacking
(prosecutor)

Art. 39bis §5, criminal procedure codeSEIZURE



CRYPTO & ASSET RECOVERY

Speed is of the essence!

If the suspect or third parties have a copy of the private key, 
they can quickly transfer the crypto.

Central Agency for Seizure and Confiscation

When using a crypto platform: freeze funds so that the suspect 
can no longer carry out a transfer.

The seizure completed only after mandatory transfer of the
crypto by the police to the public address of Central Agency 
for Seizure and Confiscation!



CRYPTO

KURT.CAESTECKER@MINFIN.FED.BE


