Cash Registers

TYPES , RISKS & CHALLENGES



Different types of cash registers,
challenges, problems, fraud types

Practical Exercise

[ When conducting audits or investigations, what
different types of cash registers do you encounter?

2. What problems, challenges, types of fraudulent
activities do you recognize / experience from the
use of the different types of cash registers in your
countrye

3. Have you or your country experienced electronic
sales suppression through the use of certain types of
cash registerse



Different types of cash reqgisters

» Open cash register / open cash box
» Electronic cash register

» PC cash register system / proprietary cash
register system



Open cash reqister




Open cash reqister

» Cash register without technical elements

» Cash receipts are stored in a cashbox , drawer or shoe
OX

» Turnovers are determined retroactively on the basis of
cash holdings — means by counting the cash money

» Even the wallet of the businessman can be an open
cash register



Elecironic cash reqister




Elecironic cash regqister

» Cash register system with a mechanical /
electronical recording of the business tfransactions

» Data storage on the device — new versions with
data export option

» Amount of daily turnover on a daily receipt =
prinfout



C cash reqister system
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PC cash register system

» Modern cash register systems - store every single
transaction in a data collection log - even
program changes with
date/time/user...information

» Based on a standard operafing system (e.g.
Windows or Linux)

» They work much like an normal computer



Elecironic Cash Register and PC
Cash Register — Data system

>

Data storage based on idea of multiple database
structures

All data stored in various different databases

Journal, Arficles, Users, Clients,...anything is
possible

challenge is to understand the structure



Elecironic Cash Register and PC
Cash Register — Data system

» Essential for understanding “database
description” = explanation of each field and
content

» Databases initially have to be linked to each
other

» Finally the result is the complete overview with
Investigation possibility



Elecironic Cash Register and PC
Cash Register — Data system

» Example of data base structure — different
datasefts

Datei-Explorer

(& & = MW
Jesktop-Projekt

MName Datensatze
A GeschaeftfallArtikel 12 12 18 09 4. 1.048.574
i Geschaeftsfall 12 12 18 09 43 24 218.107

0@ GeschaeftsfallZahlungen_12_12_18... 63.516
-89 Transaktion_12 12 18 09 43 23 239.020




ectronic Cash Register and PC

Home Daten Anal

Datei-Explorer
ARTICLE QUANTITY |SINGLE PRICE TAX RATE | TAXID | SIDE_DISH
ki Beilage i ] 0,00

Desktop-Projekt
Name ' Datensatze

: :heschaeWaIIAr‘tlkel 12121809 4. 1048574 ; GO00E G 945 AdED-

000061d9-b4a9-4962-9a5

Geschaeftsfall_12_12_18_09 . 218107
W GeschaeftsfallZahlungen_12_12_18.. 63.516
W9 Transaktion_12_12_18_0! 23 239.020

semuseteller
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lectronic Cash Register and PC
ash Reqister — Data system

» Example each dataset has a different structure

Geschaeftsfall_12_12 18 09_43_241. X

Datei-Explorer
AMOUNT " NR | CLERK ID

Desktop-Projekt
Name ! Datensatze y : ) : Frau Kaur
- . . =] 3 3 Frau Thielecke
GeschaeftfallArtikel 12 12 18 09 4. 1.048.574 -
- . 5 19 g 5 o - ! ) : , Frau Thielecke
“# Geschaeftsfall_12_12_18.09.43 24 218107 A46da911-2067 46/ 66 1a.6¢1de75¢1910 01 .01 2017 00" ; Erau Thiciecke
GeschaeftsfallZahlungen_12_12_18..

%9 Transaktion_12_12_18_09_43_2:

w | =

o

f 75845—8b8d741c : . d ) : 7 FrauTh|eIepke
79b7dard-5792-49f9-942¢c-b0409fb4c 040 Frau Schuler

Eigenschaften

Feldstatistiken

Abstimmsumme

TABLE ID
2005




lectronic Cash Register and PC
ash Reqister — Data system

» Example each dataset has a different structure
Datei-Explorer fisfall_12_12_ 1.  GeschaeftfallArtikel 12_12_1 Bl Geschaetistalizahlungen 12 12 18.. x

PAYMENT_ID PAYMENT_TYPE
Bar

Datensatze
GeschaeftfallArtikel_12_12_18_09_4.. 1.048.574
G a 1_12_12_18_09_43_24 218.107
GeschaeftsfallZahlungen_12_12 18.. 63.516
o Transaktion_12_12_18 09_43_23 239.020
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lectronic Cash Register and PC
Cash Reagqister — Data system

» Example each dataset has a different structure

Datei-Explor

[a

Desktop-Projekt

NUMBER | TRANSAC

WM =

-

Datensatze
fallArtikel_12_12_18_09_4... 1.048.574
(12,12 18 0943 24
allZahlungen_12_12_18...

@ Transaktion_12_12_18_09_43_23

4.r._rbd4 -413 c—4'~18 3-9653-8b5| bZSdG?dd .03, Bonieren

®

w | ~
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=o

Bonieren
Abrechnen
Bonieren

\J

ARPreview
RPrevi
ARPreview
< |
Datei-Ex r thek 2 G4 5-7649 fi Z ! RechnungZurtckholen
‘ - ' tb959bae-56f0-4dd1-bbBd-9F3f2fcEcb92 03. 3 tornieren
Eigenschaften 16882281-babe-40e6-8225-c 1 ae5594 4
- 1= %l =
uE - Feldst:
i Abstimmsumme ] e70a7631-9490-4fb9-b749-b5282762119
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0dz94f0a-c 40e-4f8f-aBba-918c8908ddsf
i v Ergebnisse ) aBf200d6-c 1d9-46a5-b6df-7aab3deb2f13 . 16 2 3 Abrechnen
0db958d4-05e6-4a8c-8474-6ee4 18633108 04.03.2016 13 3 Abrechnen

~ Indizes
963fbead-7 1a0-4d5a-961d-fb697 2fd80a2 . 513, 3. Bonieren




Elecironic Cash Register and PC
Cash Register — Data system

>

NSNS N~V

Finally it is essentiell to understand the different
sefs

Prepare them o be able to link
Ability to explore the dataset
Focus on what would you like to check

Unnecessary data should be ignored but not
deleted | - maybe it is helpful in future checks




Other cash registers
Practical Exercise

» What other cash registers do you know?e
o Coffee machine?
o Car washing machinese

» Please explain why they are in your opinion also
regarded as cash registers! Inclass Discussion



Examples for manipulation

Manipulations are basically possible within all
cash register systems



Examples for manipulation

Reversal / Cancellation functions (single reversal / final reversal /
master reversal)

The cancel key cancels incorrect entries

Can be abused to reduce actual turnovers

Can be suppressed - cancellation is not visible on the daily receipt

Especially the master reversal (often only used by the owner after
the daily closing of the business)



Examples for manipulation

Reversal / Cancellation functions

» Extract of journal datas

Turnover of 1.214,26 € (various meals and drinks)

The sales were reversed at the end of the process

vV V VY V

Reversed sales are not included in the daily receipt

Extract shows the last sales entry on 29.12.2013 at 01:32 a.m.
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Examples for manipulation

Training user generates turnover
» Almost every cash register has a training function

» Normally used to train new operators

» Normal sales/revenues/turnovers can be disguised as training sale

» Not visible on a daily receipt
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Example for training modus ol
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» Invoice of a birthday party on 29.01.2011

> Time of bill creation: 11:43 a.m.
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Example for training modus

> Daily receipt 29.01.2011

» Including sales/turnovers from
4:39 a.m. till 11:23 a.m.

> Total sales of 1.695,20 €

Il Daily turnover is lower than the
turnover of the previous bill 11!




Example for training modus

> Selection of Modus (nhormal or
training)

> Selection of operator

> Operator number 5 works in fraining
mode




Example for training modus

4 R ¥% ; Tag : (7 Monat : 03 Jahr : 2014 Fr L BREARERR I
b e o Wsalz @ A Tagenbrechmoung fiir Pestaurant
--=== ————--= Gesant T1sch_lnsatz .00 -—— -—— - — Uncalz in (R): €38 £ — ;
M Hoewerf).n. That Lurry 68 0 10 nsaiz in $D: 01 EEEE (A
346 Hede-leissbier 0,5] 280 10 T T T
=== ——--- Epsant Tisch_linsatz Rl (I (- : Wsat 7
30 Pils 0,3 240 0 1 lisdlz
. — E - - AU LI WI.
M5 Rindi L. w. Tuieteln 65 - havor lkesiz
------------ Gesant T1sch_linsatz 800 --— - e Bar : £78.5 Lh'r-'au:
397 Meissbier Dunkel 0,81 780 5 S
N Rindil, Gong Bao firt 680 93 - :
------------ Gesant T1sch_Unsatz 02,80 === - Furo-Card : 0 1L ®mFEER [9MEE ]
3 (ola lerzen [lpglt 2.60 8 ] Whea-Lard N LI . .
M Schueined L. Chopsuey 65 8 8 - - wer.fn t 0 Y Lietern_Unsatz:
L1:05:489 5 ----= ——--- Gesant lisch_Unsatz  134.50 --— Schect - 0 i
398 Weissbier Leichte 0,51 28 B Sonstige [ LI HXEE [0 ]
M2 Ente suess sauer 7250 15 i . :
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» All operators work on normal mode
» Operator Number 1, 2 and 5 generate sales

> Total turnover amounts fo 628,50 €



Example for training modus

e T EE B L | Tan e 2 Monat = m Jshr : 204 Fy i [ EREFESRERE 3

f.Zertg Kk Nr @ T-Nr.  Sp_Nr.5p_Nane fles. fibr. ncaty y w
===== ======= Gesani Tisch_Umsatz L e — Usin? _' _ 120 Ta[’mmwmu"u i an!
N3 Huehnertl.m. Thar Curry 6. 80 - :::'5-“-’- 1n ' :: 126.00 P T [ M g
MHi  Hefe-Herssbrer 0,51 28l W | - - nsatz 1n (BJ: .00
m==== ======= Gpsant hr;[h_llns.:n:z 7600 -—— — ——|| R Lirsat EjH.[ﬂ
Hl hils0,3 240 - - 2 Usatz o 17800
M5 Rindfl.w. 2uiebeln 650 12 - - Davon Lrsatz: J.
———————————— Gesamt Tisch_Unsatz 72,80 Bar K0 \ Ursatz .00
M4 [ola Heizen 0,5 X - - o o S Usaz L0V
N7 Schueineil. Chopsuey 680 S
------------ Gesam Tisch_Unsatz 7920 - . o 1 O
M0 Pils 0,7 241 B 7 - - |r|‘ ro- L [ 0.00 EAFH[MER ]

o :a~d - r ["U:' Liefern_Umsatz:

Aner.Ex. @ [ L

Schect 3 ( .00

Sonstige : [ 0,00 BExHEIFFEHE]
- Quittung H

Kredit I 0.0y

[ 1), [ 4] & [Bildr t1), [Bulds 4] [ESC) [Alt] 4P flt + L MPRRISEs, [AL1140P] 4TER [Escl B

» Operator Number 5 work on training mode
» Operator Number 1, 2 and 5 generate sales

» Total turnover amounts 1o 426,00 € - sales of Operator number 5 are declared



Examples for manipulation

Manipulation programs — Manipulation software

> JLapper

External Manipulation software that subsequently changes/zap sales
data of the cash register — e.g. 10/20/30/40% of turnover is zapped

> ,Phantomware’

Already included/embedded manipulation program that replaces
higher-priced items with lower-priced items



Examples for manipulation

=, Statistik ]

Datei Daken

Manipulation programs — Zapper
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Examples for manipulation

....further simple manipulation possibilities..

o The entry of the furnover in the cash register is omitted
o Use of an equal second cash register its turnover is not declared

o Manipulation of the whole data of a electronic cash register by
using a computer — deleting/changing/manipulation of data sets



Challenges

» Detecting Manipulations
» Large amount of data
> ...

Practical Exercise ML

Discuss within your group (15 min)!

» What other challenges related to Money Laundring of
the usage of different types of cash registers can you
find/imagine/ you are faced withe

» How can you use electronic cash registers for ML
PUIrPOsese



