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Mutual Administrative Assistance



Mutual Administrative Assistance

“police to police or prosecutor to prosecutor...‘informal assistance’, as
it does not involve the issuing of the formal letter of request that forms
the basis of a mutual legal assistance request...used when making
evidence-gathering requests to a state where no coercive power...it does
not mean that the form of the evidence obtained is informal or non-

evidential”

Council of Europe


Presenter Notes
Presentation Notes
US Examples
UK Examples


Overseas Intelligence Requests

A number of international avenues exist to facilitate the exchange of information
on an intelligence only basis, the most common are:

The Egmont Group of Financial Intelligence Units
Inter-Agency Asset Recovery Networks
Overseas law enforcement liaison officers

International law enforcement networks



Egmont Group

The Egmont Group is a platform for the secure exchange expertise and financial
intelligence to combat money laundering and terrorist financing.

It presently has 170 member financial intelligence units.

» Information can be obtained from other FIUs on request or shared
spontaneously

» Can only be accessed through the FIC

» Information is provided on an intelligence only basis meaning that it cannot
be used as evidence


Presenter Notes
Presentation Notes
There are four models of FIUs: judicial, law enforcement, Administrative, and hybrid.

The Judicial Model is established within the judicial branch of government wherein “disclosures” of suspicious financial activity are received by the investigative agencies of a country from its financial sector such that the judiciary powers can be brought into play e.g. seizing funds, freezing accounts, conducting interrogations, detaining people, conducting searches, etc.
 
The Law Enforcement Model implements anti-money laundering measures alongside already existing law enforcement systems, supporting the efforts of multiple law enforcement or judicial authorities with concurrent or sometimes competing jurisdictional authority to investigate money laundering.
 
The Administrative Model is a centralized, independent, administrative authority, which receives and processes information from the financial sector and transmits disclosures to judicial or law enforcement authorities for prosecution. It functions as a “buffer” between the financial and the law enforcement communities.
 
The Hybrid Model serves as a disclosure intermediary and a link to both judicial and law enforcement authorities. It combines elements of at least two of the FIU models.


Inter-Agency Asset Recovery Networks
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Presenter Notes
Presentation Notes
Original network was the Camden Asset Recovery Network with 54 members and 28 EU jurisdictions. Permanent secretariat at Europol in the Hague. Working language is English.
Created by a meeting in Ireland in 2005.

CARIN was designed to provide complete asset recovery process, from the starting point of the investigation involving the tracing of assets, to freezing and seizure, management and finally the forfeiture/confiscation, including any necessary asset sharing between jurisdictions.

They also feed into proposals for reforms of legislation in the EU commission. 

RRAG: Argentina, Bolivia, Brazil, Chile, Colombia, Costa Rica, Ecuador, México, Panamá, Paraguay, Peru, Uruguay

ARIN-EA:  Burundi, Ethiopia, Kenya, Rwanda, South Sudan, Djibouti, and Uganda

ARINWA: Benin, Burkina Faso, Cape Verde, Ivory Coast, Gambia, Guinea, Guinea Bissau, Mali, Niger, Nigeria, Senegal, Sierra Leone, Togo, Sao Tome & Principe

ARIN-AP: Cambodia, India, Japan, South Korea, New Zealand, Sri Lanka, Timor-Leste, Australia, CARIN, Indonesia, Kazakhstan, Malaysia, Chinese Taipei, Tonga, Brunei, Cook Islands, Interpol, Mongolia, Pakistan, Thailand and UN


Each network has decided its own path.

ARINSA is an observer member of CARIN and has access to contact points through that Network. Lindy


International law enforcement networks

International
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Presenter Notes
Presentation Notes
Command and Coordination Centre =requests for urgent assistance is the first point of contact. Use of databases


Mutual Legal Assistance




MLA - what is it?

“a process by which States seek and provide assistance in gathering evidence for
use in criminal cases”

UNODC

“sometimes known as ‘judicial assistance’ is the formal way in which states
request and provide assistance in obtaining evidence located in one state to
assist in criminal investigations or proceedings in another state”

Council of Europe


Presenter Notes
Presentation Notes
Mutual – between states with an expectation of reciprocity
Legal – engaging the legal mechanisms of the state (i.e not administrative mechanisms)
Assistance – requests for help!


Terminology

“Subject”

Person or body who is the subject of the investigation or prosecution (otherwise,
suspect or defendant)

“Requested State”
State who receives the request from another

“Requesting State”
State making the request for assistance

“Commission Rogatoire”, “Commission Rogatory” or “Letter of Request”

Other names for a Mutual Legal Assistance Request. Sometimes used to denote that
the request is made without a treaty on the basis of reciprocity and comity.




MLA - Why is it necessary?

Country A: < > Country B:
Obligations

Fundamentals of International
Law:
Sovereignty and Jurisdiction

Requesting State Requested State



Presenter Notes
Presentation Notes
Country A wants to get evidence from Country B. Why can’t it just send law enforcement officers to get it themselves?
International law - Sovereignty – what does it mean?
Jurisdiction at International law
Prescriptive jurisdiction - explain
Enforcement jurisdiction - explain
Adjudicative jurisdiction – explain
Mutual respect and friendliness – comity
Obligations – agreements, treaties, memberships of international bodies


International Basis for MLA

» Comity and Reciprocity

» Bilateral Treaties

» Multilateral Treaties
» UN Convention Against Corruption

» UN Convention Against Transnational Organised Crime



Presenter Notes
Presentation Notes
Who do you have bilateral treaties with?


MLA - What can it do?

“States Parties shall afford one another the widest measure of mutual legal assistan
investigations, prosecutions and judicial proceedings...”

UN Convention against Transnational Organised Crime (2000 - Palermo), Art. 18(1)

UN Convention against Corruption (2003 - New York), Art. 46(1)

“Taking evidence or “Providing information, “ldentifying or tracing proceed

“Examining objects

statements from and sites” evidentiary items and crime, property, instrumentalitie
persons” expert evaluations” other things for evidentiary purp
“Providing originals or certified “Any other type of assistance that is not contrary to the domestic la
copies of relevant documents and requested State Party”

records, including government,
bank, financial, corporate or
business records”

“Executing searches and  “Effecting service of “Facilitating th

seizures, and freezing” judicial documents” appearance
requestin

UN Convention against Transnational Organised Crime (2000 — Palermo), Art. 18(3)
UN Convention against Corruption (2003 — New York), Art. 46(3)


Presenter Notes
Presentation Notes
Most treaties will have very similar terms for what can be provided
Treaty terms will decide what can/cannot be obtained.


Writing an MLA Request

UNODC MLA REQUEST WRITER TOOL

& unodcorg/mla/ w H*» o

Homea About UNODC Quick Links Field Offices Sitea Map

Introduction

Mutual Legal Assistance Request Writer Tool

The Mutual Legal Assistance Request Writer Tool (MLA Tool) was developed by UNODC to assist eriminal justice
practitioners in drafting expeditiously MLA reguests, thereby enhancing cooperation between States and
accelerating responses to such requests.

In Its revised and expanded version, the Tool is an HTML-based stand-alone application, capable of running on
all devices. It provides guldance to practitioners through each step of the drafting process and further helps
them draft MLA requests by filling in all appropriate and relevant information.

The new guiding elements in the revised text of the MLA Tool are the following:

+ The integration of additional specific forms or means of international cooperation in criminal matters,
including transfer of criminal proceedings and videoconferencing;

+ The inclusion in the part under the title "Any other form of assistance” of references to joint investigations
and international cooperation to conduct controlled deliveries;

+ The addition of substantive text in the so called "digital evidence module™ (taking into account all pertinent
developments in the field of international cooperation to combat cybercrime and covering the following
forms of cooperation: expedited preservation of stored computer data; ensuring access to stored
computer data; and real-time collection of traffic data); and

= The streamlining of the asset recovery features of the tool to avoid overlaps and repetition with the
traditional MLA features.

https://www.unodc.org/documents/organized-crime/Publications/Mutual_Legal_Assista



Basic Structure

Use the following headings for your request:

>
>
>

vV v v v v v Y

Introduction

Legal Basis of Request

Purpose and Subject of the Request
Summary of Facts

Details of Assistance Requested
Format of Evidence Provided
Undertakings/Assurances
Reciprocity

Transmission and Contact Details

Appendices




Legal Basis of the Request

International Law Basis NOT domestic law

Which treaty or treaties do you rely on?

Is the requested state a signatory to the treaty?

https://treaties.un.org/Pages/Index.aspx?clang= en

If there are no treaties, are you inviting the requested state to respond on the
basis of reciprocity?


https://treaties.un.org/Pages/Index.aspx?clang=_en

Summary of Facts

vV v v v v

Tell the story of the criminality

Give a full summary of the relevant facts in chronological order
Show a clear nexus to the assistance requested

Avoid jargon!

Watch your grammar and use sub-headings if needed.

What is the value of the information you are requesting to the
investigation/prosecution?




Summary of Facts

On 26t August 2021, an investigation into NAVE and
his State Owned Enterprise employer, QUEIN of
Herts, in relation to theft and corruption. QUEIN are
a state owned tart manufacturer and NAVE is the
finance director.

The investigation commenced when another
employee, Mr King, called investigators regarding an
alleged discrepancy between the standard wholesale
price paid for QUIEN tarts and the discounted
amount that NAVE was selling them for.

An investigation revealed that NAVE had authorised
the sale of QUIEN tarts at an undervalue.

The investigators recovered business records from
QUEIN and obtained copies of NAVE’s bank accounts
during the period of the sales. Analysis revealed that
NAVE had received payments into his account
totalling £1m as consultancy payments from a rival
manufacturer.

On 26" August 2021, an investigation commenced
into NAVE and his SOE employer, QUEIN of Herts,
in relation to theft and corruption. QUEIN are a
state owned tart manufacturer and NAVE is the
finance director.

The business records for QUIEN showed that tarts
were being sold at an undervalue in contracts
negotiated by NAVE.

NAVE’s bank account showed that during the
same period he received £1m from a rival
manufacturer as consultancy fees.

The investigation was commenced following
allegations by a fellow QUIEN employee, Mr King.


Presenter Notes
Presentation Notes
Do not over complicate.

What do you think of the summary in the green box? Then show blue

Which do you think is easier to understand and translate?


Assistance Requested

Points to consider:
» Assistance should be specific and clear — no fishing

» Assistance requested should be justified by the facts given above and the
relevance of them to your case should already be obvious

» Use a description of your request which can be easily translated. Avoid jargon!

i.e. “Astatement in writing from an official of Nedbank Bank producing banking material for accoun
number 98748742129 held in the name of Helena Groot-Kaas (nee Smit; date of birth, 6 May 1966; S
passport number NK74210902), including but no limited to:

a) Account opening documents and due diligence records, including identification documents

for the account holder;....”


Presenter Notes
Presentation Notes
What do you think the consequences are of failing to be specific enough or failing to justify your requests?

Open source materials and informal cooperation

To cover confidentiality…
“On the mutual understanding that matters within this request will only be divulged where it is necessary for the provision of the assistance requested and as a result of the foregoing, the government of South Africa requests the following assistance”



Drafting Deficiencies

Some of the common deficiencies in MLA drafting are as follows:

The request does not
contain sufficient
information or is

unclear

The request does not
cite the international
law basis

The request is not
specific enough

The request fails to show
a clear nexus between the
investigation and the
assistance requested in
the other jurisdiction

The request has not
been translated (or
not properly

translated)



Presenter Notes
Presentation Notes
When you receive an MLA request, what stops you from providing the assistance requested?

The request is not specific enough – do not fish; only ask for evidence that you know exists through MAA or through evidence obtained in SA. What kind of material might that be?

2. The request does not contain sufficient information - sufficient evidence must be included to permit the requested jurisdiction to successfully obtain court orders.

3. The request does not cite the international law basis for the request – domestic authorisation under ICCMA does not bind another jurisdiction. What kind of international law basis are we looking for here?

4. No clear connection between the assistance requested and the investigation – many jurisdictions require a connection – for many it will be part of the legal test that they apply to obtain the court orders that are needed for the evidence. No connection = no court orders = no evidence. Include information on the significance of the evidence that you are requesting at the end of your factual summary

5. Translation – in some countries the language will depend upon the region where the evidence is required. i.e. Swiss Cantons. Translation of legal terminology may be misinterpreted so try to simplify your language. Use short sentences, good grammar and avoid jargon. All these things make it easier to translate.

How might we overcome these problems?


Grounds for Refusal

The Lack of Dual Criminality

fOllOWing Contrary to the legal system or laws of the Requested

are State
Prejudice to Sovereignty, security, public order or other
grounds essential interests

upqn Human rights considerations or severity of punishment
which

States Political Offences

may Double jeopardy

refuse to

assist: Fiscal Offences and Banking Secrecy


Presenter Notes
Presentation Notes
Lack of dual criminality - does not matter that the description of the criminality is not the same in the Requested State, as long as the conduct would constitute an offence under the laws of the Requested State. 

Contrary to legal system or laws of the requested state - slightly unusual or specialist, it is advisable to check with the Requested State through informal channels that it can be provided

Prejudice to sovereignty - most likely scenario is where it would harm national security or an essential public interest i.e. they have their own investigation (no proceedings) which might prevent on the basis of double jeopardy once the proceedings are commenced

Human rights - some States may refuse to provide assistance if the penalty for the offence(s) could constitute torture, inhuman or degrading treatment or death. Diplomatic assurances.

Political offences - subject has been involved in political dissent (not extending to terrorist acts) against the Requesting State and the rights of the subject of the request cannot be guaranteed if the requested evidence were provided

Double jeopardy - defendant should not be prosecuted twice for the same offence

Fiscal Offences and Banking Secrecy - usually used to refer to tax offences but has been broadly construed as money laundering and proceeds of crime matters in the past. Most treaties signed since 2000 now include an obligation to respond in fiscal matters. If problems with banking secrecy are encountered, it is advisable to try to resolve it with the central authority


Exercise

Using the case study, the timelines and the analysis you drafted earlier, draft a case
summary.

Your summary must not copy what has been written already in the case study that
was given to you.

It must tell the story of the crime chronologically from the point of view of the
criminal as they saw it (not the investigator).

Identify one enquiry that you need to make overseas and draft a paragraph to request
that information.

This would form the basis of the MLA request.



Case Summary

Summary of Facts

An investigation has commenced into potential bribery offences committed by David
Groot-Kaas and Fulton Noir. Both are public officials with responsibility for the
procurement processes at Good Hope Hospital in South Africa.

On 14 February 2020, Good Hope Hospital invited tenders for procurement of medical
supplies. The tender was awarded to Azur Medical Supplies on 12 May 2020. In
compliance with the contract, Good Hope Hospital paid Azur Medical Supplies R500
000 000 between June and August 2020. However, the goods supplied by Azur Medical
under the contract were found to be defective. It was subsequently discovered that
proper procurement processes were not followed as authorised payment limits were
breached, there were unauthorised derivations from the tender process, and
unjustified exclusion of panel suppliers.

Just before the tender was awarded, a UK company called Win Big Ltd was
incorporated. Fulton Noir’s sister-in-law, Kristal Gris, was the director and sole
shareholder of the company. She is also the sole signatory of the account.

Shortly after receiving money from Good Hope Hospital, Azur Medical Supplie
R20 000 000 to Win Big Ltd under the reference “Consultancy Fees”.



Case Summary

It is believed that the funds transferred to Win Big Ltd were used for the benefit of David Groot-
Kaas and Fulton Noir. On 29 September 2020, the wives of Groot-Kaas and Noir received R2 200
000 each from the Win Big account. Both have purchased new houses and vehicles.

Win Big Ltd has made a humber of payments to companies in Africa including Swartz & Co in
Mauritius. A payment of R5 000 000 was made from Win Big to Swartz & Co on 28 August 2020
with the reference “Winward View”.

Assistance Requested

1. Astatement in writing from an appropriate officer at Swartz & Co regarding the payment
received from Win Big on 28 August 2020 in relation to ‘Winward View’. The statement
should include but not be limited to:

(a) the reason for the payment including the nature of any services, connected assets or
persons

(b) the identity of the client or customer who arranged to make the payment

(c) any details regarding the client or customer including copies of identification
documentation, proof of address or other documentation provided in support
transaction



Useful Links

UN Sharing Electronic Resources and Laws on Crime European Judicial Network Atlas

https://sherloc.unodc.org https://www.ejn-crimjust.europa.eu/ejn/Atl
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Useful Guidance

>

o

Manual on
Mutual Legal Assistance
and Extradition

https://www.unodc.org/documents/organized-
crime/Publications/Mutual_Legal_Assistance_Ebook_E.pd
f




Any Questions?
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