





Investigative Techniques

Definition:

1. measure/action/handling to gather
information / evidence

2. measure/action/handling to avoid that
investigation is endangered

3. measure/action/handling to recover assets




Investigative Techniques

Kinds of investigative techniques?
?

?
?
?
?
?




Investigative Techniques

Practical Exercise in Groups 15 min:

What kind of investigative techniques, to
gather information that are essential to
investigations, do you know?




Investigative Techniques

Techniques used covered or open!
Important facts to think about in advance!

- When / in which way we use
techniques!

- Why we don't use a single
technique?

- Who to inform about the use?

- Who has to approve it?




Investigative Techniques

General to keep in mind before!

* Time

* Costs

* Human resources

e Material needed

* Location

 Support necessary

 Prediction of success — versa facts above




Investigative Techniques
Practical Exercise in Groups 20

min: focus on aspects as
* Arrests-Group 1l - pros andcons
 Searches - Group 2 - Expected benefits
 Wiretapping — Group 3 - Expected challenges
e Surveillance Group 4 - Resources

- Requirements legal or practical




Investigative Techniques

Techniques highlighted!
think about in advance, who, when, how, adv.
— disadvantages

* Arrests
 Searches

* Wiretapping,
 Surveillance,







What kind of digital data sets are you faced with in your
investigation?

Group discussion




Book keeping data
Electronic cash register data
Electronic invoices
Inventory

Banking data

IP addresses

GPS data

etc

Digital Data Sets




Investigative Techniques

Practical Exercise in Groups:

What kind of digital investigative techniques
do you know or/and use within your
investigations (20 min) ?

Highlight what kind of you use, its benefits,
linked problems and all other related aspects!




Investigative Techniques eG:

 Audits — get knowledge about the
business

« Survelllance, observation after getting
notice of business

* Information exchange national/internat.

* Inter-agency co-operation police/
customs /industry or business areas

* Digtal techniques




Digital Techniques:

 Margin comparison

« Gains comparison

 Business figures at all

 Cost structures compared — eg
employees visa turnover

« Special different business database-
crosschecks of databases




Other / New Digital Technigues:

* Visualization of business figures
 Technical check tools / for failure
detection out of high volume data

bases — Monetary Unit Sampling
 Summarised Risk Audit (SRP) based

on the principle of a
,1lime Series Analyses*




Examples for Other / New Techniques :

Definition MUS — Monetary Unit Sampling:

MUS

Monetary Unit Sampling, also known as probability proportional-to-size
(PPS) or dollar unit sampling (DUS), is a statistical sampling method
used to determine if the account balances or monetary amounts in a
population contain any misstatements. Each individual dollar (i.e.
monetary unit) in the population is considered a sampling unit, thus
account balances or amounts in the population with a higher value have
a proportionately higher chance of being selected.




Examples for Other / New Technigues:

Definition SRP Summarized Risk Audit

SRP = Time Series Analysis

Any metric that is measured over regular time intervals
forms a time series. Analysis of time series is commercially
Importance because of industrial need and relevance
especially w.r.t forecasting (demand, sales, supply etc).




Examples for Other / New Technigues:
SRP Summarized Risk Audit

Case example

 Hotel with restaurant

« Qutside area

 Christmas celebrations

 New year celebrations

* Additional participation on different
markets




Examples for Other / New Techniqgues:
SRP Summarized Risk Audit
Invoice database out of hotel software

1 |Invoices 1.01.2016 bis 31.12.2016)

2 Invoice Nr  Sender Receiver Amount Payed Amount VAT Tax % Reduction Reduction % Date of Invoice Payment Kind of booking Invoice Status
3 97893 Blanco GbR 8000€ - £ 80,00€ 523€ 7 0 0 01.01.2016 ZE RECH 0
4 | 007 4 Ubemachtung. - £ 100€ - £ - £ 7 Nein 28.12.2015 29.12.2015

5 007 4 Einzelzimmer 40,00 € 100€ 40,00 € 262€ 7 Nein 30.12.2015  30.12.2015

6 007 4 Einzelzimmer 40,00 € 100€ 40,00 € 262€ 7 Nein 30.12.2015 30.12.2015

7 97894 Hieble 180,00€ - € 180,00€ 11,78 € 7 0 0 01.01.2016 ZE RECH 0
8 004 4 Ubernachtung 90,00€ 200€ 4500€ 589€ 7 Nein 14.12.2015 16.12.2015

9 005 4 Ubernachtung 90,00€ 200€ 45,00€ 589€ 7 Nein 14.12.2015 16.12.2015

10 97895 Cargo Bos Transporten B.V.  1.650,00€ - € 1.650,00 € 10794 € 7 0 0 01.01.2016 ZE RECH 0
1 Verans Veranstaltung - € 100€ - € - £ 7 Nein 01.01.2016 02.01.2016

12 Verans Wohnung 1.500,00 € 1,00€ 1.500,00€ 98,13 € 7 Nein 01.01.2016 01.01.2016

13 Verans zusatzl. Zimmi 150,00 € 100€ 150,00 € 981€ 7 Nein 01.01.2016 01.01.2016

14 97896 Hilgen e.K. 1.350,00€ - € 1.350,00 € 8832¢€ 7 0 0 01.01.2016 ZE RECH 0
15 Veran2 Veranstaltung - € 100€ - € - £ 7 Nein 01.01.2016 02.01.2016

16 Veran2 Ubemachtung 1.350,00 € 30,00€ 4500€ 8832¢€ 7 Nein 01.01.2016 01.01.2016

17 97897 Janssen Reisen Wittmund Gr~ 1.170,00€ - € 1.170,00 € 7654 € 7 0 0 01.01.2016 ZE RECH 0
18 Wartel Warteliste1 - € 100€ - £ - £ 7 Nein 01.01.2016 02.01.2016

19 Wartel Ubernachtung  1.170,00€ 2600€ 45,00€ 7654 € 7 Nein 01.01.2016 01.01.2016

20 97898 Kuznetsov 8000€ - £ 80,00€ 6,18 € 8,37 0 0 01.01.2016 ZE VISA 0
21 008 4 Ubernachtung 70,00 € 1,00€ 70,00 € 458 € 7 Nein 01.01.2016 02.01.2016

22 008 4 Frihstiick 10,00 € 200€ 500€ 160€ 19 Nein 01.01.2016 02.01.2016

23 97899 Soijka 9500€ - € 95,00€ 763€ 8,73 0 0 02.01.2016 ZE EC-KAR 0
24 003 4 Ubemachtung 80,00€ 100€ 80,00€ 523€ 7 Nein 01.01.2016 02.01.2016

25 003 4 Friihstiick 15,00€ 300€ 500€ 240€ 19 Nein 01.01.2016 02.01.2016

26 97900 Kleeberger 150,00€ - € 150,00 € 1217 € 8,83 0 0 02.01.2016 ZE VISA 0
27 010 5 Ubernachtung 125,00 € 1,00€ 125,00 € 818€ 7 Nein 01.01.2016 02.01.2016

28 010 5 Friihstiick 2500€ 500€ 500€ 399€ 19 Nein 01.01.2016 02.01.2016

29 097901 Regenbogen-Reisen 453000€ - £ 453000 € 44903 € 11 0 0 02.01.2016 ZE RECH 0




Examples for Other / New Techniqgues:

SRP Summarized Risk Audit

Invoice database out of hotel software

Import in summarized risk audit tool

@ Vergleichsdaten
Steuerpflichtige/r: Hotel Beginn Priufungszeitraum: 01.01.2016
Steuernummer: 06123/45678 Ende Priifungszeitraum: 31.12.2016
Branche: Restaurant / Hotel Abweichendes Wirtschaftsjahr:
Hotel Software 2016 Turnover 7%
k|
Datum Betrag Korrektur Bemerkung Hotelz?]::ware Datum Betrag Korrektur Bemerkung Turnover 7%
"I ::' | '_' - "I f_‘" | "l - - - "I f_‘" | :_' - | 2 - | 2 - - | 2 -
01.01.2016 1.261,68 1.261,68 31.01.2016 43.657,01 43.657,01
01.01.2016 1.093,46 1.093,46 29.02.2016 55.047 66 55.947,66
02.01.2016 65,42 65,42 31.03.2016 78.224 30 78.224,30
02.01.2016 74,77 74,77 30.04.2016 69.452 34 69.452,34
02.01.2016 116,82 116,82 31.05.2016 81.637,38 81.637,38
02.01.2016 0,00 0,00 30.06.2016 92.789,25 92.789,25
02.01.2016 175,23 175,23 31.07.2016 85.384 1 85.384,11
02.01.2016 175,23 175,23 31.08.2016 101 644 39 101.644,39
02.01.2016 175,23 175,23 30.09.2016 99.927 10 99.927,10
02.01.2016 175,23 175,23 31.10.2016 78.597 20 78.597,20
02.01.2016 175,23 175,23 30.11.2016 67.746,26 67.746,26
07 N1 9016 184 71 4164 94 24 19 9016 £2 110 16 E2 4140 16




Examples for Other / New Techniques:
SRP Summarized Risk Audit

Invoice database out of hotel software
Import in summarized risk audit tool

2 Steuerpflichtigelr: | Hotel | Steuernummer: | 06123/45678
=
5 Niedrigster Wochentagsdurchschnitt: | 61.285,75 Hochster Wochentagsdurchschnitt: | 99.927,10
= h|
7 2016 U
8| Montag | [] 67.272,43
190 Anzahl 2 Wochentagswerte (absolut) Wochentagswerte (prozentual)
% 12%
11| Dienstag []  81.637,38 120.000 %gﬁﬁo
12 Anzahl 1 100.000 16“/2 ] ./\\
13 % 15% & 80 OOO i ° 14‘% 4 j
. ?__ . £ 129 __./
}g Mlttwo:h ) ] 84.6955? = 60,000 Ng—=_ < 12 gt
nzai o
16 % 16% :é 40.000 ) ngg
17 | Donnerstag [ ] 85.506,78 5 20.000 g 42/0
18 Anzahi 2 = 0+ a4 || F 20T
19 % 16% o o o o o o 0 ' ' ' ' ' '
@ T o o 1] © M =] =] = =] o )] )]
Freitag ~ [] 9992710 c 3 £ B § ®w € g & 8 &g & g £
Anzahl 1 g ¢ £ ¢ I £ & S < 2 5 E E S
% 18% o = 5 n 0 5 = < 3 A
Samstag []  61.28575 s} a
Anzahl 2
% 11% -=-2016 - — | | -8-2016 - -+
Sonntag ] 64 520,56
Anzahl 2
% 12%
Woche 544 845 32 Bemerkung(en):
30 | Insgesamt 75.677,18
21 Anzahl | 12
" Viaralairhedatan Iabhracszhlan Mnirartsleralztinnan Mearnatcrartrathan Zlatcrhlittanatrrathan MMrnatcuvarbh3l¥nicea Warhantsmncouwarta Pactandcantun~lliinn [P




Examples for Other / New Technigues:
SRP Summarized Risk Audit

Indicators

* Reduced turnover on weekends
« Usually busiest time for hotels In
tourist areas

Restaurant evaluation:




Examples for Other / New techniques:
SRP Summarized Risk Audit
Restaurant Data

Vergleichsdaten

2 | Steuerpflichtige/r: Hotel Restaurant Beginn Prifungszeitraum: 01.01.2014
~
3 | Steuernummer: Ende Prifungszeitraum: 31.12.2016
~
4 | Branche: Restaurant Abweichendes Wirtschaftsjahr:
6 Goods (#5200 - #5760) Turnover (#4300, #4400)
: . | ~ A
8
—
Goods (#5200 - Turnover
Datum Betra Korrektur Bemerkun Datum Betra Korrektur Bemerkun
g g #5760) g 9 (#4300, #4400
10 2074 |~ 2074 - - - 2074 - 2225 - 2225 - - - 2225
12 04.01.2014 56,99 56,99 01.01.2014 171,03 171,0
13 09.01.2014 46,08 46,08 02.01.2014 768,99 768,9
14 09.01.2014 74,84 74,84 02.01.2014 145,61 145,6
15 09.01.2014 403,86 403,86 03.01.2014 839,24 839,2
16 09.01.2014 41,55 41,55 03.01.2014 84,86 84.8
17 09.01.2014 184,42 184,42 04.01.2014 1.071,43 1.071.4
18 11.01.2014 11,58 11,58 04.01.2014 138,50 138,5
19 11.01.2014 728,93 728,93 05.01.2014 945,71 945,7,
11.01.2014 127,26 127,26 05.01.2014 121,12 1211
11.01.2014 8 8,00 06.01.2014 1.210,34
11.01.2014 58,63 58,63 06.01.2014 173,08
15.01.2014 63,84 63,84 07.01.2014 599,24
15.01.2014 489 489,00 07.01.2014 85,42
16.01.2014 12,9 12,90 08.01.2014 865,71
16.01.2014 12,98 12,98 08.01.2014 53,93
16.01.2014 1,72 7,72 09.01.2014 731,26
16.01.2014 37.43 37.43 09.01.2014 62.71

Kurzanleitung

Vergleichsdaten | Jahreszahlen | Quartalsrelationen

Monatszeitreihen

Gleitschlittenzeitreihen Monatsverhéltnisse | Wochentagswe




Examples for Other / New techniques:
SRP Summarized Risk Audit
Evaluation based on time series analysis

 Time series analysis
 Average margin comparance
« Cutting the pics 16 %

« Calculation of available goods
RESULT:

 No goods available for turnover ???7?




Examples for Other / New techniques:
SRP Summarized Risk Audit
Evaluation based on time series analysis

! @ Berechnung der laufenden Warenbestandsentwicklung
2 Steuerpflichtige/r: | Hotel Restaurant | Steuernummer: | |
E hl v
Turnover Ent- notwendiger Goods (#5200 -  Bestands- laufender  Ain% . . .
5 Monat | ui300,44400)  nahme  Einsatz #5760)  verinderung  Bestand  dRwb Regetwarenbestand: [INNNRVIRTRNNNN ~ Maximabestnd: | |
b
: 2 ROAS 482.22% S Berechnete Warenbestandsentwicklung
0| Jan 2014 3035093 244167 7.654,50 8.266.07 611,48 1626,18
1 | Feb 2014 3414290 244167 8.305,88 817476 131,12 1.495,05
2| Mar 2014 3748014 244167 8.879,07 7.240,27 -1.638,80
3 | Apr2014 31.22596 244167 7.804,88 8.821,81 1.016,93 873,18
4| Mai2014 3303186 244167 8.115,06 8.358.24 24318 1116,36
5| Jun 2014 30 845,90 2 441 67 773961 567787 -2.061,74
6 Jui2014 3545775 244167 8.531,72 9.979,41 144769 502,31
7| Aug 2014 2086552 244167 7571,22 6.017,03 -1554,19 -1.051,88
8 | Sep 2014 2077508 244167 7.555,60 7.779.07 223,38 828,50
9 | Okt 2014 3834179 244167 9.027,06 982615 799,00 29,41
10 | Nov 2014 31.806,31 2 441,67 7.904,56 8400 55 504,99 475,58
1| Dez 2014 3553786 244167 854548 870363 158,15 ST ST ITIonooOLo00C 0o
2 |insgesamt|  397.862,00  29.300,04 97.634,83 97.253,86 -380,97 E S S ocococoococococoo0505 0
: FEPRERP R RS
5 2015 RGAS: 447,90% %E%iéé%{%iééﬂ&%%éog
6 | Jan 2015 30.706,51 252225 8.126,68 5.808.85 222783 -1.504,10 &
7| Feb 2015 3477466 252225 8.869,18 986497 99579 508,31 8
8 | Mar 2015 3250334 252225 8.454,63 8.267,30 187,33 785,64 Z
9 | Apr2015 2021059 252225 7.853,65 8.306.93 543,28 242,36
0 | Mai2015 3362658 252225 8.659,64 8.886.43 226,79 15,56
1| Jun 2015 2541336 252225 7.160,59 6.539.20 621,39 636,96
2| Jul 2015 2787446 252225 760978 6.581.20 -1.028,49 1.665,45 Bemerkung(en)
3| Aug 2015 2737288 252225 751824 8.60191 1.083,67 581,78
4| sep 2015 31.20769 252225 8.218,15 7.255.36 962,79 1.54457
5| Okt 2015 3436784 252225 8.794,93 813542 650 51 -2.204,08
6 | Nov 2015 3351720 252225 8.630,67 9.926,01 1.286,34 917,74
7| Dez 2015 476571 252225 8 867,55 11.334.22 2 466 67

WAlnwnmbiambmm o imemim el iem s mes

» Kurzanleitung | Vergleichsdaten | Jahreszahlen | Quartalsrelationen | Monatszeitreihen | Gleitschlittenzeitreihen | Monatsverhaltnisse Wochentaqswerté “Bestandsentwicklunq
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Examples for Other / New Techniqgues:

SRP Summarized Risk Audit

Estimation of turnover based on time

series analysis — more € 285.238,57

Interaktive Schatzungsvorlage D)
| l:l . |
Steuerpflichtige/r: | Hotel Restaurant | Steuernummer: |
2014 2015 2016
L umover (4300, #A400): e s97.86200 31534082 388.627,79
Goods (#5200 - #5760): 97.253,86 99.687,89 90.139,25
Bestandsveradnderung: -380,97 915,20 -320,43
Entnahmen: 29.300.04 30.267.00 30.420.00
zZusétzliche Entnahmen (erméfigter USt-Satz): O
zZusétzliche Entnahmen (voller USt-Satz): ]
weitere Einsatzminderungen:
LS 68.33479 68.50569 60.039,68
RGAS 482% 448% 547%
80 %-Quantil RGAS: ‘. 635% 1 635% | 635%
frei geschéitzter RGAS: h O
80 %-Quantil Einkauf / Einsatz: O 1 |
frei geschéitzter Einsatz: t O
ermitteiter Umsatz: 502.260,71" [] 503.516,82 441.291,65
freie Umsatzhinzuschétzung: h O |
002,260, 70 503.516,82 . 441.291,65 |
Mehrerlés durch Schatzung: 104.398,71 128.176,00 52.663,86
(RGAS nach Schétzung:) =
Mehrerlds insgesamt: 285.238,57)
feste Aufteilung Mehrerids: t Anteil erméRigter Steuersatz: |
Anteil Mehreriés (erméRigter USt-Satz): 1 [ 1
freie Aufteilung Mehreriés:
Anteil Mehrerlés (erméRigter USt-Satz): | | |
__Anteil Mehrerés (voller ust-Safz): | {4 1 | 1 -
Monatszeitreihen Gleitschlittenzeitreihen Monatsverhéltnisse Wochentagswerte Bestandsentwicklung Schiatzung | eigene Notizen Daten Gle




Examples for Other / New Techniques :

Visualization of data

Visualization Is often excel based or other
software / atool to visualize different figures /
data sources in relation to each other In
various diagrams




Examples for Other / N

ew Techniques :

Visualization of data —

Bookkeeping Data
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KTOBESCHR -

Gesetalich soziale Aufwendungen
Erldse T% Uzt

Erldse 19% Uzt

Erlize 19% Usk,

Erlzze 13% L=k,

Wersicherungen

Kfa - Wersicherungen

Mickeasing [bewegliche Wirtschafts
Miztzn fiir Einrichtungen [Beweegl, W
Micten fiir Einrichtungen [bewegl. W
Erldse T% U=t

Erldse 19% Uzt

Erlgise 19% Ust,

Erlize 19% Usk,

Erhaltene Skonti 13% Yarsteuer

Erlzze 13% L=k,

Erldse T% Uzt

Erldse 19% Uzt

Erldse 19% Ust.

Erlize 19% Usk,

Interimskonto Worsteuerver giitung
Interimskonto Yarsteuervergiitung
Erldse 19% Uzt

Erlgise 19% Ust,

Erlize 19% Usk,

Erldse 13% Uzt

Erldse 13% Uzt

Erldse T% Uzt

Erlize 19% Usk,

Erlzze 13% L=k,

Erldse 13% Uzt

Warencingang 1% ¥at.
Wareneingang % Vst

Mlizkz Digel

Gas, Strom, Wasser

Gaz, Ttrom, Wasser

Telefon

Mebenkosten des Geldverkehrs
Mebenkosten dis Geldwerkehrs
Mebenkosten des Geldverkehrs
Mebenkosten des Geldverkehrs
Mebenkosten des Geldverkehrs
Erlize 7% Lsk,

Erlzze 13% L=k,

Erldse 13% Uzt

Erldse 19% Uzt

Wareneingang % Vst
Warsneingang 195 ¥arsteusr
‘warensingang 13% Yorsteusr
Wfarencingang 19% Yorsteusr
Fieinigung

Dekoration

Exitrige

Erldse T% U=t

Erldse 13% Uzt

Erldse 19% Uzt

GKTOBESCHR: -

Warauss Beitragsschuld Sozialver.

Ka:

Fas;

Eparkasse Breisach #6004 212
Sparkasse Breisach #6004 212

BUCHTEXT

Aszona Handyversicherung
Allianz KF2 Yersicherung FR-MG 1376

Micken fiir Einrichtungen [bewegl. ' umbs

Eparkazze Breizach HEO04212

Haffmann Leazing 01414

Mlictlzasing [bewegliche Wirtschafts umb

Werb. aus Lul. o. Kontokorrent
Eparkasse Breisach #6004 212

Sparkasse Breisach $#6004212
Sparkasse Breisach $#6004212
Eparkazze Breizach HEO04212
Eparkazse Breisach HH004212
Eparkasse Breisach #6004 212
Sparkasse Breisach $#6004212
Fparkazze Breisach #E004212
Eparkazze Breizach HEO04212
Eparkasse Breisach #6004 212
Eparkasse Breisach #6004 212
Sparkasse Breisach $#6004212
Fazse

Kazze

Kasse

Kasse

Sparkasse Breisach $#6004212
Fazse

Eparkazse Breisach HH004212
Eparkasse Breisach #6004 212
Sparkasse Breisach $#6004212
Fparkazze Breisach #E004212
Eparkazze Breizach HEO04212
Kasse

Badischer Winaerkeller Skonta
B & & Gebiihren

Intermarche 5,5 X T WA
Intermarche 20,00 % The

Neukauf

Aldi

2014

Etadt Breizach Abwascer
Stadt Breisach Wasser
Telekom M2014
Darlehenspreiz #E00M22TI63
Darlehenzpreiz #E0022T363
Darlehenspreis 600227363
Darlehenspreis #600122T363
Darlehenspreis $60M22TI63

Union SE

Rewe

Union 26

Union 26

Union SE

Union SE Servictben
Dehoga 01-06/14

-| BELNR [ | S0_K - | 3T54 - | STEETF - 35TI - | BUN - | USTIDNF - | HABI - | 30U - | $0_HA_) - 3YERME - [ MF -
020 000 0,00 3533 020 0,00 0,20 -
242,06 TO0 15,54 Ut 1l 24206 0,00 242,08 -
5T 1300 22,08 Ust 4 587 0,00 1587 -
20T 100 3352 Us 7 20735 0,00 207,35 -
15545 13,00 21315 US 12 155,45 0,00 53,45 -
2400 000 0,00 320 0,00 24,00 24,00 -
S04 000 0,00 316 000 30117 301,17 -
2205 000 0,00 1T1s 000 2273 2273 -
220H 1300 FERER 33 000 227 221,31 -
22 000 0,00 3t 1118 227,51 0,00 227,31 -
1306 o0 5,54 Ugt 1 g6 0,00 13,18 -
25,23 13,00 -4.51 LSt 135 2528 0,00 25,29 -
EETOB 1300 12454 USt 15 BETO6 0,00 57,06 -
BEEEE 1300 31530 Us 20 7540 0,00 16TE40 -
4500 13,00 0,36 Ve 2339 130 0,00 130 -
3541 1300 .15 Vv 346 000 354 35,41 -
45238 00 1251 st 26 52,43 0,00 152,93 -
BEEEE 1300 19312 UR 21 04735 0,00 047,35 -
A3MTEE 13,00 364,54 USt a7 1956 0,00 197,56 -
523 00 141 Uge 34 %233 0,00 162,33 -
E45,24 1300 12546 Ust 28 64524 0,00 B45,24 -
AMETE 1300 2162 Ut 32 0376 0,00 03,78 -
BREEEE 1300 36664 LS 5 192aEE 0,00 132366 -
T5aT 000 0,00 3t 43 000 75,37 75,37 -
4443 000 0,00 V3 50 000 44,45 44,45 -
38504 1300 7505 Ut 36 F3504 0,00 535,04 -
45523 1300 82,21 Ust 40 45523 0,00 455,29 -
SADET 100 45T LS 45 240,67 0,00 240,67 -
50,54 1300 4266 Ut 46 /0L 0,00 750,54 -
BEEEE 1300 536,22 USt 45 252205 000 252245 -
075 o0 55,75 LSt &0 50,75 0,00 510,15 -
A 1300 2165 Ut 5 N385 0,00 13,35 -
308,24 1300 EE5E LS 55 30524 0,00 308,24 -
BEEEE 1300 47540 USt &1 25T A0 0,00 2547,50 -
6,56 100 144 M5t 355 000 16,35 16,36 -
153,51 00 ERE 356 000 158,31 133,31 -
BEEEE 1300 BEOES Wt 352 000 BEEE 476,33 -
165,00 0,00 0,00 3t 353 0,00 155,00 165,00 -
32H 00 2,25 Wit 354 000 32 M -
5453 13,00 10,43 WSt 359 000 54,53 54,59 -
250 1200 044 5 362 000 280 2,50 -
2,30 1300 044 V5 363 000 230 2,30 -
250 1300 0,44 Vit 364 000 230 2,50 -
250 1300 044 Vi 365 000 230 2,50 -
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Examples for Other / New Techniques :
Visualization of data — problems?

« 420.000 data sets?

« How to explore?

« Where to start?

« Searching?

 What kind of parameters?
« Where are the indicators?




Examples for Other / New Techniques :
Visualization of data — example

 Restaurant

 Qutside area

 Christmas celebration

« New year celebrations

« Additional participation on different markets

 No remarkable changes in business (same
size, ... employees, ... suppliers....)




Examples for Other / New technigues :

Visualization of data
« Edit data

1 |Account 1_lurnover T

2

3 Summary Names o

4 -18400 8400 Result - 8300 8300 Result - 8401 8401 Result -/8595 8595 Result

5 |Names + 10 19% vAT T0 7% VAT, TO Rent 19% Own Use 19% QOwn Use 7%

0 =2016

70 Jan 755813 7455813 19 73N 168,91 16891
8 Feb 7400002 7400002 6016 76016 57731 57731
9 M 305191 8305191 75557 7555

0 A 858181 8258181 57113 5703

11 Mai 9223309 9223309 715746 715746

120 Jun 8187696 8787696 8105,05 8105,05

130 11272113 11272113 871268 871268

M Ay 10998869 109988,69 86384 863284

15 Sep 8648065 8648965 0534 80534

1 Okt 8107207 8767207 7185,17 118517

1 Nov 7629242 7629242 788852 788852

18 Dez 03822 93822 885858 835858 10262 1046,
19122015 1015907 1015907 8278549 8278549 7108,43 71084
20| =2014 889094,93  839094,93 1ma3314 7713314 3934143 3934143 9642,85 9642,8

21 |Result 2966290,03  2966290,03 25353399 25353399 3934143 3934143 7108,43 9642,85 167512



Examples for Other / New Techniques :

Visualization of data
Edited data — visualized

' | KTOART Y
W

2 | KTOBESCHR Y
3 Summe von HA_SO
4 | 140000 Erlose 7% Ust.
5 | Erlose Geldspielaut.
6 | 120000 KTONR v

I Erlose Miete 19% U
7| KTOBESCHR v
81 om0 8200 - Erlose Erlose Sachanlagev.
) . = 8829 - Erlose Sachanlageverkaufe Erstattungen AAG
10 ]

] | | 8402 - Gutscheine 19% USt . .
17 80000 § @ Ertrige Auflosung R
12' W 2700 - Sonst. Ertrage betriebs/ periodenfremd
13- 60000 W 2653 - Zinsertrage § 233a A0, § 4 Abs. SbEStG Gutscheine 19% US|
14 118196 - Erlse Geldspielautomat 19% Ust. Periodenfremde Ert
15_ 40000 B 8196 - Erlds. Geldspielaut. USt 19 % USt
16- B 2520 - Periodenfremde Ertrage
17
18- 20000 2735 - Ertrage Auflosung Riickst.
19' 8125 - Steuerfreie EU-Lieferungen
20- 0 8922 - Verw.Gegenst.auBer.Untern.(Tel.)
71 Jan FebMrzAprMailun Jul AugSep OktNOV Bz Jan FebMrzAprMailun Jul AugSep OktNovDEzJan FebMrzAprMailun Jul AugSep OktNovDez 88922 - Verw. Gegenst. auRer. Unter (Tel,
22| 0000 2014 2015 2016 2742 - Vers.-entsch, u. Schadensersatzleist,
23 | |




Examples for Other / New Techniques :

Visualization of data — account selection

;‘*_ 8400 - TO 19% VAT
6_ 120000
;
8
9

—| 100000

| 80000
60000
40000
o -

Jan Feb Mrz Apr Mai Jun Jul Aug Sep Okt Nov Dez Jan Feb Mrz Apr Mai Jun Jul Aug Sep Okt Nov Dez Jan Feb Mrz Apr Mai Jun Jul Aug Sep Okt Nov Dez

=

2014 2015 2016



Examples for Other / New Techniques :

Visualization of data — example
Indicators for problems

« Summertime
- reduced turnover compared with other
years

 Christmastime
- reduced turnover — usually the busiest
time of a year for restaurants




Examples for Other / New Techniques :
Visualization

 Any expenditures

 Turnover

 Any other account like input VAT — output
VAT

« Almost everything could be visualized




serfore s Loy

Benford s Law

This “Law” Is focused on the “relative
rate” of figures at the beginning of
numbers



Naturally there are more small things than
big things !!

In the whole world there exist
more sand as pebbles
more pebbles as stones
more stones as rocks
more rocks as mountains
more mountains as mountain-ranges



Frank Benford

Physiker, USA
Benford s Hypothese:
1920

There exist more numbers with a small figure
than with a high figure (at the beginning)



Seriford's Layy
Benford did more than 20.000 single checks to proof his thesis!:

- Results of the American Baseballleagues

- alr pressure figures

- weight of atoms

- Invoices of energy on Solomon Islands

- articles of Reader s Digest

- numbers of inhabitants of countries, cities ...
- bookkeeping of enterprises

Result:
The ,,1“ was always the leading figure
the ,,9“ always the last one



sonfored s Layy

The spread-rates for the “first figure™ were

Figure Rate
1 30,10 %
2 17,60 %
3 12,49 %
4 9,69 %
5 7,91 %
6 6,69 %
7 5,79 %
8 511 %
9 4,57 %



sonfored s Layy

Benford s Law:

every 3. number

starts with a ,,1°



serfore s Loy

Grafik: 1. Rate-Test

SALDOD_BETRAG
Erste Zitfer - Megstive Werte
2500,00
2400,00
2300,00
2200,00
2100,00
2000,00
1900,00
1800,00
1700,00
1600,00
1500,00
1400,00
1300,00
1200,00
1100,00
1000,00
900,00
300,00
700,00
500,00
500,00
400,00
300,00
200,00
100,00
0,00

Anzahl

1 2 3 4 5 =3 7 8 9
Fitternreihenfalge

. Tatsachliche Anzahl & Ervartete Anzahl Untere Grenze -~ Chere Grenze



serfore s Loy

Grafik: 1. Rate-Test

normal noticeable

SALDO_BETRAG

BETRAG
Eneto Ziffes blegativo terlo ’m Erzte Fiffer - Positive Werte
2500,00 e
21 1700,00-
2300,00
220000 1600,00-
2100,00 1500,00-
2000,00
130000 1400,00
1600,00 1300,00
1700,00 1200,00
1600,00
150000 1100,00
-1400,00 1000,00
£ 130000 E
g 12000 AR
100,00 200,00
000,00 700,004
300,00
500,00 500,00
700,00 500,00
00,00
s000 400,00
400,00 300,00
300,00
o 200,00
100,00 100,00
o 1 2 3 4 5 5 7 8 9 0.00 z
Ziffernreihenfolge Ziffernreihenfolge
. Tatsachliche Anzahl - Erwartete Anzahl Untere Grenze - Chere Grenze

. Tatsachliche Anzahl -&- Erwartete Anzahl Untere Grenze - Obere Grenze




senfored s Layy

Is Benford s law always right ?

law of maths
or
freak of nature

Example Cars


KFZ/Kfz-Händler Pauschalpreise.ppt

sonfored s Layy

Benford s Law Is always right for naturally formed
figures / databases

Figures, following the nature-laws as:

Numbers of inhabitants

Length of all rivers of the world

Size / amount of water in all seas/lakes/oceans
Stock-courses

Booking numbers

Turnover

Trading prices



sernford s Layy

Relevanz of Units

Benford s Law is universal

Change of Units doesn’t influence the rate!

Km — Miles— Morgen — Zoll — Inch — Acr
EUR - BAT-$ - Yen



Serifore s Layy

The Benford check is an own automatic
tool within the analyse-programs
IDEA/ACL (and others)

After import of databases you can run the
check automatic by allocating the source
— “a thing of seconds”

BUT BENFORD-CHECK IS NOT THE
PROOF OF THE FRAUD IT’S THE ENTRY
FOR FURTHER CHECKS



sorfore’s [ayy

Benford s Law

Examples



Ralf Oberle

AR R AR R R C R G BERAREANRRERR e db88Ra0RdRndins &g

JEAERATREREE

HEgREHAANANBARANRARARRAREFIRILIER IR

123455?89mﬂﬂﬂﬂﬁﬁ

4o — e~

1 : _ e —_—— o N0 AN A
MO ww.s9 20 095 00T

6/4/3/ 1_113 PR RE i

ul]l.fl.nml'hill <=3 BTN R T ]
O s e lu3l — = | 5 Ll T O~ o)~ - | T S Y g 1 e e

Oﬁm. NO™d mngeg— a7
ELS‘33«700QIQ.52.
Glutsw:.ml O_fL.L
m8 &5?462 !2,,1?8 o o ?t_a. ~m

}A‘.’l’.l«ll{l_

I Yiy il




—_

h

tifore’ s

22
@

A

35,00%
30,00%
25,00%
20,00%

B Observed prob

15,00% W Benford
10,00%

5,00%

0,00%

Results

Testing goodness of fit to Benford's law
Null hypothesis: data is described by Benford's law

| am more than 95% sure there is something wrong




senfored’s [a

v  Benford s Law

1 24 1,3488868
2 8 5,3837113
3 11 0,2076704
4 11 0,1500993
5 11 1,1274012
6 10 1,5509684
7 11 10,89%  5,80% 45155688
8 8 792%  5712% 1,5541295
9 6,93%  4,58% 1,2241097

Number of Data Po|nts
ChiSquare Value

Critical Thresholds for ChiSquare Tests (8 degrees of freedom)

95 percent
99 percent

19,5073
20,0902
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serford’s Layy

35,00%
30,00%
25,00%
20,00%
B Observed prob

15,00% W Benford
10,00%

5,00% I I I I

0,00%

1 2 3 4 3 o 7 8 9

Results

Testing goodness of fit to Benford's law
Null hypothesis: data is described by Benford's law

Cannot reject Null Hypojl am not 95% sure there is something wrong
Cannot reject Null Hypojl am not 99% sure there is something wrong




serford’s Layy

ull Benfordhdl Chi square values [y

Number
1 36
2 19
Vertikal (Wert) Achse j10
4 9
5 8
b 7
7 8
3 7
9 7
Number of Data Points 111
ChiSquare Value 3,091

32,43%
17,12%
9,01%
8,11%
7,21%
6,31%
7,21%
6,31%
6,31%

Critical Thresholds for ChiSquare Tests (8 degrees of freedom)

95 percent 15 5073
99 percent 20,0902

30,10%
17,61%
12,49%
9,69%
7,92%
6,69%
5,80%
5,12%
4,58%

0,2000846
0,0152592
1,0789410
0,2869839
0,0708498
0,0250087
0,3794620
0,3078356
0,7264952
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