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Decentralized Finance

Decentralized finance (or "DeFi") is a financial ecosystem based on blockchain
technology. It lets users buy and sell assets and financial services as a form of
investment or financing without middlemen.




DeFi uses blockchain, which connects users without a central server and can transfer

data and assets securely, under the users' own watch. Transactions are regulated under
"smart contracts”, computer programs that also use blockchain and run automatically
when the parameters the parties set in advance are met.

They use blockchain to store and transfer digital assets and smart contracts to make sure
the parties keep their end of the bargain.

Decentralized Finance




What applications are there within DeFi?
Staking

Staking stands for: storing crypto coins in a wallet for a
fixed period of time. By staking you earn a kind of
interest that you get deposited in your wallet. The
reward you earn from betting cryptocurrency depends
on the length of time you hold it. The longer the betting
time, the higher the return.lt is similar to a fixed deposit
in the traditional banking system that is rewarded at the
end of the period with a defined interest rate, as
stipulated in the contract.
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What applications are there within DeFi?

Lending

Lending stands for (temporarily) lending your
cryptocurrencies to a platform. This platform then
grants loans to companies or private individuals,
without the intervention of intermediaries. At the same
time, the DeFi lending protocol makes it possible for
anyone in the world, anywhere, to earn interest from

crypto they lend.
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What applications are there within DeFi?
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DECENTRALIZED FINANCE







TODAY’S QUESTIONS: - WHAT IS A NFT?

- WHAT IS IT BEING USED FOR?

- ARE THEY TAXABLE?

- WHAT ARE THE CHALLENGES?

- CASE SELECTION?




WHAT IS A
NFT?



NFT’S EXPLAINED

NFT stands for ‘non-fungible token’.
A NFT is a digital asset that links ownership to unique physical or digital objects!

Real estate .
Gaming

Music




NFT’S EXPLAINED

NFTs are sold online, via cryptocurrencies, and are the digital proof of ownership of an item.

NFTs are recorded on the blockchain, which ensures that the asset is unique.

NFT-projecten: Bored Ape Yacht Club, Meebits,
Mutant Ape Yacht Club, RTFKT Clone X, Azuki

The blockchain technology ensures that the NFT cannot be changed or falsified. The registration on
the blockchain is tied to a digital wallet. Theis crypto wallet contains a digital key with which you can

prove that the NFT is your property.




NFT’S EXPLAINED

Smart contracts:

A smart contract is a piece of a code with which
certain information is stored on the blockchain.

Smart contract are supported by multiple blockchains Voor NFT smart contracten wordt een ERC-721 of
like, Ethereum, Solana, Tezos, Binance Smart Chain, etc. 246 LS st el

A smart contract regulates 2 actions:

- Verifying ownership;
- Ensure that it is possible to tranfer the NFT.

The smart contract ensures that the transaction is only executed when the

predefined conditions are met and verified.




NFT’S EXPLAINED

NFT-transactions, just like bitcoin transactions, are visible on the blockchain. Because everything
is registered on the blockchain, it is possible to trace which address the NFT has created, to

which address the NFT was sent, who the current owner is, etc




NFT PLATFORMS

Artists can offer NFTs for sale on these platforms/markets.

Buyers can then search the platform and buy the item of their choice.

This is usually done by bidding!

OpenSea has processed more than 10 billion dollar in transactions since its launch in 2017.
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NFT-PLATFORMEN NFT AANSCHAFFEN

Ethereum is required to buy an NFT.

Create an ETH address in Meta. Keep 12
keywords in a safe place.

Create an account with Coinbase.com

Validate /Link your bank account. Back to Coinbase.

Transfer Euros to Coinbase (to buy NFT Transfer ETH to your Meta wallet.
and pay transaction fees.)

Open Meta wallet and initiate connection

Buy Ether(eum) on Coinbase. with OpenSea.

Now you can buy an NFT on OpenSea.

Download and install Meta app.




NFT APPLICATIONS

Physical property:




NFT APPLICATIONS







NFT APPLICATIONS

Financial documents:

Bills, invoices, warranty cards, etc.

Identity verification:

For verifying identity or representing birth certificates, medical records, licenses, certificates, etc.

Tickets:

Concerts, parking garage, etc.

Fashion world:

Verify ownership of luxury items to reduce counterfeiting.



















5,69 €

231,48 €

284,33 €



















G’EN MERCH?! \

Foxy Merchandise is now available!

Prices and payments will be in
USDC.

Please note that while you will be
required to enter your shipping
particulars during the checkout,
this information will be sent
directly to the retailer handling the
shipping. Famous Fox Federation
will NEVER store your personal

particulars.

Merch provided by W3W. Please
contact support@w3w.ai for
shipment related support.

/




CRIMINAL ABUSE OF NFTS



VULNERABILITIES

NFTs are currently NOT bound by laws and regulations!



VULNERABILITIES

Many NFT platforms do
not perform KYC/AML
checks!




VULNERABILITIES

Shifting large amounts
of money in a

borderless, partly
anonymous market!




VULNERABILITIES

The most expensive
NFTs are exchanged
between a small number
of wallets!

Ability to add/create
value to something
trivial!






WASH TRADING

A wash trader would buy and sell their own
NFT so that it will show inflated volume and
interest and possibly a price increase. (The
wash trader controls both the buy and sell
prices so they can buy it at a higher price
from themselves.) This behavior can be
repeated over and over.

As a result, outsiders seeing this increased activity might
consider buying the NFT at an inflated price. Once the
NFT is sold to an outsider, the NFT creator pockets the
difference.







Dirty/illicit money

Convert into fiat money

NOTHING HAS CHANGED

Convert into crypto

Buy your own NFT
back!

Buy a NFT (or create a NFT)

N

Artificially inflate
prices by planted

Create an account ’,,, counterparty who

WITH KYC and a
verified bank account

buys at a higher price




ONLINE GAMBLING




ONLINE GAMBLING

http://zed.run









WHAT DOES A NFT TRANSACTION LOOK LIKE?




NFTS AND VAT CHALLENGES

1) WHAT ARE WE TALKING ABOUT?

DELIVERY OF GOODS

1

Where does the delivery take place?
In what country?

1

Different VAT approaches in different
countries!
Possible ‘double (non) taxation!

9

SERVICE

L

B2B vs B2C
Electronically supplied services?

l

One Stop Shop (issuves)
...or not in the OSS?!




NFTS AND VAT CHALLENGES

1bis) WHAT ARE WE TALKING ABOUT?

A transfer of physical property/ownership?

- Full ownership?

- Partial ownership?

A license to use something (gaming)?

T~ \

A license to access something (music)?

o Different VAT

treatement?!

Royalties (music/artwork)?

Em—— Different VAT rates?!

Copyrights (music/artwork)?

/

What if the link between the NFT and the asset
is broken?!




NFTS AND VAT CHALLENGES

2) TAXABLE AMOUNT?

- NFTs mostley sold by bidding.
- Ability to add/create value to something trivial!

Arm’s length principle?
Fraud-prone?

3) VAT RATES?

EE—— Different VAT rates in different countries?!

» | Danger of taxshopping!










MT(IC) FRAUD VIA NFT’S

Belgian company
buys an NFT from...
Selling the NFTs on the

‘ ‘ local market

...with Belgian VAT!

...with the reverse

charge mechanism!




NFTS AND ENFORCEMENT CHALLENGES

NFT marketplaces/platforms:

Important source of information

269 platforms, 2.460.000 wallets, 10.275.000.000 $,
231.000.000.000 $

Even in colder prevailing market conditions, still high
trading volume?!

Where to go to? (USA, HK, 2, ...)

GDPR?

Legal powers of tax administrations/law enforcement?

NFTs & follow the money:

Payment methods (debit/credit card, Paypal, crypto’s)
Payment via cryptocards, the investigators nightmare?!
(eg advcash.gi)

Responsability/accountability of the
platforms/marketplaces!?

Mission impossible?

No information, no taxation gnvestigation!







‘The Metaverse’ usually refers to a virtual world in which people can come into contact with each other
online. It is a network of virtual 3D spaces in which users can perform all kinds of activities via an
avatar, a digital doppelganger.




Which
companies
are active
in the

Metaverse?







The banks are also eproring the Metaverse: JP
Morgan opens a lounge in Decentraland.




Ariana Grande
gives a music
concert in the

Metaverse of the
video game
Fortnitel

27,7 million viewers

> 20 million USD revenues




Advertising and Marketing

In the context of advertising and marketing, the metaverse can be defined as an enduring, 3D
and virtual space where users can spend their time and be targeted with branded content and
sales promotion tactics. The closest analogy these days would be social media, where users log
in, interact with their friends, family, and peer network — and in the course of these
interactions, they come across brands, ads, sponsored content, and calls for conversion. Over
time, social media has evolved with direct-to-customer stores where you can pay for products
online and have them shipped to your address. Likewise, the metaverse may have 3D "stores"
where you can not only watch ads, but also try out products and make purchasing decisions.




LAW ENFORCEMENT AND THE METAVERSE
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METAVERSE READINESS







LAW ENFORCEMENT AND THE METAVERSE

IDENTITY THEFT

As the virtual representation of users in the metaverse becomes more realistic and permanent, this provides
opportunities to convincingly copy user appearance (so called deepfakes).

With more advanced ways to interact with the system by using different sensors, eye tracking, face tracking and
haptics for instance, there will be far more detailed biometric information about individual users. That information
will allow criminals to even more convincingly impersonate and steal someone’s identity. Moreover, this information
may be used to manipulate users in a far more nuanced, but far more effective way than is possible at present on
the internet

Al can be used to process what you are looking at, how you feel, or how you interact with people, and can this be
used to influence people, This is, of course, an issue on the internet in general already, but metaverse applications,
because of the significant increase in the amount of valuable biometric information it can gather, will present
vastly more problems in this regard.




LAW ENFORCEMENT AND THE METAVERSE

IDENTITY THEFT

A person’s identity is defined by more than the appearance or avatar the user has. A user generates data through
interactions with the platform. That data may become so detailed it may feel like a very accurate representation of
the user’s identity.

Criminals have already been selling digital fingerprints on the dark web, which imitates the user’s device’s

characteristics and behaviour

This makes a very strong identification, or know your customer (KYC), procedure very important for metaverse

platforms, in order to prevent identity theft and provide trust between users, as well as provide law enforcement
with the means to investigate crimes committed on the platform.

The question will be how the platforms handle this kind of data, in what ways is it processed and stored, and what
safeguards are implemented to prevent the harvesting of this information by third parties. It will remain to be seen
how well the implementation of these platforms conform to the GDPR.

Criminals may also impersonate brands as well as people.




LAW ENFORCEMENT AND THE METAVERSE

HARASSEMENT AND (CHILD) ABUSE AND EXPLOITATION

Harassment on the internet is already a significant issue, with as many as 58% of girls in an international 2020 Plan
International survey having experienced online harassment.

In 2007, one avatar in Second Life allegedly raped another. A number of internet bloggers dismissed the simulated
attack as nothing more than digital fiction, but police in Belgium opened an investigation against the perpetrator

Within 20 seconds after joining Meta’s venues girls are being sexual haressed!

TERRORISM

With more immersive technology and related generated data at their disposal, it will become easier for terrorists to
select and target vulnerable people and tailor their messages to their biases. That will enable them to more
effectively target their propaganda and recruit people.




LAW ENFORCEMENT AND THE METAVERSE

TERRORISM

As an increasingly accurate and complete digital twin of reality becomes available, this may provide real-time
information on planned targets.

The metaverse may allow users to create a virtual world as they envision the world should be, enabling them to
create a virtual Caliphate or white supremacist state for example.

For context, Nazi gas chambers have already been reported in Roblox.

AND SO ON...







Typology of crimes in the Metaverse.




Typology of crimes in the Metaverse.













LET’S BREAK
OUT!



Group 1 & 2:

Group 3 & 4:

During a house search you find a hardware crypto wallet. What are the steps
you are going to take? What are the problems you expect to have, if any.

During a house search you find a crypto wallet on your target’s phone.
What are you the steps you are going to take?¢ What are the problems
you expect to have, if any.







CONSIDERATIONS PRIOR TO SCENE
ATTENDANCE

WHAT INTELLIGENCE HAS BEEN RECEIVED INDICATING THE SUSPECTS INVOLVEMENT IN POSSESSION/USE OF
CRYPTOCURRENCY?

HOW IS CRYPTOCURRENCY USED IN THE CRIMINAL ACTIVITY IDENTIFIED? WHAT POTENTIAL INSIGHTS DOES
THIS PROVIDE ON HOW CRYPTOCURRENCY WILL BE STORED BY THE SUSPECT?

WHAT SECURITY MEASURES MAY THE SUSPECT HAVE PUT IN PLACE? WHAT OPPORTUNITIES ARE THERE TO
OVERCOME THESE?

HOW WILL WE AIM TO IDENTIFY CRYPTOCURRENCY ASSETS HELD BY THE SUSPECT?

E.G. COMPUTER EXAMINATIONS, MOBILE PHONE SEIZURE, SEARCHES FOR RECOVERY SEEDS
AND HARDWARE WALLETS

WHAT TOOLS AND PROCESSES WILL BE USED TO CONFIRM WHAT ASSETS ARE HELD BY THE SUSPECT?

E.G. SEARCHES OF ADDRESSES ON WEBSITES, USING RECOVERY SEEDS, OPENING WALLET SOFTWARE
ON DEVICES.

WHAT EQUIPMENT IS NEEDED TO SUCCESSFULLY COMPLETE A SEIZURE IN THE CIRCUMSTANCES?

CAN WE GUARANTEE ACCESS TO THE INTERNET?







Seizure at scene of physical entity

containing keys to cryptocurrency VIRTUAL

assets.

CURRENCY
- e




POINTS TO CONSIDER

It will not always be necessary or advantageous to seize the cryptocurrency asset. It might
be of such limited value that it does not seem appropriate to seize. Alternatively we may
feel other actions we have taken has sufficiently secured the asset. This is a discretionary
decision for the individual completing the process. However it is important on each
occasion to provide a clear policy log detailed the rationale for decisions made.

It is necessary on ever occasion to fully record the transaction history, addresses linked to
the wallet and amount of cryptocurrency remaining. The matter can then be discussed with
FI's at a later point to identify if there are any proceeds of crime opportunities over historic
values or holdings of the asset etc.

Some wallet applications may have different transaction histories, transparent and
shielded. Always check for this. It’s possible that hardware wallets will have hidden
accounts on them. These usually have a 25 word recovery seed. Check the scene for
anything of this nature to help identify this.




POINTS TO CONSIDER

PLANNING AN INVESTIGATION STRATEGY IS AN IMPORTANT PART OF EFFECTIVELY INVESTIGATING SUCH
OFFENCES. AS THE SAYING GOES FAIL TO PREPARE, PREPARE TO FAIL!

THIS EXERCISE SHOWS HOW BLOCKCHAIN ANALYSIS IS NOT A SIMPLE SUBJECT. THERE IS A LOT OF NUANCE
AND IT IS NOT A QUICK ENQUIRY. THIS IS WHY IT IS IMPORTANT TO HAVE A PROCESS THAT ALLOWS YOU
TO REVISIT INFORMATION AND SPEND TIME ANALYSING IT. THE INVESTIGATION STRATEGY ALSO NEEDS TO
RECOGNISE THIS AND SEEK TO EXPLORE EVERY OPTION AVAILABLE TO PROGRESS THE CASE.

IT ALSO SHOWS HOW QUICKLY YOU COULD GET LOST AS ANALYSING OVER 4,000 TRANSACTIONS IS NOT
EASY! THIS IS WHY PARAMETERS ARE IMPORTANT. ALSO IDENTIFYING TECHNOLOGY WHICH CAN HELP WITH
ANALYSIS IS KEY TO GETTING THE BEST EVIDENCE OUT OF SUCH ENQUIRIES.

THERE ARE POSITIVES IN COMPLETING BLOCKCHAIN ANALYSIS IF IT CAN BE MANAGED EFFECTIVELY. IT CAN
HELP WITH IDENTIFYING SIGNIFICANT EVIDENCE FOR MONEY LAUNDERING INVESTIGATIONS. WE CAN TELL
HOW MUCH HAS GONE TO AN ACCOUNT, HOW REGULAR ACTIVITY HAS BEEN, WE CAN USE DATES/TIMES
TO COMPARE AGAINST OTHER RELEVANT INFORMATION E.G. TIMES OF OFFENCE OR BANK STATEMENTS.




Device not Target

Encrypted .
Not encrypted rlyp belonging to target device
Decrypt (with Authorization network search /\
Saticut (investigating judge/prosecutor) Consent No consent
target helP) Art. 39bis §4 & 5, criminal procedure code e rgei Tqrgei
Identification [Alrplqne mode ] Online ]
Public and Private key - }

CRYPTO & ASSET RECOVERY

Authorization offline hacking Authorization network search

(prosecutor)

Art. 39bis §5, criminal procedure code

(investigating judge/prosecutor)
Art. 88ter, criminal procedure code

No extra code Extra access code

Authorization online hacking \

(investigating judge/prosecutor)
Art. 39bis, §5 in fine, criminal procedure code




CRYPTO & ASSET RECOVERY

Central Agency for Seizure and Confiscation

Speed is of the essence!

If the suspect or third parties have a copy of the private key,
they can quickly transfer the crypto.

When using a crypto platform: freeze funds so that the suspect
can no longer carry out a transfer.

The seizure completed only after mandatory transfer of the
crypto by the police to the public address of Central Agency

for Seizure and Confiscation!




CRYPTO
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