
Risk Indicators



Challenge

”Fraud is a crime that is seldom observed.”
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Risk Indicators
• Risk Indicators is about identifying financial crime and proceeds of 

crime by comparing expected behavior and circumstances to actual
behavior and circumstances

• Risk Indicators can provide fast overview and direction at low cost
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Unusual transactions

”Unusual means that a transaction differs from the norms of a certain industry 
or the habits of an individual, taking into account their background, normal 
activities or declared income. Deviation from normal or expected behaviour 
may indicate risk. The greater the deviation in behaviour and the more frequent 
the occurrence of unusual situations, the greater the risk for money 
laundering.”
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Risk Indicators: transactions
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Key fig. mil. EUR Y1 Y2 Y3

Turnover 85 167 311

Result 16 19 32

Equity 21 32 55

Assets 154 239 401

Work in progress 12 36 130

First impression….
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Cash flow (mil. EURO) Y 1 Y 2 Y 3

Business activity -30 -10 -150

Investment activity -150 -51 -55

Financial activity 72 77 198

"We believe the Group is a success because we constantly focus on adding 
value to what we are dealing with. Another reason for our success is that we 
go into new businesses to run them in an industrial way. "



Risk Indicators: Tax examination
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Unusual off-balance items
• Non-transparent ownership
• Ownership by relations/partners of criminals
• International structure with no apparent commercial, legal or tax benefits
• Purchase or sale of the companies' shares at a nonmarket price
• Companies/directors registered at a foreign company service provider's address

Unusual balance sheet items
• Ownership contributions of capital are not supported by previous tax returns
• Interest accumulating on loans receivable or loans payable
• Large cash holdings which are excessive for the business

Unusual profit and loss items
• High rise in turnover/sales
• High rise in profit margin
• Business ratio of costs and sales not in line with industry



Two tax audit cases: Fake invoices and fake agreement 
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Year 1 Year 2

FoundedStarted



• Purchase 3 mil. €
• Renovation 10 mil. €
• Booked value 22 mil. €
• Sold for 6 mil. €

Case: Private House – owned by the Company
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Other Risk Indicators
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Individuals
• rise in net worth

Service providers
• service provided by a professional service provider
• reward for a professional service provider

Loans
• origin of the flow of funds
• financing

Cash
• Incomplete, unlikely explanations origin, deposits and withdrawals
• Transport method - costly, risky or concealed

International trade
• Newly or offshore companies with large imports/exports
• Multiple billing and false descriptions
• Difference origin of goods and destination of payments



Online..
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• Indicators concerning parties to transactions

• Indicators concerning the terms of transactions
– No underlying documentation to contracts or loans
– Key terms not clear
– Actions outside the terms of a contract
– Under-qualified people in senior positions

• Indicators concerning outcomes that impact the taxpayer´s financial records
– Balance contain assets acquired at higher or lower than market value
– Taxpayer, employee or family member lifestyle not supported by income

Bribery and corruption risk indicators
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Cash Economy – Characteristics
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Cash Economy Sectors – Indicators of Fraud

Pressure/Motive:
• Financial needs
• Social pressure
• Greed/Injustice
• Etc.

Opportunity:
• Lack of controls
• Business culture
• -> Capabilities
• Etc.

Rationalization: Justification Etc. 

Questions:
1. What Fraud-Triangle elements can be found in Sectors of concern (personal                                                       

services B2C, hospitality, retail, construction, and agriculture)?

2. Where can you find risk indicators of fraud in the cash economy sectors?
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Indicators in a cash business

CustomerSupplier





Cash Economy - Supply Chain Fraud
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Cash Economy – Risk indicators company registration
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• Periodically reporting requirements

• Payments on time

• Activity: employees (and their other activities), web page, reportings, 
customers etc.

• Directors and owners

• Physical contact and correspondence

Cash Economy – Risk Indicators of fictitious companies
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• Registrations at authorities - tax and vat, employer, foreign workers etc.

• Indicators regarding seller and subcontractors

• Contracts, agreements, invoices, slips etc.

• ID of workers and directors

• Money flow– cash, unusual payment instructions and further flow

• Physical contact and correspondence

• Projections, projections, projections

Cash Economy – Risk Indicators during a tax audit
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• Documentation

• Know Your Customer File

• STRs and SARs

• Note types:

Cash Economy - Money flow risk indicators
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Financial Risk Indicators - How to cook the books?
• Valuating assets and liabilities wrongly
• Controlling transactions not on market conditions
• Omitting booking of transactions
• Booking of transactions in wrong periods
• Not linking sales and cost of sales to same period
• Classifying income as loan or receivables as expenses 
• Over- or understating of accruals
• Booking directly on the equity accounts
• Off-balance items not disclosed or wrongly disclosed
• Wrong elimination of intercompany profit
• Changes in accounting policies
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Risk indicators: Annual Report
• Management report content

• Continuity - management, business, ownership, company name, address
etc.

• Different amount levels and complexity in Income Statement and Balance

• Unnatural high level of controlled items

• Significant balance items not related to business

• Audit opinion
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Case: Consecutive booking numbers
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Buyer ltd.Mr. X
(high tax rate)

Mr. X ltd.
(low tax rate)

Jan.: + 10 M July: + 100 M

Mr. X ltd. - Salary account 789012

Booking no. Booking date Text Amount

Opening balance 0
749 31.01.2010 Salaries Jan. 17,512
… … … …

6948 29.07.2010 Salaries Jul. 25,318
Balance 138,477

Mr. X ltd. - Property account 123456

Booking 
no.

Booking 
date Text Amount

Opening balance 0
6541 01.01.2010 Purchase property 50,000,000
6557 15.07.2010 Sold property -150,000,000
6558 15.07.2010 Gain on sale 100,000,000

Balance 0

Fax received:
17/07/2010   4'48 p.m.
Fax number:
+45 123456789

Outstanding invoice 95-2010
Dear Sirs,

6527

May: value up



Case: biggest accounting fraud in Denmark - ever

Nordisk Fjer A/S
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Testing Risk Indicators - How to look beyond the numbers?

• Cash is king!
• Compare bookings with independent valid infomation
• Compare with companies in similar business and in similar size
• Scrutinise major postings in general ledger and bank accounts, all the way!
• Scrutinise accounts with management, group companies
• Scrutinise adjustment bookings
• Check sub ledgers for manual, old and significant bookings
• Look for major development in account balances from one year to another
• Identify what drives the company´s major development – key bookings
• Talk to reliable bookkeepers, advisers or authorities if you can
• Check international accounting databases for straw men, addresses etc.
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The Yacht (owned by the company)
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The jet aircraft –owned by the company
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Information from the Annual report:

Income statement:
Exchange loss:
2013: 0 €    2014: 0 €  2015: 20 mio. €  2016: 0 €

Assets:
Property Bonds:
2013: 0 €    2014: 40 mio. €  2015: 20 mio. €  2016: 0 €

Liabilities:
Long-term Debt:
2013: 0 €    2014: 40 mio. €  2015: 40 mio. €  2016: 0 €
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Sum-up: Key elements in comparing expected to 
actual behavior and circumstances

• Continuity 

• Similarity

• Clarity

• Reason

• Risk indicators are everywhere

• OECD handbooks and reports
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What is unusual and what is going on?

Breakout exercise - TC Innovation A/S annual report


