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Introduction

* Human Trafficking for Forced
Labour;

* Sexual Exploitation;

* Removal of Organs




Human Trafficking Defined

“the recruitment, transportation, transfer, harbouring or receipt of
persons, by means of the threat or use of force or other forms of
coercion, of abduction, of fraud, of deception, of the abuse of power or
of a position of vulnerability or of the giving or receiving of payments
or benefits to achieve the consent of a person having control over
another person, for the purpose of exploitation. Exploitation shall
include, at a minimum, the exploitation of the prostitution of others or
other forms of sexual exploitation, forced labour or services, slavery or
practices similar to slavery, servitude or the removal of organs”.
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Overview of the Scale of Human Trafficking
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B Forced labour exploitation in the

private sector, such as in domestic
work, construction or agriculture

M Forced labour imposed by state
authorities

| Victims of sexual exploitation



Domestic Human Trafficking Flows
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Trafficking Within Regions

The Andean Countries

Ecuador g
Peru

Bolivia
Chile

South East Asia and

the Pacific e
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Trans-Regional Trafficking
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Human
Trafficking,
Migration and
Conflict




Profits Derived from Human Trafficking
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Human Trafficking and Terrorist Financing Links

Islamic State (ISIL / ISIS)
Boko Haram
Al-Shabaab

Organisations exploiting vulnerable persons
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Money Laundering from Human Trafficking

e Diverse infrastructure

* Exploitive purpose
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Breakout Session

In your groups, can you consider indicators which might help detect
financial flows related to human trafficking?

5 minutes
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Key issues to consider to detect financial flows
relating to human trafficking.

The more exposure the offender and/or victim have to the formal
& financial sector or government, the greater the opportunities for
identifying signs of money laundaring from human trafficking.

Mo one indicator alone is likely to confirm money laundaring from
human trafficking. In some cases the indicators may be indicative
of other forms of criminal activity.

Human trafficking may be easiest to identify based on indicators
at the victim level or at the lowest level of a criminal organisation;
at higher levels of criminal organisations, the indicators present
may suggaest a numbar of different crimes.

Widar contextual information can prove useful in

identifying signs of trafficking. Passport information, utility company
information (or lack of it) and residency details, combined with financial
data, can help to give a rich picture of the launderer, perpetrator and/or
victim's financial flows and bahaviowr.
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ldentifying
suspicious
transactions and
money

laundering from
human trafficking
sexual
exploitation.

BANK STATEMENT TEMPLATE

I THIS FIRST BANK

FIEET CRT A SOy T

| AT ERANCH
| S84 THES STRIET
| ARVE A, AT ATE S5 Sadd

| COSTOMEHE ST RVECE 34 HOUEE & DAY, ioii-i0e-Sdie

B CIFUNT
FOHN QL CEFEOIMER BT MG ETTHIN
EEI MAN STRINT ETATTSINT HIERHD
JNTTOAAT, ATATIE Siad 5500 1-5-7003 10 13- 2008

THANE T4 FUE RARE] G WITTH TS EST

 SEMALART OF TOUR ALCOUNTE

CHECEING SANIRDE

NECHNTR G EALANTT PRl

LRSS fas B

WITEEN AL [ A

NI CHRARCES FFIES £ |

P S, B AN TELET

MM AR Oin T ] FusT
| ] M ACTTETEY

DEFOHETS

PEFTED: AMCUNT [ Erais g
[ T L E ]
E-15 TeLEA iR
TITERT AL

feL ] PAID BMEGUNT
s [ L3 LBEETE
by 24} 1558
B [ Br-- 724
FIATEDR JASMHINT | DESTRIFT N
-3l A AT WITHDRUSAL
33 | iyt AT WTTHERLNAL
| R S SRR CILLRGT AR FER S LAY

4] SETTHLY SUENVIHE CHARGE

OFFICIAL




Case Study
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Case Study
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Informal Value Transfer Systems and Human
Trafficking

Human Trafficking can be a major source of income.
Perpetrators may be in Regulated businesses.

Perpetrators may launder cash generated from all crime types, including but not limited to
Human Trafficking.

Hawala and Other Similar Service Providers might be facilitators to laundering the proceeds of
Human Trafficking.
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Case Study
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Breakout Session

Group 1: You receive a SAR relating to a Money Service Business, suspected of
transferring proceeds of human trafficking. What would you do with the
information?

Group 2: You have arrested a suspect you believe is involved in human trafficking.
What enquiries would you make, and with who, to progress your investigation?

Group 3: A third party reports to you that they believe funds deriving from
human trafficking are being laundered through a local car wash company. What
would you do?

Group 4: You have your suspicions about a nail bar being used, both to exploit
victims of human trafficking and launder the proceeds of crime. How would you
progress your suspicions to possibly commence an investigation?
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Human Trafficking for Forced Labour

"all work or service which is exacted from any person under the threat
of a penalty and for which the person has not offered himself or herself
voluntarily."

OFFICIAL



Types and Characteristics of Forced Labour

 Victims exploited for multiple purposes in isolated environment
 Victims work for offenders

Victims work for someone other than offenders

* Exploited by partner (in a domestic environment)
* Exploited by relatives (in a domestic environment)
* Exploiters not related to victims

* Forced gang-related criminality

* Forced labour in illegal activities

* Forced acquisitive crime

* Forced begging

 Trafficking for forced sham marriage
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ldentifying Suspicious Transactions and Money
Laundering from Forced Labour




Case Study
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Case Study
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Case Study

e Faroz ALI — Guilty of 15 counts of
trafficking Fijians to New Zealand.

* Charged exorbitant fees.
* Exploited workers.

e Forced workers into overcrowded
conditions.




Challenges in detecting, investigating and
prosecuting money laundering.

* What would you consider to be challenges faced when detecting,
investigating and prosecuting money laundering from the trafficking
of human beings?

* Limited international co-operation

 Lack of awareness or concern from law enforcement/prosecution
authorities

* The difficulty to detect funds.

* Money laundering risk from proceeds of human trafficking not
adequately detailed in risk assessments and understood.
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Case Study

* Difficulties in determining benefit gained through certain types of
Forced Labour.

* A Tanzanian woman trafficked a 21-year-old woman

* The offender’s family paid for the victim’s visa and flights
* The offender and her three children all lived in one room
* The victim was forced to work for up to 19 hours a day

* She was never paid for her work

* This exploitation lasted seven months.
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Good Practices in combatting money
laundering from Human Trafficking.

* Assess the diverse money laundering risks from human trafficking,
share with stakeholders and ensure that they’re understood.

* Leverage expertise, capabilities and information through partnerships
between the public sector and private sector.

* Appropriately identifying suspicious transactions linked to human
trafficking and creating useful STRs.
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Good Practices in combatting money
laundering from Human Trafficking.

* Raise awareness of human trafficking as a means to potentially
support terrorist organisations

* Development of specialist and generalist training
e Other good practices
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Cross Border Cash Smuggling

OECD International Academy for Tax Crime Investigation
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Y\ IS and objectives

& Customs

* Legitimate cash usage and cross border cash
transportation

* Advantages and disadvantages of using cash
* What smuggled cash looks like

* The problem of bulk

* Criminal decision making

 Movement of criminal cash into other jurisdictions
* Bulk smuggling — hiding in plain sight!
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Leqitimate cash usaqge

e 3.4 billion US dollar banknotes in circulation with a
value of USD 4 trillion

e 21 billion Euro banknotes in circulation with a value of
1.2 trillion Euro

* Cash still used extensively - particularly for low value
transactions

* Therefore banks still need cash on a day to day basis
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Presentation Notes
The total value of cash in circulation in the world was estimated in 2009 to exceed USD 4 trillion

According to the US Federal Reserve, in 2014 there were about 3.4 billion US dollar bank notes in circulation with a total value of USD 1.3 trillion (partly held outside the US of course)

According to the European Central Bank, as at 17 September 2018 there were around 21 billion euro bank notes in circulation with a total value of Euro 1.2 trillion. 20 – 25% of the banknotes were held by people outside of the euro area. 

A recent study by the European Central Bank found that cash is still used extensively, particularly for low value transactions. Use of cash decreases with transaction size in all jurisdictions.

Therefore, even in countries with sophisticated financial systems and a wide range of payment options, banks and other financial institutions need cash on a day-to-day basis in order to conduct  their normal business activities and to service their customers.

Cash is required for loading into ATMs, for passing across the counter and for foreign exchange purposes, such as for sale to tourists. Financial institutions receive cash on a day to day basis. 


The number of transactions differed widely between jurisdictions but were between 46% and 82% of the total number transactions  

Interactive: Can you tell me some advantages to using cash? 


Advantages of using cash

e Cultural issues

e Cash is widely accepted

* Cash is quicker

* Discounted goods

* Interest and fees

e Cash is dependable in a crisis
* Store of value

FFFFFFFF


Presenter
Presentation Notes

Cultural issues – in some countries, the bulk of the population are inherently mistrustful of any form of officialdom, such as governments and large financial institutions. They want a minimum of official scrutiny over their financial arrangements, perhaps for tax purposes. Cash is an anonymous instrument which meets these needs.

Cash is widely accepted – especially for low value transactions. Very few retailers refuse to accept cash.

Cash is quicker – cash transactions are conducted in real time and payment is received immediately, as opposed to the banking system where payments need to clear 

Discounted goods – often you can negotiate a lower price when paying for goods and services in cash. Some banks charge fees or interest for processing transactions. Some businesses sell goods and services off record to evade sales taxes and other duties, which enables them to sell at a lower price.

Persons buying and selling goods for cash are not charged interest or fees for operating a bank account

Cash is dependable in a crisis – large scale natural disasters can cause widespread disruption to critical infrastructure such as transport, buildings and power supplies which can affect the operation of financial institutions. Cash can often be the only method of conducting financial transactions

Store of value – In volatile economies, or in jurisdictions threatened by war or natural disasters, cash is often used to store wealth in a way that is consideredsafer than a financial institution. In some areas, the use of a foreign currency that is perceived to be more stable or secure than the local one (such as the US Dollar or the Euro) is used for this purpose.

Interactive: Can you tell me some disadvantages to using cash?


Disadvantages of using cash

* Heavy and bulky to transport

* Vulnerable to theft

e Cash hoarding restricts wealth

e Cash restricts purchasing options

* Making remote payments requires the cash to be
transported

e Cash is costly to count and process
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Presentation Notes


Large amounts of cash are heavy and bulky – in countries where high denomination bank notes in the local currency are not printed, or not widely available, the amount of cash required to make a major purchase is big and heavy 

Large amounts of cash are vulnerable to theft. If a person or business chooses to keep their wealth in cash in a non-secure location such as their house or business premises, or carry it about their person, then they are much more vulnerable to opportunistic or planned theft.  Large amounts of cash carried in person are also unlikely to be covered by home or personal insurance, and the owner has little recourse in the event of loss.

Cash hoarding restricts wealth. Keeping cash outside financial institutions means that it cannot be used for investment purposes . In volatile economies the value of cash can rapidly decline due to inflation.

The use of cash restricts purchasing options. For example, on line portals. In some countries, governments have placed restrictions on the maximum value of cash transactions, or have imposed AML regulatory requirements on businesses accepting large amounts of cash in payment for goods and services.

Making remote payments requires the cash to be transported. Purchasing goods and services requires that cash be transported. This can present security and logistical problems and leads to additional costs.

Cash is costly to count and process. For businesses, counting and processing cash efficiently requires additional investment in security, distribution, staff recruitment, training and equipment.


Legitim?te cross border cash

ransportation

* People and businesses carry cash across borders (especially in
Eurozone)

* Banks needs cash for day to day business
* Banks buy and sell banknotes on global markets

* Thereis a Iarie global market in trading currencies for profit
between banks

* Cash is transported in huge quantities by air cargo — limited
customs scrutiny

e Can be difficult for authorities to tell if a shipment of cash is
legitimate
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Presentation Notes
There are many legitimate reasons why a person may wish to transport cash across an international border. For example people travelling abroad on holiday will take cash either in their own currency, in the local currency of their destination or in an internationally traded currency. Research shows that the average amount of currency exchanged within the UK for holiday purposes was in the range of £350 to £400.

Everyday businesses and persons transport cash to pay for goods and services. In the EU, especially in the Eurozone countries, where there is a common currency, cross-border cash movements take place for legitimate purposes extremely frequently. They can travel freely over borders and have the same currency with which to conduct cash based transactions.

Banks and other financial institutions need cash for their day to day operations. This legitimate demand for cash from financial institutions cannot always be serviced from the local market and the reserves of the country in which the bank is physically located , either because the reserve does not have sufficient stocks of the required currency or because the financial institution does not have an agreement with the local reserve to supply it.

Banks and other financial institutions buy and sell bank notes on global markets both to meet their demands for cash, but also to enhance their profits by taking advantage of exchange rate fluctuations. This means that cash is transported across international borders on a daily basis.

A huge amount of this cash is transported between major financial institutions by air cargo every day. These shipments are generally subject to very little scrutiny by customs authorities.




Cash declaration

Most countries have a cash declaration system for natural persons,
but few have a declaration system in place for cash in cargo and mail

Only limited collaboration between neighbouring countries in respect
of cash declaration systems

Criminals can exploit cash declaration systems

Some countries do not require cash consignments to be declared at
Customs

In other cases neither the currency nor the denomination need be
declared

Often only the intrinsic value of the cash (paperwork, ink etc.) need
be declared

International obligations on mail are guidelines only and need to be
enforced by national legislation
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Presentation Notes
Just because people declare cash that is being moved across borders does not make it legitimate.  Sometimes criminals will declare cash in one jurisdiction where they suspect they won’t get challenged in order to help make the cash appear if they are stopped at their destination.

That said, the absence of declaration at any point should be a factor arising suspicion for law enforcement 

Specific cash declaration systems (as opposed to general customs declarations) are used by most countries for natural persons (passengers). In some countries, the central bank places restrictions on the amount of currency that can legally be exported, and who can export it, and also what can be done with it once it has been exported. For example, Pakistan prohibits the export of sums in excess of 3000 Pakistani Rupees and stipulates that this currency can only be exported by natural persons who intend to keep it for use when they next return to Pakistan. The exchange of Pakistani Rupees for another currency is strictly prohibited. 

In Tunisia, only the Central Bank has the authority to conduct cross-border transportations of cash in cargo. 

Cash declaration systems only record amounts above the declaration threshold level – anyone carrying less than this amount need not make a declaration and so those details will not be recorded.

European regulations require cash to be declared in and out of the European Union if the value is €10,000 or more in order to assist in combatting money laundering. Accordingly £10,000 in cash being moved from the UK to the UAE should be declared by submitting a written declaration.

FATF recommendation 32 states that all countries should implement a system requiring either all travellers to declare or disclose any currency they are taking in or out of a country , either orally or in writing, or only those carrying in excess of a certain value (USD or Euro 15,000 or equivalent, but can be lower). Relevant authorities should have the power to detain cash and conduct enquiries in such cases. This includes movement of cash by real persons (not legal persons i.e. companies) using parcel post and other shipping methods. See Rec 32 footnotes.

FATF (2015) assess that there is little collaboration  between neighbouring countries when establishing cash declaration systems resulting in significant incongruences.

As such, criminal groups appear to have learned that they can exploit cash declaration systems for criminal purposes for criminal purposes by various means including; using the fact that cash has been declared on entry as a way of legitimising criminal cash paid into a bank account, re-using cash declarations several times for the same purpose, over-declaring cash on entry on entry (where there is no confirmatory count) to cover the receipt of criminally derived cash in the country of import.

Some countries do not require cash consignments to be declared at Customs, possibly because they do not acknowledge cash as a type of good, and consequently they do not require customs declarations for cash in cargo and mail.

Often, as cash is a normal cargo consignment a customs declaration has to be lodged. These declarations are recorded in customs systems. However, neither the denomination or currency need to be specified in the declaration. Often only the weight of the shipment and a description of the goods is required. Opinions differ as to whether there is a need to state the value. Some countries think that because there is no VAT or duty implications a value is not required.

Some countries take the view that the value of the goods is an obligatory element of the declaration. This cannot be the normal transaction value as the cash has not been bought by the owner. This means that the intrinsic value of the cash has to be declared (the value of the paperwork, ink etc).

Some countries have a specific cash declaration form similar to that used for passengers. In most cases this declaration has a threshold of USD 10,000.


It is very difficult to monitor cash movements by mail because of the volume of post.

Universal Postal Union (UPU) restrictions and prohibitions are not directly binding for operators or persons using the postal service. All need to be implemented in national postal legislation. And in most cases it is not the task of customs to control these prohibitions. 




Criminal decision making influences

ourpose and method of cash movement
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Presentation Notes
Criminal decision making in terms of cash movement is influenced by what the cash is needed for and where it has come from. Do the criminals need to pay a supplier or a professional enabler or enter it into the legitimate banking system to lauder it? Do they need to move it across a border? 

When considering why criminals seek to launder money by physically transporting it across borders, It is useful to consider what the criminals primary objective is for doing so in the first place. 

There are numerous factors which can be referred to as ‘push’ or ‘pull’ factors, which will influence why criminally derived cash is moved from one jurisdiction to another and which goes hand in hand with the criminals requirement to raise, move or store and use the proceeds of their criminal activity.

This chart illustrates the decisions the crime groups will be making.

The process starts on the left hand side of the picture. The criminal then must decide what they want to do with the cash. Pay costs, pay a supplier, invest the profits. This is the Purpose  section of the chain. 

Once the purpose has been decided, the destination becomes apparent. The next step will be how to get the cash to the destination. This will lead to the next step, the Method. Cash courier, concealment, use of freight etc. Closely associated to the Method is the Route.

At all stages of the decision making process, other factors will have an influence. These are shown at the bottom of the picture. These include the risks of choosing one route and destination over another, the availability or access to a particular method, such as a suitable vehicle, familiarity of a system such as shift changes or routes which have been successful in the past.

Throughout the process the cash will follow a route dependant on the decisions of the criminal, however it will ultimately re-enter the legitimate financial system and will be re-cycled for furtherance in crime.


Money Laundering through the physical transportation of

cash — FATF October 2015

Graph 7. Most freguently encountered methods of cross-border transportation of cash
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Presentation Notes
The physical transportation of cash to launder and move money is quite commonplace.

According to FATF the movement of cash in vehicles is the most common. Vehicles can be specially adapted to hide cash in special ‘hides’. These can also be used to smuggle other commodities.

Cash in mail and cash in air cargo are also quite common and are methods which law enforcement perhaps do not focus on so much
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FATF — Four Staﬁglsc%fsh

movement of crimi

» Raising
* Moving
 Storing

* Using
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Presentation Notes
Raising is essentially generating the proceeds of crime. In some cases ‘raising’ may be legitimate eg from legitimate businesses or employment. However, criminality may then come into effect by removing the funds from the jurisdiction because of capital flight or tax evasion. Capital flight occurs because the money is deemed to be under threat in its current jurisdiction (for example currency devaluation, political upheaval, sanctions, or the imposition of capital controls). In some circumstances this may be contrary to legislation or  regulatory controls.

In determining how cash is to be moved, criminals will consider the purpose of the cash to be moved; eg to dispose of the cash, placement in the financial system, pay a criminal network, pay costs for the criminal enterprise, pay a supplier, conceal or invest profit, break an audit trail etc

There are factors which can influence the criminal decision making, including demands of criminal partners, risk or arrest or loss of the cash, access to services or routes and familiarity with a system or method. This may then determine the destination of the cash and the method of cash movement (eg smuggling by passenger, hidden in baggage, moved in freight, concealed in vehicle, movement by parcel or false declarations of currency.

The third stage identified by FATF concerns storing the cash ‘storing’ the cash. This is the need for the criminal to keep the cash in a safe location as a contingency fund or because the criminality is so successful that the laundering network cannot match the throughput of criminal cash. When cash is held as a store of value it is often held in high denomination banknotes such as £50 bank notes in sterling or €500 or €200 bank notes in Euros to reduce the bulk and size of the cash. Further, keeping a store of value in a currency used by a large population (eg Eurozone), as opposed to loacl currency  has advantages when ultimately disposing of the cash.

‘Using’ the cash refers to and includes the acquisition of assets, lifestyle spending and investment (criminal or otherwise). 



Role of Cash — The €500 Bank

hote

Project Restful

20t April 2010

Withdrawal of wholesale supply of €500 bank notes
within the UK

Use €500 notes makes cash much less bulky and
easier to transport

Co-operation with UK Financial Institutions
Initiative of SOCA (pre-cursor of NCA)

Aim: To deny the supply of €500 to UK Organised
Crime

Result: Move to €200 & €100 bank notes.
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In the UK it was noticed that almost the only use for €500 notes was for a criminal purpose. 

This was because the €500 note was such a high denomination that criminals used them to transfer large sums of cash as it was much less bulky and easier to conceal

The €500 note was withdrawn from wholesale supply in the UK after Project Restful

The result was the movement to using €200 and €100 Euro bank notes by criminals (which are still quite a high denomination)


Cash Smuagqglinc




Cash Smuagagling indicators

* Canine - positive indication for controlled drugs/money
* Masking agents (foil, carbon paper, air freshener)

* Odour on notes, petroleum, marihuana, masking agents
* Last minute decision to travel

* Third party purchase of tickets for travel

* Appropriate luggage for trip duration

* Convoluted route and different modes — efficient?

e Stay in destination country too short
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Presentation Notes
Make this interactive – ask class what indicators they might think point towards cash smuggling…

There can be many indicators of cash smuggling which law enforcement and Customs officials can use to profile illegal activity at ports and airports. 

Some of these indicators might also point towards other criminal activity such as drug smuggling 

Canine - positive indication for controlled drugs/money
Masking agents (foil, carbon paper, air freshener)
Odour on notes, petroleum, marihuana, masking agents
Last minute decision to travel
Third party purchase of tickets for travel
Appropriate luggage for trip duration
Convoluted route and different modes – efficient?
Stay in destination country too short

Often however, cash seizures are lead by specific intelligence from an ongoing investigation


Criminal Cash indicators

Bank of Canada

Street Cash

White paper strap

Elastics

Ends of bundle even

Ends may be uneven

Bundles of 100 notes

Bundiles often totalling $1000, $2000, or
$5000

Bundles of one denomination

Bundles of mixed denomination

A Block contains 10 bundles of the same
denomination

Blocks are based on amounts often
$5000 of $10000.
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Presentation Notes
‘Street cash’ is often quite distinctive

It is usually not as neat as cash obtained from a bank

This slide is from the Royal Canadian Mounted Police (RCMP) and so relate to Canadian dollars, but it is similar in other currencies


Criminal Cash indicators

. gasfll is used when it would be easier and less risky to use a
an

e Suspicious circumstances; concealment, clandestine handover

* Presence of other criminal indicators eg drugs, drugs .
paraphernalia, scales, cash counting machine, banking receipts
etc.

e Larger quantities of cash

* Lack of a credible explanation

* In the UK, presence of Scottish or Northern Irish banknotes

* Use of tokens as a rudimentary form of identification / receipt
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Make this interactive. Ask the class what features might lead them to suspect that a discovery of cash may have a criminal provenance

Cash is used when it is easier and less risky to use a bank or other financial institution.

Suspicious circumstances; concealment, clandestine handover of the cash

Presence of other criminal indicators eg drugs, drugs paraphernalia, scales, cash counting machine, banking receipts etc

Larger sums of cash are more difficult to explain. People tend to carry with them some cash and if you are travelling abroad to a cash based economy it is normal to carry a certain level of cash and you would be able to provide the authorities with a plausible explanation

In the UK Scottish and Northern Irish banks issue their own notes for circulation in those area.

Large quantities of Scottish and Northern Irish bank notes are often found within criminal seizures of cash in England and Wales. 

Drugs and other illegal commodities tend to enter the UK in the south and are moved northwards. If they are sold by criminals to associates in Scotland they are more likely to take possession of Scottish and northern Irish notes as payment. Scottish and Northern Irish banknotes tend to be ‘recycled’ between criminals in transactions. Over time, the volume of Scottish and Northern Irish banknotes can grow within the cash reserves or cash pools of the criminal groups, who cannot readily dispose of these notes without difficulty or raising suspicion. 

Tokens (Tokens may have already been dealt with under IVIS section – deal with this as a knowledge check – ask the class – what is the purpose of tokens? How do tokens work?) 

When criminal cash is smuggled or moved, money launderers have to be able to meet with the criminal with whom they have to collect the cash from. The two parties involved may have never met or dealt with each other before, which can cause them some difficulty. Money launderers often use tokens as a rudimentary means of identification and receipt for the cash. The token is usually handed over to the criminal (or his associate) at the time of the transaction as a form of receipt. The token usually comes in the form of a unique serial number of a particular banknote. This is seen as a safe method. If a money launderer travels to a meeting with a criminal and is stopped by police and searched all that can be found is a banknote which is not unusual and not illegal. The Police Officer may not realise that it represents a receipt for the exchange of criminal money. Once the cash has been passed to the money laundering group, the launderer takes responsibility for paying out the value of the cash collected even if the cash is subsequently lost (eg seized by police). Accordingly, the token is proof that the transaction has taken place and the money launderer must honour his side of te transaction in order to maintain his reputation and accordingly his business. As tokens are unique identifiers passed in relation to specific cash handovers, the launderer often keeps these allocated tokens separate so they are not confused with the launderers day to day cash. Similarly, the person who has handed the cash over will often keep tokens for a period of time (being proof of the handover) until his criminal employer is satisfied that the exchange has taken place and he has had the corresponding value paid out.
 









It leaves no trace and it breaks audit trails

 


Key Actions

Keep the cash secure !!

v

» Question the suspect about Exploit forensic the
cash opportunities
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Forensic Opportunities

» Often the law expects us to bank the cash as soon as we can
« BUT when we bank the cash all forensic opportunities are lost
* S0 before banking we should consider forensics

* Where we find cash concealed we should ideally start by photographing the
cash in its concealment

» Deconstructing the concealment to show the cash

 Remove the cash from the concealment

« Back at the office you can photograph the bundle containing the cash

* Photograph and retain each layer of wrapping

 Particularly note any heat sealing or use of coffee/ chemicals to reduce scent
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Forensic Opportunities

* Photograph the bundles within the package
* Photograph each bundle individually

« ldeally fan out each bundle of cash so that the serial numbers on the notes are visible and
photograph them

« UK notes can be traced through the Bank of England who will give you the date on which they
were minted

* One Defendant recently claimed to have no knowledge of £70,000 found in a sports bag
hidden in the roof of his house

« He stated the bag must have been there when he bought the house five years earlier
+ Evidence from Bank of England showed that all the notes were minted in the last 18 months.
* He lost the cash and subsequently was charged with money laundering
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Forensic Opportunities

* You may want to fingerprint the cash
 This is often difficult as many people handle it

. JI[Ehxamine the wrappings closely- often the forensic opportunities are better
ere

* If there is a paper wrap or thick elastic band less people will have handled that

 Often the fingerprints / DNA traces on the inside of a thick elastic band will be
goo?, et's they are made when the band is stretched and then protected from
contac
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Introduction

Uslted as a method of payment throughout history and throughout most
cultures.

Universally accepted.
Maintains its value.

This session will look at case studies and highlight red flags for money
laundering.
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Why is Gold Attractive to Criminal Groups?

- Nature and size of the market. .
. APG

* Anonymity. N

- Easy to move value.

 Can be cash intensive. Money laundering /
terrorist financing

® HOIdS Value risks and vulnerabilities
associated with gold

* |[nvestment.

 Global currency | x

* Legitimate

« Simple to liquidate
» Simple to conceal.

« Simple to change form.
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Gold Smelting — Potentially Simple
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Gold — Cash and Drug Equivalents
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Gold — UK Experience.

Organised Overseas
Criminal Cash Used to buy
Gold

‘Cheap Finance’

Gold Exported
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Gold — Operation Goldeneye

Eiou

Zollfahndungsamt
Stuttgart
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Gold — Abu Dhabi Convictions

4 Filipino nationals convicted for fraud.

Defrauding approximately 4,000 other Filipinos — Investing in gold.
Luring investors in jewellery trading.

Pyramid scheme

Co-ordinated efforts

5 Years in jail, seizures of assets, penalties and deportation.
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Gold — UK Experience — Recent Developments
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World Atlas
of illicit flows

RHIPTO

i REUTERS Q

APAC
NOVEMBER 12, 2020 f 6:22 AM / UPDATED 2 MONTHS AGO

Exclusive: Gold market authority threatens to blacklist UAE
and other centres

By Peter Hobson f v

LONDON (Reuters) - The world’s most influential gold market authority is threatening to stop
bullion from countries including the United Arab Emirates entering the mainstream market if

they fail to meet regulatory standards, a letter seen by Reuters showed.
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SESTIGATION

The child labourers risking
their lives in Ghana's illegal
gold mines
Owur inveztigation reveals a shady zupply chain stretching from west

‘Africab hazardous gold mines through Dubai and on to Burope. Report
by Louize Callaghan, John Beck and Dezmond Akudbilla

RESEARCH REPORT

GLOBAL
INITIATIVE

AGAINST TRANSNATIONAL
CRGANIZED CRIME

GILDED

ASPIRATIONS

Illicit gold flows to India

PREM MAHADEVAN

AUGUST 2020
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essment of Gold and Financial Flows linked to
Small-Scale Gold Mining in Mongolia

FOLLOW THE MONEY:
MONGOLIA 4,

ERGENDERNG rrer—
AEVOLUTION Revolution

[ 1= of F- [—

Gold Fever, Green Dreams: The Many Faces of Gold Mining in Colombia (Bt. 2)

nAas

global witness @

BENEATH THE SHINE
A TALE OF TWO GOLD
REFINERS

July 2020
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Red Flags — Customer Behaviour

Increased purchases by established customers for no apparent reason.
Multiple transactions over a short period of time.

Transferring bullion for no apparent commercial purpose.

Occupation inconsistent with customers profile.

Unknown customer requesting a refiner to turn gold into bullion.
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Red Flags — Company Behaviour

Non-reporting to the FIU by the gold industry organisations.
Changes of business name.

Registration of a trading company in a tax haven whilst business relates to
another jurisdiction.

Movements of funds which are not related to their nature of business.

Numerous sole proprietorship businesses seemingly unrelated, but controlled
by the same people.

Use of false business addresses.

Use of Shell Companies located across jurisdictions.
Difficulties in tracing commercial activities

Lack of transportation of good clarity.
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Red Flags — Trade Based Behaviour

Cash payments for high-value orders.

Misclassification of gold purity, weight and origin on declaration forms.
Shipping to or from a ‘high risk’ jurisdiction.

Transhipment via one or more ‘high risk’ jurisdiction.

Consignment type or size inconsistent with regular business activities.
Transaction involves use of Shell or Front companies.

HM Revenue
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Red Flags — Payment Behaviour
Numerous entities in the payments chain.
Movements of funds with changes in the payments’ purpose.
Granting loans to foreign companies.
Granting loans to natural persons.
Declared gold is said to have come from a place with no extraction licence.
Large amounts of funds transferred internationally and the withdrawn.
International transfers to countries where company is not registered.
Significant cash withdrawals by participants in the gold trading industry.
Diversion of funds to pay for merchandise.
Concealing the source of funds and underlying ownership.
Original source of funds to buy gold cannot be established.
Sales proceeds sent to unknown third parties.
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Red Flags — Predicate Crime Activity

* Production and commercialisation of gold without a license.

» Hiring of a third party to operate the mine.

 Licensed mines where there is no apparent reason for its decline.

* Mining activities not in accordance with a characteristics of a small mine.
* Mining activities without compliance to the regulations.

* Development of mining activates in prohibited areas.
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