
Introduction to Virtual Assets



● In your groups discuss your understanding of virtual assets and detail two questions
on something you don’t know which you would like input on. Seek to identify what
you feel you do know as a group and use this to inform what questions you would
like to ask.

At the end you will be asked to provide the two questions on a piece of paper
which I will collect.

Exercise 1



Introduction

• Natively digital assets which have a value associated to
them for two main reasons:

• Application

• Supply and demand

• Many different types of asset, in some ways the stock
market can be seen as a parallel.

• There are an infinite number of business ideas which can
lead to a company being formed. If appropriate a
legitimate company involved in almost any type of
business, can seek to be listed on a stock market.

• As a result, the stock market contains entities involved in
well known corporate activities, those serving niche
businesses cases and everything in between.

• Cryptocurrency markets are the same. Many different
ideas and business models reflected by a digital asset.
Some compete with each other for market share and
some are unique in their offering.



Introduction 
cont.

• The key metrics dictating use of
cryptocurrency are liquidity and security.

• Security: To hold a significant value over the
long term, an asset must be backed by
sufficient security to prevent double spends or
supply manipulation.

• Liquidity: An asset must be easy to buy and
sell. This means many markets need to offer it
as a trading pair.

• Bitcoin is currently the dominant
cryptocurrency in respect of these features.



Networks
Two types of cryptocurrencies: Centralised
(Recognised entity in control) and Decentralised (No
entity in control).

Decentralised assets have two conceptual parts:

1) A Peer to Peer (P2P) network: P2P networks
predominantly run over the internet. They use
dedicated software to relay specific messages
through a network of participants. Usually these are
not regulated, anyone can join the network. This
makes them difficult to censor.

2) Applications that run on this network. These are
usually open source and free to run.

In summary applications generate data needed for
transacting, while the network organizes and
ensures the flow of information.



Networks cont.

Centralised cryptocurrencies have regulated network participants 
organising the flow of information. They can monitor and dictate 
what network traffic is deemed to be acceptable.

Often an exact mirror of the current financial system. Central bank 
digital currencies are an example of a centralised network.

There are obviously varying degrees of centralisation and this is 
something which is a constant discussion within the 
cryptocurrency environment. 



Jargon: There is a lot of this!

Crypto asset Cryptocurrency/
Cryptocurrencies Token Stablecoin

Custodial/Non 
custodial

VC: Virtual 
currency

NFT: Non 
fungible token VA: Virtual asset

VASP: Virtual 
Asset Service 

Provider

CBDC: Central 
Bank Digital 
Currencies

DEX: 
Decentralised 

Exchange

DeFi: 
Decentralised 

Finance

DAO: 
Decentralised 
Autonomous 
Organisation

Dapp: 
Decentralised 

application



Need to know terminology

Blockchain: Database containing unique identifiers linking a new entry to the 
previous one. In Bitcoin it acts as a financial ledger (think bookkeeping)

Transaction Identifier (TXID): Unique transaction reference  in the blockchain.

Network time: The Bitcoin blockchain operates on UTC only.

Wallets: Software that can be thought of as a bank in which you assets reside.

Addresses: Account numbers generated by the wallet software.

Inputs and outputs: Input are assets being spent and outputs are those created 
from the inputs.



Mining
Computationally intensive process for validating transactions, including them in the ledger, minting new assets and 
securing the network.

Financial incentives to complete this task. Miners get rewarded with fees and new asset issuance. If they act 
honestly and safeguard the network, then the asset will potentially appreciate in price. This will provide miners 
with further profits and an ongoing investment in sustaining the network.

As the network is decentralised a central entity cannot dictate who mines or gets rewarded for doing so. To 
mitigate this the Bitcoin protocol makes mining a free market, competitive environment. Anyone can compete and 
those who are most efficient will gain the greatest rewards.

“A good way to describe mining is like a giant competitive game of sudoku that resets every time someone finds a 
solution and whose difficulty automatically adjusts so that it takes approximately 10 minutes to find a solution. 
Imagine a giant sudoku puzzle, several thousand rows and columns in size. If I show you a completed puzzle you can 
verify it quite quickly. However, if the puzzle has a few squares filled and the rest are empty, it takes a lot of work 
to solve!

The difficulty of the sudoku can be adjusted by changing its size (more or fewer rows and columns), but it can still 
be verified quite easily even if it is very large. The "puzzle" used in bitcoin is based on a cryptographic hash and 
exhibits similar characteristics: it is asymmetrically hard to solve but easy to verify, and its difficulty can be 
adjusted.”

• (Mastering Bitcoin: https://github.com/bitcoinbook/bitcoinbook/blob/develop/ch02.asciidoc)



Anatomy of a Bitcoin transaction



Breakdown



Breakdown cont.



Ethereum: Key points
1. Ethereum utilise “accounts” as opposed to a
UTXO model. This means one address can be
used to complete all transactions. There is no
separate change address or need to create a new
address for every receipt.

2. Tokens created on the Ethereum protocol
are not stored by holders in separate
address types. They are credited to an
Ethereum address.

3. Transaction fees are calculated using an
element called “Gas”. The native Ethereum
asset (ETH) is used to pay for fees.

5. The more complex the
execution of the transaction, the
more Gas it consumes. This
equates to higher fees being paid.

4. It is possible to utilise the
transparent nature of many
smart contracts to follow the
route an asset has taken.

6. ETH on it’s own is not 
seen as a significant asset 

utilised by criminals.

8. The ability to utilise cryptocurrency as a money
laundering tool is strengthened by USDT’s stable value
(pegged to a dollar). Deals can be struck and payments
made via other channels (bank transfers etc.) without
volatility affecting the terms of the agreement.

7. It is however the main platform for
stablecoins which have seen extensive use
in money laundering. In particular the asset
Tether (USDT) has been prominent.





Demonstration
https://www.chainabuse.com/report/82855fa1-3851-4739-9fd8-f0af8b05ed6d?context=browse-
chain&chain=ETH

● OSINT case: OXT graph visualiser / https://www.ethtective.com / mistrack.io

● TRM Forensics

https://www.ethtective.com/


Exercise 2
● Navigate to www.chainabuse.com/reports
● Click on Bitcoin
● Find an address detailed within a report and copy it
● Paste this into the following block explorers and review the transactions associated:

○ https://oxt.me
○ https://mempool.space/
○ www.blockchain.com

● Now do the same for Ethereum, return back to Chainabuse and click on Ethereum.
● Review the transactions linked to an address in the following block explorers:

○ https://debank.com/
○ https://etherscan.io/
○ https://eigenphi.io/

● Choose a Bitcoin and Ethereum transaction to show to the group (Highlight the TXID, the time/date, the 
inputs/outputs, the fee paid and any other detail you believe is relevant)

http://www.chainabuse.com/reports
http://www.chainabuse.com/reports
https://oxt.me
https://mempool.space/
http://www.blockchain.com
https://debank.com/
https://etherscan.io/
https://eigenphi.io/


Exercise 2 cont.
● Login to TRM Forensics 

● Start in block explorer and search for the relevant details

● Navigate to https://www.chainabuse.com/report/a36786da-b8d5-46df-b4a9-8f804fc63779?context=browse-
chain&chain=BTC

● Break down the report and search for the relevant Bitcoin identifiers in Graph Visualiser. Corroborate the 
intelligence provided by the victim.

● Once completed outline an investigation strategy for progressing the matter. Include anything you think might 
be relevant to this. 

● Have someone else present a briefing on what has happened, how the intelligence has been corroborated 
and what the onward investigation strategy is.

https://www.chainabuse.com/report/a36786da-b8d5-46df-b4a9-8f804fc63779?context=browse-chain&chain=BTC


What about the rest?



Monero: Key features
Ring CT: 

Conceals the 
transaction amount

Ring Signatures: 
Protect the sender by
obfuscating which
output was spent.

Dandalion++: 
Obfuscates the 

transaction broadcast 
origin. 

Stealth addresses: 
Ensure that the 

recipient’s address is 
not recorded on the 

blockchain.

These features make tracing Monero very
difficult. There are some options still
available. These involve weakening the
anonymity set, engagement with
cryptocurrency services and timing
analysis.

Monero is becoming a significant asset in
ransomware attacks. Outside of this however
it is still a long way behind Bitcoin. This is
down to a smaller liquidity pool being
available for the money laundering process

This is not an easy process however as
timing analysis can reveal the points at
which the conversion takes place. It is then
much easier to trace the Bitcoin assets as
they move through the financial system.

It is possible to swap from Monero into
Bitcoin and this is likely the MO many
would take to launder criminal proceeds.





Exercise 3
● Return back to the investment fraud situation and implement the next aspect of your investigation strategy. If 

you need/want to choose a new report from Chainabuse, please make sure it is BTC related. Stop at the 
point you feel is appropriate and in line with the strategy devised.

● Create an audit trail of your actions and any relevant evidence using the case management system.

● Take note of anything you encounter which you don’t understand and want further input on.

● Prepare a briefing on your findings. Someone who has not presented to the group thus far will do so at the 
end of the time allotted.



The End!
Any questions?
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